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1 Introduction

Non-functional Requirements (NFRs) define the attributes of a system, versus a strict definition of the
capability of the system. Two classic NFRs are performance (e.g., system utilization and throughput)
and security (e.g., system protections).

This document will provide a set of NFR checklists for BigFix Inventory and Compliance. lItis
positioned as a “bonus pack” on top of the NFR checklist for the base BigFix Platform. The same
methodology is employed for the bonus pack and will not be repeated.

Some notes on the prescribed approach follow.

The base NFR type of PRF (for performance) and SEC (for security) will be reused.

The base component classification of INF (infrastructure) and BIG (BigFix) will also be
referenced.

Additional component classifications of INV (Inventory) and SCA (Compliance) will be
introduced.

The reference template is provided in the below figure. Once again, this is reused from the
base document.

The checklist is meant to complement the product reference documentation and is not
intended to replace it. The product documentation is still the master reference for procedures
and capability.

ID: PRF-INF-XX TITLE MANDATORY

Detail:

Verification:

Figure 2: Sample Entity Template

For the verification methods, the following resources will be referenced liberally. The associated
URLS are provided in the References section, where applicable.

The BigFix 10 Knowledge Center
The product provided reference documentation.

The BigFix 10 Platform NFR reference.
The base document supporting this bonus pack.

The BigFix 10 Common Criteria Certification Guide
A set of reference standards for the security and deployment of BigFix.

Note: This document is considered a work in progress. Recommendations will be refined and
updated as new BigFix releases are available. While the paper in general is considered suitable
for all BigFix Version 9.5.x releases, with new content as noted, it is best oriented towards BigFix
Version 10.0.x onwards.
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2 Architecture Overview

2.1 BigFix Inventory Architecture

Additionally, to the BigFix Platform components when deploying BigFix Inventory following
components are added:

1.

2
3
4,
5

BigFix Inventory Server

BigFix Inventory Database

BigFix Inventory VM Manager Tool
BigFix Inventory Scanner

BigFix Inventory Actions (as BigFix Content)

2.2 BigFix Compliance Architecture

Additionally, to the BigFix Platform components when deploying BigFix Compliance following
components are added:

1.
2.
3.

BigFix Compliance Server
BigFix Compliance Database

BigFix Compliance Checklists (as BigFix Content)
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3 Checklist Summary

The following tables provides the summary set of NFR checklist items for performance and security.

3.1 Inventory NFR Checklist

3.1.1 Inventory NFR Checklist — shared checks

Below checks description can be found in BigFix Non-Functional Requirements:
A Checklist Approach.

o o oo oo oo o0 oo oo oo o oo o og

ID: Reference

Date Pre-
Production

Date:
Production

PRF-INF-01:

Storage Queue Depth

PRF-INF-02:

Storage Latency

PRF-INF-03:

Storage Operations/Second

PRF-INF-04:

CPU Utilization

PRF-INF-05:

CPU Latency

PRF-INF-06:

CPU Privileged Time

PRF-INF-07:

Network Health

PRF-INF-08:

Network Topology

PRF-INF-09:

Memory Health

PRF-INF-10:

Hypervisor Latency

PRF-INF-11:

Hypervisor vCPU Allocation

PRF-INF-12:

Hypervisor vCPU Health

PRF-INF-13:

Hypervisor Snapshots

PRF-INF-14:

Linux 10 Scheduler

PRF-INF-15:

Linux Ulimit

PRF-INF-16:

Linux Swappiness

PRF-INF-17:

Windows Port Management

PRF-INF-18:

DBMS Anti-Collocation

PRF-INF-19:

DBMS Maximum Degree of Parallelism

PRF-INF-20:

DBMS Cost Threshold for Parallelism
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o o o o o o o

O

SEC-INF-01: OS Currency

SEC-INF-02: DBMS Currency

SEC-INF-03: DBMS Force Encryption

SEC-INF-04: DBMS Common Criteria

SEC-INF-05: DBMS Service Protection

SEC-INF-07: Nmap Port Scan

SEC-INF-08: Nmap Security Scan

SEC-BIG-09: BigFix Currency

Figure 3: NFR Performance Checklist

3.1.2 Inventory NFR Checklist — specific checks

SEC-INV-01 is removed in 10.x.5

O O o O

O O o o

ID: Reference

Date Pre-Production

Date: Production

SEC-INV-02: LDAP/SAML Integration

SEC-INV-03: Password Complexity

SEC-INV-04: Account Locking

SEC-INV-05: VM Manger Tool KeyStore
Password

SEC-INV-06: Use trusted SSL certificate

SEC-INV-07: Session Timeout

SEC-INV-08: Use dedicated BigFix User

PERF-INV-01: Number of Reporting
Computer Groups

PERF-INV-02: Number of Custom Computer
Properties

PERF-INV-03: Network Topology
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3.2 Compliance NFR Checklist

3.2.1 Compliance NFR Checklist — shared checks

o o oo oo0ooo0bo0o0bo0obo0o0o0 0o o o0 o o o0 o oo

ID: Reference

Date Pre-
Production

Date:
Production

PRF-INF-01:

Storage Queue Depth

PRF-INF-02:

Storage Latency

PRF-INF-03:

Storage Operations/Second

PRF-INF-04:

CPU Utilization

PRF-INF-05:

CPU Latency

PRF-INF-06:

CPU Privileged Time

PRF-INF-07:

Network Health

PRF-INF-08:

Network Topology

PRF-INF-09:

Memory Health

PRF-INF-10:

Hypervisor Latency

PRF-INF-11

: Hypervisor vCPU Allocation

PRF-INF-12:

Hypervisor vCPU Health

PRF-INF-13:

Hypervisor Snapshots

PRF-INF-14:

Linux 10 Scheduler

PRF-INF-15:

Linux Ulimit

PRF-INF-16:

Linux Swappiness

PRF-INF-17:

Windows Port Management

PRF-INF-18:

DBMS Anti-Collocation

PRF-INF-19:

DBMS Maximum Degree of Parallelism

PRF-INF-20:

DBMS Cost Threshold for Parallelism

SEC-INF-01:

OS Currency

SEC-INF-02:

DBMS Currency

SEC-INF-03:

DBMS Force Encryption

SEC-INF-04:

DBMS Common Criteria

10
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o O o O

SEC-INF-05: DBMS Service Protection

SEC-INF-07: Nmap Port Scan

SEC-INF-08: Nmap Security Scan

SEC-BIG-09: BigFix Currency

3.2.2 Compliance NFR Checklist — specific checks

o o o o o o

|

ID: Reference

Date Pre-Production

Date: Production

SEC-SCA-01: LDAP/SAML Integration

SEC-SCA-02: Use trusted SSL certificate

SEC-SCA-03: Session Timeout

SEC-SCA-04: Password Complexity

SEC-SCA-05: Account Locking

PERF-SCA-01: Number of Custom Computer
Properties

PERF-SCA-02: Network Topology

Figure 4: NFR Security Checklist

11
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4 Checklist Detail: Inventory

The BigFix Inventory detail items will be provided.

SEC-INV-01 has been removed in 10.x.5 version.

4.1 SEC-INV-02: LDAP/SAML Integration

ID: SEC-INV-02 LDAP/SAML Integration Recommended

Detail: Authentication for BigFix Inventory should be secured through either a Lightweight Directory
Access Protocol (LDAP) server or SAML V2.0 authentication.

* Reference(s):
Authenticating users with LDAP (hcltechsw.com)

Confiquring and enabling single sign-on (SSO) (hcltechsw.com)

* Procedure: Enablement based on enterprise directory standards.

4.2 SEC-INV-03: Password Complexity

ID: SEC-INV-03 Password Complexity Recommended

Detail: Password rules and associated parameters should be reviewed and adjusted to conform to
your organization’s policies.

Configquring security policy for user passwords (hcltechsw.com)

4.3 SEC-INV-04: Account Locking

ID: SEC-INV-04 Account Locking Recommended

Detail: Account Locking rules should be reviewed and adjusted to conform to your organization’s
policies.

Configquring user account lockout (hcltechsw.com)

4.4 SEC-INV-05: VM Manger Tool KeyStore Password

ID: SEC-INV-05 VM Manger Tool KeyStore Recommended
Password

Detail: VM Manager Tool is installed with a default keystore password. This password should be
changed to a new password that conforms to your organization’s policies.

Improving security of storing VM manager passwords (hcltechsw.com)

12


https://help.hcltechsw.com/bigfix/10.0/inventory/Inventory/security/t_ldap_authentication.html
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https://help.hcltechsw.com/bigfix/10.0/inventory/Inventory/security/t_changing_encryption_key_vmmtool.html

BigFix NFRs — A Checklist Approach

45 SEC-INV-06: Use trusted SSL certificate

ID: SEC-INV-06 Use trusted SSL certificate Recommended

Detail: BigFix Inventory is delivered with a self-signed certificate. This certificate should be replaced
with a trusted SSL certificate.

Confiquring secure communication (hcltechsw.com)

4.6 SEC-INV-07: Session Timeout

ID: SEC-INV-07 Session Timeout Recommended

Detail: The default session timeout for BigFix Inventory is set to one hour. This should be adjusted
to conform to your organization’s policies.

Setting session timeout (hcltechsw.com)

4.7 SEC-INV-08: Use dedicated BigFix User

ID: SEC-INV-8 Use dedicated BigFix User Mandatory

Detail: Create a dedicated BigFix Inventory user with the following attributes:
e Assigned Reader access to the BigFix Inventory v10 site

e Administered Computers includes all computers that will be managed by BigFix Inventory,
plus the BES Root Server

e Has the following permissions: Can use REST API, Can use Console, Custom Content,
Can Create Actions

** This user will be used to configure the DataSource for BigFix Inventory.

Performing initial configuration on Windows (hcltechsw.com)
Performing initial configuration on Linux (hcltechsw.com)

4.8 PERF-INV-01: Number of Reporting Computer Groups

ID: PERF-INV-01 Number of Reporting Recommended
Computer Groups

Detail: Number of computer groups impacts the duration of the Data Import.

1) Disable license usage calculations for groups which will not be used for license usage
reports

2) Limit Aggregate last X days to 1 day when only current use is required
It is possible to generate on-demand reports covering any custom time period.
Creating snapshots of license metric utilization for auditing purposes (hcltechsw.com)

13


https://help.hcltechsw.com/bigfix/10.0/inventory/Inventory/security/t_configuring_secure_communication.html?hl=certificate
https://help.hcltechsw.com/bigfix/10.0/inventory/Inventory/admin/t_set_session_timeout.html
https://help.hcltechsw.com/bigfix/10.0/inventory/Inventory/planinconf/t_initial_configuration_win.html
https://help.hcltechsw.com/bigfix/10.0/inventory/Inventory/planinconf/t_initial_configuration_lin.html
https://help.hcltechsw.com/bigfix/10.0/inventory/Inventory/softinv/t_generating_audit_snapshots.html
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3) Limit the number of computer groups to 20 if possible

Setting up computer groups (hcltechsw.com)

4.9 PERF-INV-02: Number of Custom Computer Properties

ID: PERF-INV-02 Number of Custom Computer Recommended
Properties

Detail: Number of custom computer properties impacts the duration of the Data Import.
1) Limit the number of computer properties to maximum of 20
2) Avoid frequently changing fields. Last Report / Last Seen is already available.

3) Avoid large fields. Limit is 1MB, however best practice is to only create new properties that
would be displayed in inventory reports.

Setting up computer properties (hcltechsw.com)

4.10PERF-INV-03: Network Topology

ID: PERF-INV-03 Network Topology Recommended

Follow the recommendations in PRF-INF-08: Network Topology for BigFix Inventory Server
connectivity to:

e BigFix Inventory Database
e BigFix Platform Server

e BigFix Platform Database

BigFix Non-Functional Requirements: A Checklist Approach.
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5 Checklist Detail: Compliance

The BigFix Remote Control detail items will be provided.

e add some recommendation around management of active sites and site subscriptions
e Was the above bullet Ieft here by accident?

5.1 SEC-SCA-01: LDAP/SAML Integration

ID: SEC-INV-02 LDAP/SAML Integration Recommended

Detail: Authentication for BigFix Compliance should be secured through either a Lightweight
Directory Access Protocol (LDAP) server or SAML V2.0 authentication.

* Reference(s):

Directory Servers (hcltechsw.com)
Single Sign-On Settings (hcltechsw.com)

* Procedure: Enablement based on enterprise directory standards.

5.2 SEC-SCA-02: Use trusted SSL certificate

ID: SEC-SCA-02 Use trusted SSL certificate Recommended

Detail: BigFix Compliance Analytics Server is delivered with a self-signed certificate. This certificate
should be replaced with a trusted SSL certificate.

Server Settings (hcltechsw.com)

5.3 SEC-SCA-03: Session Timeout

ID: SEC-SCA-03 Session Timeout Recommended

Detail: The default session timeout for the BigFix Compliance Analytics server is set to one hour.
This should be adjusted to conform to your organization’s policies.

Session Settings (hcltechsw.com)

5.4 SEC-SCA-04: Password Complexity

ID: SEC-SCA-04 Password Complexity Recommended

Detail: Password rules and associated parameters should be reviewed and adjusted to conform to
your organization’s policies.

15


https://help.hcltechsw.com/bigfix/10.0/compliance/Compliance/SCA_Users_Guide/c_dirservers.html
https://help.hcltechsw.com/bigfix/10.0/compliance/Compliance/SCA_Users_Guide/t_sso.html
https://help.hcltechsw.com/bigfix/10.0/compliance/Compliance/SCA_Users_Guide/c_server_settings.html
https://help.hcltechsw.com/bigfix/10.0/compliance/Compliance/SCA_Users_Guide/c_session_settings.html
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Session Settings (hcltechsw.com)

5.5 SEC-SCA-05: Account Locking

ID: SEC-SCA-05 Account Locking Recommended

Detail: Account Locking rules should be reviewed and adjusted to conform to your organization’s
policies.

Session Settings (hcltechsw.com)

5.6 PERF-SCA-01: Number of Custom Computer Properties

JUST CHECKING — THIS ONE APPLIES TO SCA? IT REFERENCES INVENTORY REPORTS

ID: PERF-SCA-01 Number of Custom Computer Recommended
Properties

Detail: Number of custom computer properties impacts the duration of the Data Import.
1) Limit the number of computer properties to maximum of 20
2) Avoid frequently changing fields. Last Report / Last Seen is already available.

3) Avoid large fields. Limit is 1MB, however best practice is to only create new properties that
would be displayed in inventory reports.

Computer Properties (hcltechsw.com)

5.7 PERF-SCA-02: Network Topology

ID: PERF-SCA-02 Network Topology Recommended

Follow the recommendations in PRF-INF-08: Network Topology for BigFix Compliance Server
connectivity to:

e BigFix Compliance Database
e BigFix Platform Server

e BigFix Platform Database

BigFix Non-Functional Requirements: A Checklist Approach.

16


https://help.hcltechsw.com/bigfix/10.0/compliance/Compliance/SCA_Users_Guide/c_session_settings.html
https://help.hcltechsw.com/bigfix/10.0/compliance/Compliance/SCA_Users_Guide/c_session_settings.html
https://help.hcltechsw.com/bigfix/10.0/compliance/Compliance/SCA_Users_Guide/c_computer_properties.html
https://bigfix-mark.github.io/Docs/BigFix%20NFRs%20-%20A%20Checklist%20Approach%20v10.pdf

BigFix NFRs — A Checklist Approach

REFERENCES

BigFix Knowledge Center

BigFix Resource Center

BigFix Capacity Planning Guide

BigFix Maintenance Guide

MX Performance Toolkit for BigFix

Blog: BigFix 10 Capacity Planning

Blog: BigFix 10 Infrastructure Monitoring

Blog: BigFix FillDB Performance

Blog: BigFix MLE Enablement

BigFix Performance Configurations

BigFix Common Criteria Certification

BigFix System Requirements

17


https://support.hcltechsw.com/csm?id=bigfix_documentation
http://support.bigfix.com/resources.html
https://bigfix-mark.github.io/
https://bigfix-mark.github.io/
https://bigfix-mark.github.io/
https://bigfix-mark.github.io/
https://bigfix-mark.github.io/
https://bigfix-mark.github.io/
https://bigfix-mark.github.io/
https://bigfix-wiki.hcltechsw.com/wikis/home?lang=en-us#!/wiki/BigFix%20Wiki/page/Performance%20Configurations
https://help.hcltechsw.com/bigfix/10.0/platform/commoncriteria.html
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0087327

BigFix NFRs — A Checklist Approach

Notices

This information was developed for products and services offered in the U.S.A.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any
reference to an HCL product, program, or service is not intended to state or imply that only that HCL product,
program, or service may be used. Any functionally equivalent product, program, or service that does not infringe
any HCL intellectual property right may be used instead. However, it is the user's responsibility to evaluate and
verify the operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license
inquiries, in writing, to HCL TECHNOLOGIES LIMITED email: products-info@hcl.com

The following paragraph does not apply to the United Kingdom or any other country where such provisions are
inconsistent with local law: HCL TECHNOLOGIES LIMITED PROVIDES THIS PUBLICATION "AS I1S" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. Some states do not allow disclaimer of express or implied warranties in certain transactions, therefore,
this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the
information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-HCL Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the materials
for this HCL product and use of those Web sites is at your own risk.

HCL may use or distribute any of the information you supply in any way it believes appropriate without incurring
any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange
of information between independently created programsand other programs (including this one)and
(i) the mutual use of the information which has been exchanged, should contact HCL
TECHNOLOGIES LIMITED email: products-info@hcl.com

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment
of a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL
under terms of the HCL License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment. Therefore, the results
obtained in other operating environments may vary significantly. Some measurements may have been made on
development-level systems and there is no guarantee that these measurements will be the same on generally
available systems. Furthermore, some measurements may have been estimated through extrapolation. Actual
results may vary. Users of this document should verify the applicable data for their specific environment.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

All statements regarding HCL's future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.
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All HCL prices shown are HCL's suggested retail prices, are current and are subject to change without notice.
Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to change before the products
described become available.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of
these names are fictitious and any similarity to the names and addresses used by an actual business enterprise is
entirely coincidental.

If you are viewing this information softcopy, the photographs and color illustrations may not appear.

Trademarks

HCL, and other HCL graphics, logos, and service names including "hcltech.com" are trademarks of HCL. Except
as specifically permitted herein, these Trademarks may not be used without the prior written permission from HCL.
All other trademarks not owned by HCL that appear on this website are the property of their respective owners,
who may or may not be affiliated with, connected to, or sponsored by HCL.

IBM and other IBM graphics, logos, products and services are trademarks or registered trademarks of International
Business Machines Corporation in the United States, other countries, or both. A current list of IBM trademarks is
available on the Web at "Copyright and trademark information" at http://www.ibm.com/legal/copytrade.shtml.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel
SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries
in the United States and other countries.

Oracle database, Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle
and/or its affiliates.

VMware's and all VMWare trademarks and logos are trademarks or registered trademarks in the United States and
certain other countries.

Dell, EMC, DellEMC and other trademarks are trademarks of Dell Inc. or its subsidiaries in the United States and
certain other countries.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo and JBoss are registered trademarks of Red Hat, Inc. in
the U.S. and other countries. Linux is a registered trademark of Linus Torvalds. All other trademarks are the property
of their respective owners.

Mozilla and all Mozilla trademarks and logos are trademarks or registered trademarks in the United States and
certain other countries.

Google LLC All rights reserved. Google and the Google Logo are registered trademarks of Google LLC.

NETAPP, the NETAPP logo, and the marks listed at www.netapp.com/TM are trademarks of NetApp, Inc.
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hello there! | am an Ideapreneur. i believe that sustainable business outcomes are driven by relationships
nurtured through values like trust, transparency and flexibility. i respect the contract, but believe in going beyond
through collaboration, applied innovation and new generation partnership models that put your interest above
everything else. Right now 119,000 ideapreneurs are in a relationship Beyond the Contract™ with 500 customers in
32 countries. how can | help you?

www.hcltech.com M"/‘MTM HCL

BEYOND THE CONTRACT
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