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sk Install Nimap Asset Decavery lnport Servce = Red Hat Enteprse Lina =1 DB |

gﬂ-’ Take Action~ | # Edit| Copy |=:Export| Hide Locally Hide Globally| ¥ Remove

Description | Details | Applicable Computers (0) | Action Histery (0) |

Description

To view Unmanaged Asset data through the BES Console you must install the
Nmap Asset Discovery Import Service on your BES Server. After you designate
client machines to serve as "Scan Points” and run network scans on these
computers, the results of each scan will be uploaded to the BES Server and the
Import Service will make the data available to the BES Console.

Note: If you have previously configured your BES NMAP Unmanaged Asset
Importer to connect to a remote database, you may need to reconfigure the
service settings following this upagrade. To configure the BES Nmap Unmanaged
Asset Importer to work with remote databases, please see the following KB
Article

MNote: The Asset Discovery Import Service will run by default every 5 minutes. If
you want to change this interval, select the second link below.

Note: This task will not become relevant until the BES Server Plugin Service is
installed on the BigFix server. Use the Install BES Server Pluagin Service task to
install the BES Plugin Service.

Actions

® Click here to install the Nmap Asset Discovery Import Senvice on the BES Sermver.
{Recommended)

® Click here to install the Nmap Asset Discovery Import Senvice on the BES Server and
specify how frequently the senice should run.

® Click here for more information about BES Asset Discovery.
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® IBM BigFix Console B
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:l;I Setup (11) Designate Nmap Scan Point - Version 7.70
45 Deployment (20)

E Manage Scanning (8)
T‘h Unmanaged Assets (0)
b E5) All Systems Lifecycle

Designate Nmap Scan Point - Version 6.00
Run Mmap Scan - Red Hat Enterprise Linux | CentQ5S | TinyCore
Designate Nmap Scan Point - Red Hat Enterprise Linux | CentOS5 | TinyCore - Version 5.61

Run Mrap Scan (Large Subnet) - Red Hat Enterprise Linux | CentOS | TinyCore

: Designate Nmap Scan Point - Red Hat Enterprise Linux | CentQ5 - Version 7.70

Install Nrmap Asset Discovery Import Service - BES = 7.0

Run Nmap 5can
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47 Take Action~ | 7 Edit| Copy [%5Export| Hide Locally Hide Globally | 3¢ Remove

Description | Details | Applicable Computers (0) | Action History (0] |

Description

This task will run an Nmap scan from the selected computers to detect unmanaged
computers and network devices. Use the links below to either scan the entire local subnet
or to specify a particular IP range.

Once complete, the scan data will be uploaded to the BES Server and automatically
imported into the BES Server database by the Asset Discovery Import Service. You will
then be able to view the results through the Unmanaged Assets report interface.

To schedule repeated scans or to specify advanced configuration options such as
additional ports, timing/aggressiveness options, specific hosts to exclude, and other Nmap
command line switches, use the BigFix Asset Discovery Nmap Configuration Wizard to
generate a custom Nmap Scan Fixlet message.

Important Note: This task will remove client settings that were created by Nmap scans.
By removing excessive old client settings, it will improve performance with the BES Client.
By default, it will remove scans that were initiated over 7 days ago. To change this setting,
run the task "Set Scanpoint Cleanup Configuration” {ID 34).

Note: The Nmap security scanner is used within BigFix under license from Insecure.Com
LLC (The Nmap Project). For more information on Nmap, as well as advanced configuration
options, wvisit the link below.

Note: Nmap supports CIDR-style addressing. For more details about how to specify an IP
range, visit the link below.

Note: Client machines may briefly display dos and command prompt windows as a result
of running the action below.

Actions

® Click here to run an Nmap scan on the local subnet.
® Click here to run an Nmap scan on a specific IP range.

® Click here to run Nmap on the last subnet scanned. This action is only valid if you have
previously run an Nmap scan on the selected Scan Point(s).

® Click here for more information about Nmap.

® Click here for more information about BES Asset Discovery.

952Cxy hT—2 (255@D IP 7 RLX) DRF v VIHEEIE. CEROXRY NT—2
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FOHIBRY R OICTI7ERTBICE. AV b=I)L) /—RDTD TRFv> - RA
b1 Z#V)YILETS,

Deployment |Eea|'ch Deployment 3
Mame Site Applicz
Designate Nmap Scan Point - Version 7.70 <Unspecified> BES Asset Discov... 0/0

| Remove Nmap Scan Point - Version >= 7.70 <Unspecified> BES Asset Discov.. 0/0
Designate Nmap Scan Point - Red Hat Enterprise Linux | CentQS - Version 7.70 <Unspecified> BES Asset Discov... 0/0
Upgrade Nmap - Version 6.00 BES Asset Discov... 0/0
Change UAlmporter Delete Mode BES Asset Discov... 0/0

£ ]

Task: Remove Nmap Scan Point - Version >= 7.70

é‘?TakeActionv # Edit| Copy |=:Export| Hide Locally Hide Globally | 3 Remove

Description | Details | Applicable Computers (0) | Action History (0) |

Description

This task will remove previously installed Nmap components and configuration settings from targeted
machines. After deploying this Task, these computers can no longer be used to scan your network.

Note: The actions below will also remove all run statistics for Nmap from selected computers.

Actions
® Click here to uninstall Nmap and Npcap.
® Click here to uninstall Nmap only.

® Click here for more information about Nmap.

® Click here for more information about BES Asset Discovery.

CHUZED, FBESNIZAF v - Ra > bh5 Nmap BEIBRI . Nmap ORF/\—
23> T WinPcap 7-i& Npcap HHIBRTE £, 703>l Ry oRzo)v oL
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ICHDd TIFEEREE] 20 v ILET
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BigFix Asset Discovery Nmap Scan Wizard

This wizard will enable you to schedule periodic Nmap
scans of your network using previously designated "Scan
Points™.

Welcome to the BigFix Asset

P -
Discovery Nmap Scan Wizard. b e

Please select one of the following options:

® Scan the local subnet.
This option is only valid ifthe local subnet of the Scan Pointis a Class C subnet anditis only one.

Scan the following hosts:
Separate multiple subnets or IP ranges with a single space (ex: 192.168.100.1-254 10.0.0.0/24).
Nmap command line options for host specification.

Hext Cancel

FI. AFv2DRATZERLET, O—AIL - TRV FZXFv T3 BED
RAMZZAF VYU TBHIENTETET, DN 20Uy I LET,

M—A) - BTy b2 XX v T3] ZFBIRLIEBEIE. ROBEET. COXF vy
DEBNTAXA—FZ—EZBELET, T4V RIDLEEICHDETIRART/N—ERERL T
<IETEL,
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BigFix Asset Discovery Nmap Scan Wizard o

This wizard will enable you to schedule periodic Nmap scans of your
network using previously designated “Scan Points”™.

Nmap Scan Options > Progress: I

Nmap Scan Options
For more information on what these settings mean,click here.

Enter the TCP ports you want to scan. Separate each port or port range with a single space.
22 23 80 135 139 445 61616

Select the timing policy that you want. The higher the value, the more aggressive the scan. Note that more aggressive
scans will induce a greater load to your network.

() 0-Paranoid O 1-Sneaky O 2-Polite (O 3-Mormal ®4-Aggressive () 5-Insane
Run OS5 Detection. Selecting "Yes™ will cause Nmap to try and detect operating system information.
@®@vYes (Mo
Enable version detection. Selecting "Yes™ will cause Nmap to detect services running on open ports.
®Yves ONo

List any hosts you want to exclude from this scan. Delimit multiple host addresses and/or ranges with commas (ex:
192.168.100.1-5,10,15)

COEMETIF. R—bDRXFv> ARL—T0 27 « DRATLBRHOET. N— 3>
BHOBME. BLUBATEIRIAMDUIMIDOVWTHREL £9, BEAFERZIT-
T N 200w o L&ET,

RODEE Tld. Nmap Configuration 58EA 7> 3 > DEMIL. ping 47 T> 3 > D&EIR. £
Oftp Nmap v > « 773 >OANNTEE T, BELERZIT-> T DAl %
20w LET,
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BigFix Asset Discovery Nmap Scan Wizard

This wizard will enable you to schedule periodic Nmap scans of your
network using previously designated “Scan Points”™.

Progress: [N

Enable Advanced Nmap
Configuration Options. o

[] Enable Advanced Nmap Configuration Options.
Select ping options. By default, Nmap uses ICMP echo requests and TCP ACK pings on port 80 in parallel.
-P0: Do not try to ping hosts before scanning.
+ -PE: Use ICMP echo request packets to ping hosts.
+ -PA: Use TCP ACK packets to ping hosts. Specify destination port below.
-P5: Use TCP SYN packets to ping hosts. Specify destination port below.

Enter additional Nmap scan options. Separate each option with a space. These switches will be appendedto the
command line call to Nmap. Nmap command line reference guide.

[[] Take this action immediately.

Back Next Cancel

ROBEETIE. Fixlet DFF AL« J4—I)LRZEAREZIAXTEFEY, FixletdRA1 b+
IR RETTET, INTOTFRM To—ILRZHAHREZTAALEESE. 57
T1E2VYILT T5AR—F « F—DNRXT—RKREAHDLET,
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BigFix Asset Discovery Nmap Scan Wizard

This wizard will enable you to schedule periodic Nmap scans of your
network using previously designated “Scan Points™.

Progress: [INNGG__—_—_—

Customize the text fields for this
Fixlet message.

Note: If you choose to edit this page, the default title and messages will not be
regenerated by the Wizard, even in the event you go back and modify previous input.

Edit the title:
Run Nmap with Custom Scan Options - Local Subnet (27/06/2019)

Edit the description:
This Fixlet message wil run an Nmap scan over the local subnet of the Scan Point. ~
The following TCP ports will be scanned: 22 23 80 135 139 44561616
The OS Detection option will be used.
Nmap wil run service detection to probe open ports for running services. v

[] show Custom Fixlet Dialog before creating this Fixlet message.

- canc

CHUCED, Do HF—RTANLEEEDNSA—Z—BLIUVHREZIAINEENS
Fixlet hRmSNEd, (5] 704 —ILROTFAERERL. 73>y RyI X
ADZHT3) 0%y LT. Nmap Axv > EETLED,
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Fixlet: Run Nmap with Custom Scan Options - Local Subnet (27/06/2019) o

&7 Take Action | Edit| Copy [ Export| Hide Locally Hide Globally| 3¢ Remove

Description | Details | Applicable Computers (0) | Action History (0)

Description

This Fixlet message will run an Nmap scan over the local subnet of the Scan Point.
The following TCP ports will be scanned: 22 23 80 135 139 445 61616

The OS Detection option will be used.

MNmap will run serice detection to probe open ports for running services.

The timing policy for this Nmap scan is: 4 (aggressive)

This Fixlet message is applicable on Windows 7, Vista, 2008, 2003, XP, 2000, 8,
CentOS, TinyCore and Red Hat Enterprise Linux Versions 5, 6, 7.

Actions

® Click here to run an Nmap scan.

ZREIR

FAEVRERAF v VICEATR3EENLREEICOVTOXEESEIE,
1t X

CRF¥ Yy - RAVEZEIBET DL EIE Nmap & Npcapz 1 > X b—JLL &

o NmapttFall)F71s—« AFxvF+—BLUNpcap X7y b« F¥vTFTFv— - 5o
75 1)—l% Insecure.Com LLC @ 5 1 >~ XD T T BigFix R TERA TN TLE 3 (The
Nmap Project) ,

*Nmap (3 .zip 771 )L LTEAINET, COT7MILERRT B7-8IC. BigFix

F—BFRYIC Info-Zip Ry — L2 A o> O— R LTERBL £, Info-Zip g, #—7
VeV =RBEI—T4 ') T4 —TF, Info-Zip ICDWVWTEEL < I, http:/www.info-

zip.org/ Z#ZBBR LTI,

AFx v VICHT 5 BENGRE
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AVR—FZ—ZBETRERITTRICIE. UTOA T a>AIAT Y RTA25|18e L THE
L%9d, FlxiE. TUAImporter-NMAP -debugout output.txt -file testfile.xmly T3,

B E: AL IS 7Y MREL LTEERE %éh’CL\EL\%A(DoH\ RV RITT
BESNISEIBNERINE T, TNUADZRIZ. 77172 FREMEAINE T,

Windows BigFix #—/\—
NBOF T 3 iE HKLM Sof t war e\ Bi gFi x\ Enterprise Server
\ Asset Di scover \NVAP O FICH D £ 35

« "DSN"[REG_SZ]

JE—F « T—ER—XIEAINS DSN, T 7 #JL ki bes_bfenterprise T3,
« "username"[REG_SZ]

SQL pa—H—%, 774 FEREIENT FBEET S,
» "password"[REG_SZ]

SQLDO/NNZXT—FK, T7#J)L MMENTEREETY,
« "file"[REG_SZ]

CDITF7ANET—ER=RIZAVR—FTBETTY, 771ILOFERKIE.
Fnmap-NameOfYourChoice-15704429241 OFERICT 2HELHD £Y, CZT

&« Tnmap) HHEEEERT. 115704429241 RZA L« A2V T T, €DREICEER
DZFIZANE T,

« "filedirectory"[REG_SZ]
CDTALIR)—RAOITRTD I 7AMINET—EZR—=RICAVR—FTBEIFT
ER

* "port"[REG_SZ]
BigFix 754 7> bZRITLAENS. BEZ 71N FITICE>THRAT BERICHE

F9 % BigFix R— ~ &S
« "filteroutclients"[REG_SZ]
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BigFix 547> b T4 LRV VI TRETSICIETICRE. BigFix 547>~
Z2DBICIE0ICRELES, 774 EMET T,
« "serviceinterval'[REG_SZ]

BEODNYFDAVR— 2R ITPRICH—EIDRR ) —=TFITREINK, T 7L ME
300 T,
« "osfamilyclientexemptions'[REG_SZ]

S 77I—DRLY Y, nmapilk>T. BEICCNSDT77I)—D124H
BENTVBRELREINDEE. V17 MRV ERBZRINE T, k. 7N
1 ZMR—k 52311% listen LTWB7®d. V51TV DAY b—ILTATWVS
EAVR—F—DRRBITHFR/IC/RIEET, LHL. 77072 BB VDIET) >
B—REFDMDTINAR « BATTHBHD. VAT EHRRITINTVWEWI L
|I$BERET Y, T 7 #JL blE Tembedded;lOS;DYNIX] T,

» "usegmt"[REG_SZ]

v UBZ) & T4 VR—FRZ 2 —N—0ORZ)ICTSIE 0 ICERE. GMT I
TRICIFTICRELE T, 774 ME0TT,
« "showevenifexactmatch'[REG_SZ]

AMBICED) BEZEDET, 774 MF0TT,
» "debugout"[REG_SZ]

ZDXF—HT 71 EIETIHBE. UnmanagedAssetimporter-NMAP (ZZD 7 71 )L
TNy ITHAZERILEY, TNV ITHIANDT I HILE - XXIE" TT,

» "filteroutdownhosts"[REG_SZ]
TICRET D . RED 40> OBEEZAVHR—bLEEA T7A4IWNNFTT
ER

« "ignoredeletedassets'[REG_SZ]

TDZE. BIRSNICBEIRERIN. UBOXF v VICEWTRINEEA. 0 D15
B HIRCNBERBIF v VICBVWTERTINE T, T4 MITTY,

Linux BigFix - —/\—
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5D AFS avid. besclient.config 77 1ILICHD & T, AT a>VDERICDOVT
& ERBOtE > a vEBRLTLIEIL,

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_debugout]

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_file]

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_filedirectory]

« [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_port]

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_filteroutclients]

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_serviceinterval]

» [Software\BigFix\EnterpriseClient\Settings\Client
\_AssetDiscovery_osfamilyclientexemptions]

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_usgmt]

» [Software\BigFix\EnterpriseClient\Settings\Client
\_AssetDiscovery_showevenifexactmatch]

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_filteroutdownhosts]

» [Software\BigFix\EnterpriseClient\Settings\Client
\_AssetDiscovery_ignoredeletedassets]
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FL<HBEBD R ko
PDEEREE] BEDLSICHNIhEITH?

220 NBFEEEE] T. MACT RL B EIRIDHZE. MACHRIL THNIE—HEBRD &
TH. ENUNE—REBRD EEA. 200D TEEEEE] T MACT RFL XD 1 DHER
MOHDTHL, KX MEHEIMDIZE. RAMGHALCTHNIE—HREBZDETIH £
NUNI—REBD A, MAD FEFEEEE] ICMACT RLXHERX MEBHEWNG
By IP7FLZAPELCTHNIE—HERD T TNUNI—HREBD FH A

AX v o2RmLELED BRIBZESICHD ETH,

Asset Discovery Z @I THA > X =)L LB EIF. RN X TLERXF v > L TIHEE
BEICDVWTHRETIDIC. BODHDDIAEMLHD £9, 20 9B L TH Bighix 3>
V=ILIZAHRRINBWVESIF. F—R—FOFSZ|L T, @BHNICTIL- )T L
azRFTLTLLETV

PEEEEE) 2713, LTIKRRTINBDTID,

MEEBEE] ¥ JI&. Nmap Asset Discovery f >iR— K « H—EX&EA VA —=JLLT
FOHTRIRIINE T, 1VF—T 1 —RARRINDZIDICBO DD BRIEMEDH D £,

CORITHRRINS. 27 %[ BLOBEEEV)vI LT, TEOEBEOHEMZME
RIBENTEET,

BRENLGIX v ICIBEDL SVOEEDDDD £T D%

ISRACH TRy bZREv>2 3L BEIFTI09H 530D ETH. Chidk. T
FERORY bT—JIC&>TEDZARMDHD T, KDARRERRY FT—TTId
AF v ORTICHBEAIDBHEDHD T,

BIEHEOEFIIEDLSICHE>TWVETDH,

Nmap XF v > - 7OJ 5 LlE. HHIBEBOMEZ5ITE TRBEEEDEL. /NTWVN

Ty rZEERELEY, ChidF. CoFOT LD B&FERY NI —ILETHELICHD OV
Ea—43—%AXx v TRLIICHKATNTVWEZECHERERTY, AF v UHETT
DY AF v URBRIGBIGFiX F—N—ICT7yvFO-RFEINET, BFE. COT771I)LIEk
BRNIVWIT 7IILTHD (—FRICTOKB H'5 200KB). XF vV EINBZIVRKRTIV LD
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BICE->TERABDET, 1 DDRFvY « RAYVFTARRERY b T =0 ZXFv>T 3
E T7ANDTAIEKRELBRBZIIEDBDETH. COLIBRFv UIFERRRICL
DMRITSNFEA

EDSSVDIEETRAF vV ERITTIETD,

Asset Discovery RIEL K 2y b7y TTNTWVWBIBE. XY FT—IADFEIZIZFLAY
BWeH, AF v D BRDBEFEICEITLTH, MEIRHDFEA. BEFAIDRY T —
P TNARZRETBHIC. AF vz 1 HICAEHEITLTELFVEEA. BB
Wd. EBRRXY ET—0 - ARV M) —IERZHIFTIHIC. EEZEC TSI L
HTZTET,

Nmap 2+ v VREREETEEIH,

W T7#J)LbD NmMap X% v VEREIFX. SR TREBRAF vy U EEREICLET, COD
HEIF. BDEICISCLTNMap BET A H—RTEETDZIENTIFET, Chickb. ¢
NTOAEER Nmap FBEICHISTE X T,
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