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Special notice

Before using this information and the product it supports, read the information in Notices (on page
45).




Edition notice

This edition applies to BigFix version 10 and to all subsequent releases and modifications until otherwise

indicated in new editions.
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Chapter 1. Overview

With the BigFix® Power® Management solution, IT organizations can enforce conservation policies
across the enterprise, while providing granularity that enables application of these policies to a single
computer. Specifically, you can monitor, manage, and control the power usage settings on the computers
in your network

The User's Guide describes some of the primary features of Power® Management and how to optimize
its benefits in your deployment. For information about installing and activating Power® Management

components in your environment, see the Power® Management Setup Guide.

Power® Management supports many features, including:

» Managing computer power settings and policies

- Tracking and reporting on computer power usage that includes measuring power usage, potential
power savings, and more

« Tracking of computer states, which allows you to create power policies that maximize power
savings

« Advanced Wake-on-LAN capabilities (that require no network modifications) including Last Man
Standing, Wake-on-LAN Medic, scheduled wake-up times, and more

« Support for PC Insomnia detection and prevention

« A client-side dashboard to view power usage

New Features
BigFix Power Management has extended support to include the following Microsoft Windows and Mac
0OS X versions.

» Windows 8.1

» Windows 10

» Windows Server 2016
+0SX10.9

-+ 0SX10.10

-+ 0S X10.11

*+ mac0S 10.12

*+ mac0S 10.13

+ mac0S 10.14

+ mac0S 10.15
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System requirements

BigFix Power Management supports the following Windows and Mac versions.

Windows

» Windows 2008

» Windows 2008 R2

» Windows Server 2012 R2
» Windows 7

» Windows 8

» Windows 8.1

» Windows 10

Mac 0S

*Mac 0S10.4
*Mac 0S 10.5
*Mac 0S 10.6
*+ Mac 0S 10.7
* Mac 0S10.8
+0SX10.9
+0SX10.10
+0SX10.11

*» mac0S 10.12
*+ mac0S 10.13
*mac0S 10.14
*+ mac0S 10.15

*Microsoft XP, Windows Vista, and Windows 2003 have reached end of life (EOL). Microsoft products
have a lifecycle that ends when the product is no longer supported. When a product reaches EOL or
its end of support date, Microsoft no longer supports and releases updates for the product, including

automatic fixes, updates, and online technical assistance.

BigFix, in turn, no longer provides security and non-security content and support for products that reached
its end of support date. However, users of existing Windows content can use the standard HCL support

channels to raise concerns and for troubleshooting support.

Microsoft provides extended support for some products that have reached their end of life. If you signed
for extended support with Microsoft, it is suggested that you contact your HCL account representative. To
see information about product offerings, see https://www.hcltech.com/software#products.



https://www.hcltech.com/software#products

Power ManagementUser's Guide | 1 - Overview | 3

Definitions

This section defines common Power Management terms:
Active power state

A computer is in the Active power state when a user is working on the computer and is
using one of the input devices (specifically the mouse or keyboard). The computer is
considered to be using full power in this state.

CO02 Emissions
Carbon dioxide (CO2) is one of the primary greenhouse gases and power generation is
one of the largest sources of carbon dioxide emissions. The amount of carbon dioxide
emitted per kWh generated varies significantly based on how the electricity is generated. For

example, hydroelectric and nuclear power plants do not emit carbon dioxide, but coal-fired

power plants emit significant carbon dioxide.
Idle power state

This state is considered to be using full power but the user is not actively interacting with
the system. In many cases, the idle power state is considered to be wasted electricity

because the computer is not using low power modes, but is not being used.
Power® off state

The computer is off.
Power® States

System Power® States define the overall power consumption of a system. BigFix Power®
Management tracks four main power states: Active, Idle, Standby or Hibernation, and
Power® Off. See the definition entries for Active, Idle, Standby, and Power-off.

Price per kWh

This is the amount you pay for electricity. One kWh is equal to 1,000 watts used for one
hour. As a reference point, a standard desktop and monitor runs for approximately six
hours on one kWh of electricity. A typical cost for a kWh is $0.10 in many regions of North
America. However, electricity costs vary significantly depending on region and power

provider, and different computer models have different power usage.
Standby power state

Also known as "Sleep" or "Hibernation". This state is the low power mode where the user's

working session is saved in the memory or to the disk.

Wake-on-LAN
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Wake-on-LAN (Wol) is a standard mechanism for waking computers by sending them a
specific network packet which is known as the magic packet. Wake-on-LAN is difficult in
many network environments because of network restrictions regarding broadcasts from
other subnets. BigFix Power Management handles these complexities by sending WoL
packets from nearby agents in the same subnet.

Wake-from-Standby

Windows™ and other operating systems allow applications to wake a computer from
standby at predefined times. Using Wake-from-Standby, a computer wakes itself without the
need for Wake-on-LAN.

Key features

This section defines the purpose and function of key features of Endpoint Manager Power® Management:
PC Insomnia Prevention

Computers can be set to go into sleep states after configurable amounts of user idle
time. The term PC Insomnia is used to describe a situation where applications prevent a
computer from sleeping. PC Insomnia Prevention is a mechanism that the BigFix agent

uses to monitor user idle time and force the computer to sleep at the appropriate times.
Wake-on-LAN Forwarder (WoLF)

Many enterprise networks do not allow broadcasting from different subnets, which makes
Wake-on-LAN difficult. To solve this issue, BigFix agents can be designated as Wake-on-
LAN Forwarders (WoLFs), which send the Wake-on-LAN packets to nearby computers in
the same subnet. This method allows organizations to use Wake-on-LAN without requiring

network changes.
Last Man Standing (LMS)

Wake-on-LAN technology requires at least one computer in a subnet to be active to serve as
Wake-on-LAN Forwarder for other computers. An LMS-designated computer ensures that a
computer is always active by resisting shutdowns and by automatically being awakened if
powered off.

Power® Management Efficiency

A measure of how efficiently a computer spends its non-active time, whereby Idle Time is
considered inefficient and standby is efficient. The formula is: Standby Time / (Standby Time
+ Idle Time).

Minimum Power® Consumption
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The amount of power used by a computer if it is only powered on when in active use and

powered off at all other times.
Full Power® Consumption

The amount of power used if a computer was powered on all day without any power

management settings enabled.

Dashboards overview

BigFix Power Management includes the following dashboards for viewing power settings summaries in

your deployment:

« Power Management Health Checks

» Power Consumption Summary

File Edit WView Ga Tooly Help
- | reonrd = | W Show Hidden Com
Sytems Lifecycie i3

5 Byiterns Lifecyele Domain
4 Sl Power Management
i Poacer Managernent Health Checks

| Power Conqumpticen Surmrmary
& Warnings (3)
's-rtup and nn1:3ul stian (38)
Reduce Power Conrumption (13
M&rlegr ‘Wakeup Behzaor (1d)
B Adl Systerns Lifecycle

Power Management Health Checks dashboard

The Power Management Health Checks dashboard provides troubleshooting and optimization checks for
your Power Management Deployment. The dashboard is organized into Setup, Historical Power Tracking,

and Wake-on-LAN sections.
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The Power Management Health Checks Dashhoard provides troubleshooting and optimization checks for your
Power Management Deployment. You can drill down into individual health checks to see their results and a
resolution path for failing checks.

Name Status Severity
*| Power Tracking Enabled Pass  Critical
L*| Power Tracking Utility at Latest Version Pass  Critical
L*| Power Tracking Utility Running Pass  Critical
*| Power Tracking Utility Tracks Accurate Data Pass  High
=/ Power Analyses Activated Pass  High
L*| PC Insomnia Pass  Medium
L*| Clients Set to use Max Power State Pass Low

Name Status Severity
L/ Store Power Data Utility is Running Warning Critical
*| store Power Data Utility at Latest Version Pass  Critical
*| Historical Tracking Groups Pass  High

Name Status Severity
*| Wake-on-LAN Medic Running Pass  Critical
L~ Wake-on-LAN Medic at Latest Version Pass  Critical
L*| Wake-on-LAN Forwarders Deployed Pass  High
*| Last Man Standing Deployed Fail Medium

You can drill down into individual health checks to see their results and a resolution path for failing
checks. Expand each item to see the detailed results and resolution.
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Power Management Health Checks . : =

The Power Management Health Checks Dashboard provides troubleshooting and optimization checks for your Power Management
Deployment. You can drill down into individual health checks to see their results and a resolution path for failing checks.

Name Status Severity
| Power Tracking Enabled Fail Critical

Computers must have power tracking enabled to be included in power calculations. Power tracking can be
enabled through the "Enable Power Tracking with Default Assumptions” Fixlet.

Results: /

Computers without Power Tracking enabled: 0 of O (Nal%)

Resolution:

Run the action for the "Enable Power Tracking with Default Assumptions” Fixlet to enable Power
Tracking on relevant computers.

*| Power Tracking Utility at Latest Version Fail Critical
*I Power Tracking Utility Running Pass Critical
*1 Power Tracking Utility Tracks Accurate Data Pass High
*1 Power Analyses Activated Fail High
*1 PC Insomnia Pass hledium

Power Consumption Summary dashboard

The Power Consumption Summary dashboard is a composite report that includes separate sections
highlighting different aspects of your power usage. The Power Consumption Summary dashboard
captures the following information:

» Aggregate Power Usage

« Average day breakdown of the activity states (Idle, Active, Standby, Powered off)
- Power Management (PM) Efficiency Rating

« Idle Time breakdown for last week

- Total tracked computers and computers removed from calculations

« Power profile settings

« Average Statistics

« PM Efficiency Rating

 Powered on computers
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Aggregate Power Usage

The Aggregate Power Usage section displays the overall power used by your deployment and compares
it with your estimated Minimum Power Consumption. The section shows the different scenarios of your

power usage, in terms of power, cost, and carbon for various computer types in your deployment.

The following image shows the Aggregate Power Usage section:

(A Minimum Power Consumption

The minimum level of consumption Minimum Power 2
occurs when computers are Consumption Current Power Usage
powersd on only when users are 8 7%
active and powered off at all other = = = ‘ }
timess. (A (B ] (c Y
B) Mo ldle Time Outside Office i 1 :] =
Hours - .
Thiz level of conzumption occurs
when all idle time outside office
hours (including weekends) iz spent Power 1 kWh 202 kWh 232 KWh
in the standby =tate Cost 50 $16 519
Carbon 1l 283 Ib 325 I
¢} HNoldle Time During Weekends
Thizs level of consumption occurs
wehen all idle time during weekends
is gpent in the standby state. ~ Potential Savings
Scenario
Powar Cost Carbon Cars Removed  Acres of Trees Plantad

A 201 kwh $16 282 Ib 0.0 0.0

B 140 kWh $11 196 Ib 0.0 0.0

Cc 71 kwh £l 100 Ib 0.0 0.0

4

In the power spectrum, the letters A, B, and C correspond to usage scenarios that are described on the left
side of the Aggregate Power Usage section.

Minimum Power Consumption

The amount of power used when computers are powered on only when users are active, as
opposed to idle, standby, or hibernate modes, and powered off at all other times.

No Idle Time Outside Office hours

The amount of power used when there is no idle time outside office hours. Power usage is
calculated by converting idle state to standby state.

No Idle Time During Weekends

Occurs when there is no idle time during weekends. Power usage is calculated by converting
idle state to standard state.

You can also view potential savings in the table found under the power spectrum.
Average day breakdown of the activity states

This section shows the amount of time the average computer spends in various power states in an
average day. The computers can be in Idle, Active, Standby, or Powered off power states. Move the mouse
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pointer over the pie chart sections to see the values for each power state. You can also view the Average
Day Breakdown values in pie chart, graph, or tabular form.

[5) Note: Ensure that RESTAPI is set up correctly to avoid results that are not accurate in the Power
Consumption Summary dashboard and the Power Consumption Analysis result. RESTAPI is supported by
BigFix server version 9.0 and later.

iAvarB!lB Day Breakdown |

Power State Eﬁuurs

u e 237 (983 %)
m Actve 3 [12%)
m Powersd Off A (04%)

1 Standby 0 (00%)
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PM Efficiency Rating

The Efficiency Rating measures the total amount of user idle time that is spent in the standby power state.
The lower the rating, the more opportunity an organization has to save power. The rating is calculated as

follows: standby time / (standby time + idle time).

Average Idle Time breakdown for last week

Shows the weekly idle time breakdown per computer over a selected period of time.

Total tracked computers and computers removed from calculations

This table captures the distribution of computer types such as notebooks, desktops, and servers, in the
deployment, and computers excluded from power calculations due to errors and insufficient data. Click
the values in the System column to see details of the endpoints under a particular computer type.

Power profile settings

The Power Profile Settings displays the distribution of the following power management settings in your

deployment:

« Computers with system standby enabled
« Computers with monitor standby enabled
» Computers with hard drive spindown enabled

Average Statistics

Daily power consumption of an average computer in your deployment.
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lilhi Tirml 3 & Asihrindn find L) Whni K

Dhrtasde CrThon Hours

s HWoirs Figll Wsak
Waekends Waorkdays
1dls Thrran (o) an 2,73 LR 18172
Total Hoursy'weak 4% [ 5] o (L)
Tl Ty {50} LU LLE T LIRT RN LI TR
Type Fysteme
Mekabodks 0 o
Carkteng 100 W
Saryars s %)
b R Lo (100 %)
Ramovad dis to armors 1
Ramgesd dus b ineigffident daks ol
Campiitais with Systain Standby Enablad: 0 of 1 002 - 0%
Computers with Moniter Standby Enabled: 1003 of 1002~ 100%
Computers with Haed Drive S plndown
Enabled: 1ok wite- %
foverage Cost per ki s00s
Dally Usage per Compirtar
Pwint 1,71 Kwh
Conl £0.14
Carban 238 W

Powered on computers
The Powered on Computers section shows the number of computers that were powered on during

various periods. The graph displays the following settings:
Minimum
Shows computers that were on continuously through the whole interval.
Maximum
Shows computers that reported on at least once during the interval.
Average
Shows computers that were on more often than off during the interval.

The graph displays trends of when users turn off their computers throughout different intervals: hour, day,

week, or month.
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Powered On Compiuters

This graph displays the maximum, minimum, and awerage number of computers powered on and reporting during the specified time period.

lactZHours v |
(Thu Jun 10 2010 02:40:00 PM - Thu Jun 10 2010 04:40:00 PM)

R P R P R R P S T R

B WA
[ S ]

# oz

3 18 = i

g ) Maximum
316

g it () Awerage
E 2 . Minimum
e |

= T
M A @ @

o

Load Time: 1.02 seconds

@ Note: The Powered On Computers graph cannot be filtered.



Chapter 2. Use Power Management

Power Management provides a suite of Fixlets and wizards to help control computer power states and
minimize waste caused by computers running while not in use. You can manage sleep, hibernation, and
standby states on your running computers in the Reduce Power Consumption node in the navigation tree.

Power savings strategies

BigFix includes a number of strategies for saving power. The following list includes some common power

saving strategies, though it is not comprehensive.

- Enable Monitor Standby: Monitors represent a significant portion of power usage for desktops and
laptops. Enabling Monitor Standby has minimal end-user impact because most monitors recover
quickly from low power mode. Monitor Standby can be easily combined with the System Standby
or Power-off strategies below. Use the Power Profile Wizard to change monitor standby policies.

« Enable System Standby: As computers use very low power in standby mode, System Standby is
considered the best approach to power management. Users must wake computers with a mouse
click or keyboard strike before using them, but most computers wake from standby within 10
seconds.

 Power-off Computers: You can power off computers at predefined times to save electricity.
Powering off computers has the most end user impact, as this method can potentially cause work
to be lost.

Reduce Power Consumption

The Reduce Power Consumption section gives tools to implement the power savings strategies.

Lo

wstems Lifecycle

J Systems Lifecycle Domain Mame I Type

F) Asset Discovery Power off Computers Fixlek

Restart Compukers Fixlet

&l 5AM Management '—h Save and Clase Open Dacurments Fixlek

=+l Power Management Farce Entry into Standby - Windows Z000/%P {2003 Yistal?  Fixlet

J Power Management Health Checks Force Entry inko Hibernation - Windows 200070%Pf2003/%, ., Fixlek

J Power Consumption SUMMmary Set Sleep State to 53 when JSE Devices are Present - ... F?xlet

. Erable All Inpuk Devices ko Allaw Wake From Standby - ... Fixlek

: Force Standby in PC Insomnia Conditions - Windows ¥PJL..  Fixlek

[FHEE Force Hibernate in PC Insomnia Conditions - Windows x...  Fixlet
é]__;:_. Manage Power Profiles (1) Create Power Profile Fixlets Wizard
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In the Reduce Power Consumption node, the Manage Power Profiles subnode includes a wizard for

creating power profile Fixlets and a listing of the Fixlets already created.

f—]—’f-] Power Management
—J Power Management Health Checks

—J Power Consurption Summmary
EJ—E Setup and Configuration (200
[—]—E Reduce Power Consumption (107
%}E Manage Power Profiles (1)
ﬁ; reate Power Profile Fixlets
__E] Poveer Profile Fixlets (00
TE Change Current Power Skake (51

Manage power profiles

Use power profiles so that computers can go into a low-power state when the user is idle for a
predetermined amount of time. You can manage the power profiles for your deployment by using the
Create Power Profile Fixlets wizard. Click the wizard from the Manage Power Profiles node in the

navigation tree.

The wizard for creating Power Profile Fixlets is organized into parts: selecting a power profile, and setting

power profile options. You can choose to create single or multiple power profiles.

Creating single power profiles

To create a single power profile, go to the Single Profile Policy tab. Select a power profile from the drop-

down list. You can also select Custom and create a power profile name. Select the Power Profile options.

You can create a one-time action or create a Fixlet that can later be reused. You can also choose to apply

the action only if the proposed setting is more aggressive than the existing setting.

Click Create Fixlet. In the Fixlet window, click in the Actions box to initiate the deployment. Click OK when

complete.

Creating multiple power profiles

To create a policy with multiple power profiles, go to the Multiple Profile Policy tab. Click the Add Profile
button. The Power Settings window opens. Set the time and day settings. Click the All remaining time
windows on all days checkbox to set power profiles for the remaining time windows you have not set in

the options. This is required to set power profiles by time of day and by day of week.
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In the same way as for creating a single power profile, select the power profile and the power profile
actions. Click Add to List. The profile is now added to the list. You have the option of creating a one-time
action. To create a Fixlet you can reuse, leave the box unchecked and the power profile remains in the list.

Click Create Fixlet. In the Fixlet window, click in the Actions box to start the deployment. Click OK when

complete.

@ Note: The action must be taken as a policy to allow it to keep applying multiple power profiles. In the
Take Action dialog, select Policy from the Present drop-down menu to enable the policy action.

Change current power state

You can force your computer into a low power mode, such as standby or hibernation. The tasks to do this
can be used to immediately force systems into low power mode or schedule low power modes regardless
of the power profile or user activity on that particular computer.

|;?,7| Note: There is also a Force Entry into Standby version of this Task.

= O

& Take Action | - Edi | Copy | -2:Export | Hide Locally Hide Glabally | Mo Fericye

Description | Details | Applicable Computers (1,504) | Action Histary (@) |

Description

When this Task is run, the targeted machine will instantly enter Hibernation.

IUse the "Execution” tab of the *Take-Action" dialog to schedule Hiberration at
a specific time.,

Mote: The status will be "Pending Download” when machine goes into
hibernation. It will report "Completed" as soon as the machine is back on.

Mote: This Task is not applicable on computers designated as Last Man
Standing.

Actions

W Clickl -

faut
—

to force Hibernation.
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Manage PC Insomnia

Some Windows computers fail to enter hibernate or standby mode after the appropriate amount of

user idle time, due to PC Insomnia. The Manage PC Insomnia Fixlets force a computer to enter standby

or hibernate once the amount of user idle time specified in the power profile has elapsed. Forcing a
computer into Standby will allow for faster wake times. Forcing a computer into hibernation causes longer

wake-up times, but allows for slightly greater power savings.

@ Note: The Force Hibernate in PC Insomnia Conditions task is not run more than once in a 15-minute

interval.

@ Note: The Force Hibernate in PC Insomnia Conditions task is not applicable on computers

designated as Last Man Standing.
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dindaws ¥P/Yistal?

J" Take Action | # Edit | Copy | ==Expork | Hide Lacally Hide Globally | xﬂemnw

Descripkion |Details I &pplicable Computers (0} I Action Hiskory (00 I

Description

This Task will force computers into Hibernate using the
BigFix Agent when the user has been idle long enough
(the BigFix Agent will use the settings specified in the
YWindows system Hibernate options),

This will solve the PC Insomnia problem where some
computers will not properly enter Hibernate in the
timespan specifed in its power settings,

The computer will only be put into Hibernate if the
following conditions are met:

e The system is Windows 2P, \ista, or 7

e Cnly one user is logged into the computer and no
remote users are logged on

e [ohject RelevanceResult]Power Tracking Utility must
be enabled

e The user has been idle for the time specified in the
Windows "System Hibernates" Power setting
(see Power Consumption Analysis )

Mote: This Task will not be run more than once in a 15-
minute interval.

Mote: This Task is not applicable on computers designated
as Last Man Standing.

® Click here to enforce hibernation.

Manage standby behavior

Only certain input devices are capable of waking a computer from standby by user interaction, and only
if the correct Windows settings are enabled. This task finds all wake capable input devices and enables
them to allow Wake-from-Standby.
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=

Windows KPfiistal?

4:"'—" Take Action | # Edit | Copy | ==Expork | Hide Lacally Hide Globally | xﬂemwe

Descripkion |Details I &pplicable Computers (0} I Action Hiskory (00 I

This Task will enable all input devices (Keyboard, Mouse, etc,)
on the system to allow Wake-from-Standhby,

These settings can be viewed under the "Power
Management” tab of the devices properties description in
device manager,

Mote: If the computer does not have input devices
that support \Wake from Standby, the action will return
“failed",

Mote: This Task is not applicable on computers designated
as Last Man Standing.

® Click here to change input device settings.




Chapter 3. Manage wakeup behavior

Power Management provides Fixlets and Wizards to bring a computer online and take actions and

manage the computer at specific times.

You can control the wakeup settings of a computer in the Manage Wakeup Behavior node using

dashboards, Fixlets, and wizards.

E

; Fecycle L34 J
J Syskems Lifecycle Domain Name | Tvpe
= Asset Discovery schedule Wwake-from-Standby Dashboard
Schedule Wake-on-LAMN Dashboard
SAM M L
J anagsmen Designate W ake-on-LAN Forwarders Fixlet
—-E5] Power Management Enable wWake-on-LAN Medic Fixlet
J Power Management Health Checks | Remowve Wake-on-LAN Forwarders Fixlet
J Power Cansumphion Summary ?Esu;natnla Lés': Fjan SEIEFdIFEﬂ . E!x:et
P i i mproperly Configured Last Man Standing izl
= Setup and Canfiguration FEU) Remaowve Last Man Standing Fi:xlet
=| Reduce Power Consumption (100 Enable Wake-from-Standby by Magic Packet - Windows %P Fixlet
=i Manage Wakeup EBehavior {11} Disable Wake-from-Standby by Magic Packet - Windows %P Fixlet
I___El Setup (1) Last Man Standing Selection \Wizard Wizard

In the Manage Wakeup Behavior node, you see Setup and Wake-from-Standby tasks, along with wizards
for scheduling Wake-on-LAN and Wake-from-Standby.

E {__—3 Power Management
;J Power Management Health Checks
_| Power Cansurption Summary
= Setup and Configuration {25)
Reduce Power Consumption (107
Manage YWakeup Behavior (12)
=E| Setup (2]
# Schedule Wake on LAN
# Schedule Wake From Standbey
:E'J Wake From Standby Tasks (00
g-E Configuration (S)

Setup

The Wake-on-LAN Medic utility is a process that runs on the BigFix server. This utility manages Wake-on-
LAN scheduling and keeps Last Man Standing computers awake.
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You must enable the Wake-on-LAN Medic so that Wake-on-LAN features work correctly.

Use the Setup task to install the latest version of the Wake-on-LAN Medic utility. Click this task from the
navigation tree. When the Task window opens, review the description and click in the Actions box to
initiate the utility.

@ Note: Ensure that RESTAPI is set up correctly to avoid errors and for the Wake-on-Lan Medic Utility to
function properly.

« If Wake-on-LAN Medic utility is not enabled, the Enable Wake-on-LAN task might not be relevant.
- If the Wake-on-LAN Medic utility is enabled, the scheduled Wake-on-LAN feature will not work.

RESTAPI is supported by BigFix server version 9.0 and later.

4{”’ Take Action | # Edit: | Copy |=s:Export | Hide Locally  Hide Globally | xgemwe

Descripkion | Details I &pplicable Computers (00 I Action Hiskary (00 I

Description

This Task will install the latest version of the YWake-on-LAN Medic Utility.

This utility is used to wake up computers based on the schedule defined in the Schedule
Wake on LAN wizard, Additionally, it will send a wake up request to any Last Men
otanding that may have been shutdown,

Note: The BES Server Plugin Service must be installed on the BES server in order to
deploy this utility.

File Size: 3.183 MB

® Click here to enable the YWake-on-LAN Medic utility.

Schedule Wake-on-LAN

You can create and maintain scheduled wake-ups using the Schedule Wake-on-LAN Wizard. Scheduled
wake-ups run on client local time and do not require the use of Actions or special router configurations to
run.
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o
L& |
Lis2 this wizard to creste and mantain scheduled wake-ups using BigFix Wake-on-LAN technology, Scheduled wake-ups run on client local tame, and do not require
the use of BigFm Actions or special router configuratian fa un.

Scheduled Wake-ups
(i Hewe Schoduled Wake-up D
Policy Hame Sehedule Targeting Rule
WPRD sk AL 28,00 P on'Vvied, Jun § 2010 Al compulens winse property "Conpuer Name® contains “part g X B
palch Tuesiday | 41045325 Fion the second TUs of every mantn, stateg an Al compuers whose property "0 cantans X" FAEAE

Tres, Jun 10 2410

Create News Wol Policy

Folicy Mame: My Daily Wakeup
Start Time: g ;00 00 PM iﬁ Client Local Time
Schedule Task: | Daily - |

Starting on: 0602010 4

Every 1 Ii Day(s)

Cancel

Create New Wol Policy

Create Targeting Rule:
(=) All computers with the values selected below

() All computers within the selected computer group

() The computers specified in the list of names below (separated by spaces or newlines)

Include computers with the following property:

| 0% - | | equals - Winkp

vPro Settings:
[¥] Use Intel ¥Pro technology along with BigFix YWol to wake these computers,
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@ Note: The vPro Settings option is only enabled if you are subscribed to the Client Manager for Intel

vPro site.

After you schedule a WoL policy, the WolL Medic component is set to wake the systems. By default, the

WolL Medic checks every five minutes to see if it is time to run scheduled WoL policies.

@ Note: Ensure that RESTAPI is set up correctly to avoid errors and for the Wake-on-Lan Medic Utility to
function properly. RESTAPI is supported by BigFix server version 9.0 and later.

Schedule Wake-from-Standby

You can create and view Wake-from-Standby Scheduling Fixlets using the Schedule Wake-from-Standby
Wizard. A computer scheduled to Wake-from-Standby awakens itself at the designated time. This does

not require any hardware or network configuration, and is useful for computers that cannot be awakened

using WoL.

=]

B

Usze this wizard to create and view Yake-from-Standby Scheduling Fixlets. A computer scheduled to Wake-frome-Standby will swaken itzelf at the designated time.
This does not reguire any hardware or network configuration, and iz useful for machines that cannot be awaken using Wake-on-LAN.

Scheduled Wake from-Standby Tasks
g Hew Wake-up Task
Hame Schedule Count
veakellsl A11:40:00 Ak on T, Jun 32010 1 r .4
wakel345 A 01:45:00 B on Thu, Jun 3 2010 4 r .4

Wake-from-Standby tasks

To schedule a Wake-from-Standby task, click the Schedule Wake-from-Standby wizard in the navigation
tree. From here, you can create new Wake-from-Standby tasks that populate in the Wake-from-Standby

Tasks part of the navigation tree.
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- Power Management
| .u1| Power Managemenit Health Chedks
!—_-515 Povier COTBUINEAion SUMmEry i
?DE Setup and Configuration (20) | Ho seheduled Wake - from-Standby Scheduling Fizlets were found. Click here 1o ereate a new Fixlet,

4115 Reduce Power Consumption (10}
=HE Manage Wakeup Behavior (11) \
2 setun (1)

_ai| Schedule Wake on LAN
1| Schedule Wake From Standby |
2 wake From Standby Tasks (0)

Create Task

F'IIIHC'_-,-' Matne: frake every monday
Start Time: 5 0000 FPM @ Client Local Time
Schedule Task: | weekly v |

Statting on: 0B 02010 4

Every 1 @ week(s) on. (v Mon | | Sat
[ | Tue [ | Sun
|| Wed
| | Thu
| | Fri

@ Note: You must run the action before the scheduled wakeup time. Scheduled wakeup actions require

that Windows Task Scheduler Service is active.

Configuration

From the Configuration node of the Power Management navigation tree, you can manage Last Man
Standing Fixlets, Wake on LAN Forwarders, and Wake from Standby by Magic Packet options. The

sections below highlight these features.
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él—lzl Caonfigurakion (3]
E| Manage Lask Man Standing (4)
# Last Man Standing Selection Wizard
E[E] Last Man Standing Fixlets (3
% Manage Wake on LAN Farwarders (23
% W ake From Standby by Magic Packet (2)

Manage Last Man Standing

Last Man Standing (LMS) ensures that computers in a subnet can be awakened using the Wake-on-
LAN feature. However, LMS computers must be running all the time, so you must select only one or two
computers in a subnet for this designation. When choosing which computers to designate as LMS, select

a type of computer that is likely to be running all the time, such as servers.

The LMS Selection Wizard automates the selection of LMS computers per subnet, where you can define

your own custom set of LMS computers.

of

Lask Man Standing Salechon ‘Wizard

Lise this wizard to help choose the best Last Man Standing (LMS) candidates within selected subnets. By designating & LWMS in a subnet, you can
increase the likely hood of at least one wakeup is active, which is required for Wake-on-LAN, LMS are set to never go to sleep, will be excluded
fromn Power Management actions that affect its power state, and will have 3 wake-up request sent if it does not repor in regularly

Subnets

DesignateRemoue LMS on Selected Subnets
v Subnet Computers LKS Total
v 1921688104 0722 & o

The LMS wizard finds computers that match the entered criteria and submits them as potential LMS

candidates.
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Designate fRemove Last Man Standing

Choose criteria by which L= candidates will be selected.

Subnet Criteria

LMSs per Subnet; 2

LMS Selection Criteria
LMS can be:
[¥] Serers

|¥] Desktops
| | Laptops
[v] LS must have reported within the last 1 | Day(s) hd |

|¥] LMS must have average daily on-time of at least: 20 |i| Houris)

Hext Cancel

You can review all proposed LMS candidates and select from that list before issuing the action in this
section.

Designate fRemove Last Man Stan |f|'l|1g

BigFix has selected the best LMS candidates based on the selection critena, and will remove LME's that do not meet this crtena. Select individual subnets
to customize LME selection and removal
o
Current LMS Action Sh
1 e Meets Criteria
Computers LMS Total LMSe Added LMSs Removed Final LMS Total
nm—— a 2 0 2 @
| Camputers in Selected Subnet
0
Computer Daity On-Time Type | Last Reported Meets Criteria LMS Cruality LMS Action
H2ZIMNTREE 24:00:00 Wirkstation 2 minutes ago ] Excelant Diagignate LS* -
| 11 Sminl T HE 23:00:00 Wiorkstation 20 fiours sgo a Average Designate LMS* -
| paRAKEET 22:00:00 Wiaricstation E T — ) Average Mathing -
| PARRQT 22:00:00 Laptop 2 mirites a0 Q Poar Nething v
e hinis 0000 Werkstation 3 dleys a0 Q Pesr Midhing v
9 minutes age
| WINTLAPTOR [T Laptop - e ——; Mithing -
* denetes that the aolion will be ran on the endpoint
Back f| * Daploy LMS Action
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Manage Wake-on-LAN Forwarders

Wake-on-LAN Forwarders (WoLFs) are BigFix Agent computers that forward Wake-on-LAN packets to
other computers in the same subnet. There must be at least one powered-on WoLF in a subnet to wake

other computers in the subnet.

All BigFix agents are set as WoLFs when Power Tracking is enabled. BigFix includes heuristics to keep
network traffic to a minimum, so all agents can be made Wake-on-LAN Forwarders. Designating all clients
as WoLFs provides for wake redundancy by increasing the likelihood that at least one forwarder in each
subnet is powered-on and can be used to wake targeted computers.

Power Management includes tasks for designating and removing WoL forwarders. Access these tasks by
clicking on Manage Wake-on-LAN Forwarders in the navigation tree and selecting the appropriate task in
the List Panel.

Manage YWake on LAN Forwarders

Diesign -ori-LAMN Forwarders
Femove Wake-on-LAN Forwarders

The Designate Wake-on-LAN Forwarders task configures selected clients to forward the Wake-on-LAN

packet to computers in their respective subnets. To designate Wake-on-LAN forwarders, click in the

Actions box.

gﬂ? Take Action | # Edit | Copy | Export | Hide Locally  Hide alobally | xgeml:uve

Description | Dt ails I Applicable Computers (1) I Ackion Histars (00 I

This Task will configure selected clients to forward the
"Wake-on-LAN" packet to computers within their respective
subnets,

If a subnet does not have an active Wake-on-LAN packet
forwarder, BigFix will not be able to awaken machines in
that subnet using On-Demand Wake-on-LAN.

® Click here to designate YWake-on-LAN packet forwarders,
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To remove Wake-on-LAN packet forwarders, click the Remove Wake-on-LAN Forwarders task in the List
Panel, and click in the Actions box to initiate the action.

4{”’ Take Action | # Edit | Copy |=sExport | Hide Locally Hide Globally | xgemwe

Descripkion |Details I &pplicable Computers (00 I Action Hiskory (00 I

Description

This Task will rermove the ability for the selected clients to serve
as Wake-on-LaN forwarders within their respective subnets,

Mote: This Task is not applicable on computers designated
as Last Man Standing.

® Click here to remave Wake-on-LAN packet forwarders.

Wake-from-Standby by Magic Packet

Power Management includes two tasks for disabling and enabling Wake-from-Standby by Magic Packet.
A Magic Packet, also known as the Wake-on-LAN packet, is a broadcast packet that wakes a computer.

These tasks change the Windows network adapter setting from “Allow this device to wake the computer?
to “Only allow a magic packet to wake the computer?. These settings are available in the network adapter

properties in Windows.
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Intel(R) 82567LM Gigabit Network Connection Properties [
i ee——

| General | Advanced | Driver | Details I Hesuurces| Fower Management |_

E. Intel(R) 82567LM Gigabit Network Connection
=

Allow the computer to tum off this device to save power
[#]:Allow this device to wake the computer
COnby allow a magic packet to wake the computer

Waming: K this is a laptop computer and you run it using batteny power,
allowing the network adapter to wake the computer could drain the battery
mare quickhy. it might also cause the laptop to become veny hot if it walces
up while packed in a camying case.

0K || Ccancel

Access these tasks by clicking Wake-from-Standby by Magic Packet in the navigation tree and selecting
the appropriate task in the List Panel.

f—j—a Power Management
J Power Management Health Checks
J Power Consumplion Summmary
E| Setup and Configuration (200
E Reduce Power Consumpkion (100
] E| Manage ‘Wakeup Behavior (113
% Setup (1)
J Schedule Wake on LAR
J Schedule wake From Standbey
TE ake Fram Standby Tasks (00
i=| Configuration (51
E Manage Last Man Standing ()
E Manage W ake on LAN Forwarders (2)
% Wake From Standby by Magic Packek (2)
FHE Al Systems Lifecycle

: from Standby by Magic Packet

Source Severit

Enable \Wake-from-3tandbey by Maujiu: Packet - Windo,.. <Unspecified>  Power Manaujement QA
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To disable or enable Wake-from-Standby by Magic Packet, click the appropriate task and click in the
Actions box of the task window to initiate the action.

Using Intel vPro with Wake-on-LAN Medic to wake up endpoints

Follow these steps to setup and schedule endpoints to wake up using the BigFix Wake-on-LAN Medic
utility with Intel vPro.

Ensure that you have the following requirements to use vPro with the BigFix Wake-on-LAN (WoL) Medic
utility.

- Subscribe to the latest versions of one of the following sites:
> BES Support site
o Power Management site
« BigFix server requires .NET Framework 2.0
- Enable the Wake-on-LAN Medic utility. For more information, see Enable Wakeup (on page ).
* Target computers require Intel AMT 3.0 and later versions
« If Intel Setup and Configuration Servers (SCS) will be used (optional), use SCS Server version 7.0 or
later
. @ Note: Ensure that RESTAPI is set up correctly to avoid errors and for the Wake-on-Lan Medic
Utility to function properly. RESTAPI is supported by BigFix server version 9.0 and later.

You can use Intel vPro with the BigFix WoL Medic utility to wake up endpoints. BigFix Power Management
uses policies to perform wake-on-LAN. The policies can be set to wake specific endpoints at specific
times and to use vPro.

When the policy is executed, the BESWolMedic.exe utility is invoked to query the applicable endpoints and
to send WOL packets.

When the vPro option is enabled, a utility called amtpowercmd.exe uses vPro after successful
authentication to send the WoL signal over HTTP to wake up the applicable endpoints.

[5) Note: The BESWolMedic.exe and amtpowercmd.exe are invoked on the BES server.

These steps apply to infrastructures with or without Intel SCS. It is assumed that the vPro infrastructure is

set up.

1. Set up the registry values.
« With SCS

For x64


unique_28
unique_28
unique_28
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o "HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432\BigFix\
EnterpriseServer\MFSConfig\PowerWoLSCSServer"

[5) Note: This value is either the host name or the IP address of the
server.

o "HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432\BigFix\
EnterpriseServer\MFSConfig\PowerWoLSCSUsername"

o "HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432\BigFix\
EnterpriseServer\MFSConfig\PowerWoLSCSPassword"

For x86

o "HKEY_LOCAL_MACHINE\SOFTWARE\BigFix\Enterprise Server
\MFSConfig\PowerWoLSCSServer"

[5) Note: This value is either the host name or the IP address of the
server.
o "HKEY_LOCAL_MACHINE\SOFTWARE\BigFix\Enterprise Server
\MFSConfig\PowerWoLSCSUsername"
o "HKEY_LOCAL_MACHINE\SOFTWARE\BigFix\Enterprise Server
\MFSConfig\PowerWoLSCSPassword"
« Without SCS

For x64

o "HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432\ BigFix
\EnterpriseServer\MFSConfig\PowerWoLvProUsername"
o "HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432\ BigFix
\EnterpriseServer\MFSConfig\PowerWoLvProPassword"

For x86

o "HKEY_LOCAL_MACHINE\SOFTWARE\BigFix\Enterprise Server
\MFSConfig\PowerWolLvProUsername"

o "HKEY_LOCAL_MACHINE\SOFTWARE\BigFix\Enterprise Server
\MFSConfig\PowerWolLvProPassword"

[5) Note: If you do not use SCS, ensure that the credentials are the same on each endpoint to
avoid wake up failure.
2. From the BigFix console, select the vPro option in the wake-on-LAN policy.
a. Go to the BES Support > Wizards > Schedule Wake-on-LAN wizard.
b. Create a new policy or select an existing policy.
c. Select Use Intel vPro technology along with BigFix WoL to wake these computers.
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d. Click Create Policy for new policies or save the change, for existing policies.

For more information about using the Schedule Wake-on-LAN wizard to create and maintain
scheduled wake-ups, see Using Intel vPro with Wake-on-LAN Medic to wake up endpoints

(on page 29).




Chapter 4. Web Reports

Power Management Web Reports provides high-level summary data for management and decision

makers to view and assess power usage in a deployment.

To access Web Reports, click Tools > Launch Web Reports.

File Edit View Go [Tools | Help

Back = Farnard = | {fj Take Custom Sction.., [t:tent

systems Lifecycle | 3,'.' Create Mewe Fixlet,.,
| Systems Lifecycle 0L Create Mew Task...
b B2 Power Managemen fo)

[ All Systems Lifecyq A Create Mew Snalysis..,

Create Mews Baseline..,

3in pro

|G Create New Automatic Computer Group... ok, in
i figurat
[ Create Mew Manual Computer Group... b

Add External Site Masthead..,

Add Files to Site,., m

Sdd LDAP Directory...

| @ Create Custorn Site... "
IETE:
Create Operator.., st
Add LDAP Operatar.., b
Create Role.., CEme
fest

| @ Create Custom Filter... Ctrl + Shift+F
Manage Properties

Wiewy Recent Comments

=
« § All Content Launch Web Reports

iﬁ BigFix Management Launch Wisualization Toal..,

Ei- | Systems Lifecycle

LR

Enter your Web Reports username and password. Click Login.
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Tivoli Endpoint Manager

Login
Please enter your username and password to
connect to Veb Reports.

Username: |

Password:

The main Web Reports page opens in a new browser. To see a list of Power Management reports, select
Systems Lifecycle.

| Explore Data | ReportList | Administration |

Warsion: 8.2.10749.0

Choose a category to view reports:

Starred A7 My Authored
My favorite reports > Reports that I've created

@8 Systems Lifecycle

You see a list of Power Management reports displayed under the Report List menu:
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' ExploreDat

Report List

Administration |

| Import repart

L) Only show starred
Filter by Label

[ Find labels |

clear

B Systerns Lifecycle

Selected labels:
W Systems Lifecycle

Model Power Savings

| Laba| = || Balets | I:Eean:h Heports

Select: All, Mone

Mame

HEE R R O

1 Model Power Savings

ir Powrer Consurnption Cher Time

34

i Power Maragement Settings
i wake onweb

T Power Managernent Daily Activity State Breakdown

i Weekly Idle Time Breakdown Report

17 Weekly Power Consumption Cwer Time

This report calculates how much power you can lose or save if you apply different power profiles across

your deployment based on your current usage patterns. You can use this report to formulate what-if

scenarios for potential savings by implementing various power policies. By default, the results in this

report are based on the actual power state history for each agent for the last two weeks. These results are

expected to be an accurate projection of power savings.

This report shows estimated Yearly power consumption savings of your deployment if every endpoin

had the following power profile values set:

Estimated savings for | yvearly |

Potential Standby Settings

Power Profile System Monitor

. Mimmal Ns\'sr. £0 Min
Moderate &0 Min 30 Min
Agaressive 30 Min 10 Mim

Potential Total Savings

Power Cost Carbon Power
=787 kwh $-63 =1,100 |b =112 k'h

+1,420 kwh +4114 +1,988 b +203 kWwh

+1,507 kirh +§121 +2,110 |b +215 kiw'h

Export To PDF

Potential Average Savings Per Computer

Cost Carbon
$-9 -157 |b
+418 +254 |b
+$17 +301 |b
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Power consumption over time

The Power consumption over time report charts the average computer power consumption over a
specified time period, and displays cost or savings compared to a baseline cost based on the start date.
Use this report to review historical savings and progress of power management policies. You must have

Historical Power Tracking enabled to use this report.

|;?,7| Note: If you select the current date as the End Date, the report might take significantly longer to

generate as previous dates are pre-calculated.

Description:

The following report shows the average power consumption data (in cost, power, or carbon) per computer over a selected period of
time. It also shows the average savings realized compared to the average cost an the start date.

Select the reporting groups on which to report:
Report Grouping Policy: | 0s v |

Report Groups: Find Group names containing:

v Win2008R2 6.1.7600
|v] Win2008R2 6.1.7601
[v] Win? B.1.7600

[¥] WinxP 5.1.2600

Select All Deselect All

Show results for: |v| Notebooks [v] Desktops [ | Seners

Consumption Period: | Last 7 Days |
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m Export to PDF
Report Options:

Average Power Consumption data per computer over a period from 06/08/2010 to 0652010, with savings compared to start date
average on 06/A08/2010 for Laptops, Desktops in the "Location By Subnet” grouping policy.

"Test Subnet” Detailed Cost ($) per Computer History

Show | Cost (%) per Computer - | Groups | Test Subnet |«
022 — g N
0.20 ~ ® ® 3
018 L -
0.16
£
2 014
§ 012
14
[=%
& 010
§ 0.08
0.0G
0.04
0.0z
1]
G810 G0 61010 G6/1110 GMZ2M0 G6/13M0 GrM14M0 G510

_
Average per Computer Consumption Over Period by Group

Total Consumption over Period Savings Compared to Start Date
Groups
Cost Power Carbon Cost Power Carbon
Test Subnet $1,59 19,9 kwh 28 kg $0,15 1.9 kih 2 kg

Weekly Power Consumption Over Time

The Weekly Power Consumption Over Time report charts the average weekly power consumption data
(in cost, power, or carbon) per computer over a weekly period. It also shows the average savings realized
compared to the average cost on the start week. Each data point in the chart found in the Detailed Cost
(%) per Computer History section of the report shows a breakdown of the power usage for a particular

week in terms of cost, power, and carbon.

The Average per Computer Consumption Over Period by Group table shows a breakdown of the chart. The

table shows the total consumption over the period and the savings compared to the start week.

@ Note: You must have Historical Power Tracking enabled to use this report.
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Power Management Daily Activity State breakdown

The Power Management Daily Activity State breakdown report displays a breakdown of the average day
by activity state. The activity states are Active, Idle, Standby, and Powered off. You can use this report to
evaluate changes you make to your power policies. For example, if many computers have high idle times,
you set a Standby power policy to save significant power. It can also be set to compare improvements
between two different days. The comparison function requires that historical power tracking is enabled.

Description:

The following repart displays a breakdown of the average day by activity state. The four activity states include Active, ldle, Standhy,
and Powered Of.

Select the reporting groups on which to report:

Report Grouping Policy: | Location By Subnet | v

Report Groups: Find Group names containing:

|¥] Test Subnet

Select All Deselect All

Show results for: [v| Laptops || Desktops [ | Serers

Show data for date: 06152010 ] [] Compare against date: =

Report Options: | Store | | Export To PDF |

Power Management Daily Average State Breakdown data on 06/15/2010 for Laptops, Desktops in the "Location By Subnet” grouping
policy.
Group Total Computers Active Idle Standby Powered Off PM Efficiency

Test Subnet

0&/15/2010 2 1.74 2110 0.55 0.60 2%

@ Note: If you select the current date as the compare against date, the report might take significantly

longer to generate, as previous dates are pre-calculated.



Power ManagementUser's Guide | 4 - Web Reports | 38

Weekly Idle Time Breakdown Over Time

The Weekly Idle Time Breakdown Over Time report shows the weekly idle time breakdown per computer
over a selected time period. It also shows the reduction of idle time (in hours) realized compared to the
start week.

The report shows the data of all weeks between the two selected weeks. The comparison function
requires that historical power tracking is enabled. You are prompted to select a new week when there is

no historical data stored in the selected report group.

[5) Notes:

- When selecting the weeks for the report to cover, the dates that are in gray mean that there is no
data.

- You might notice some cases where there is a slight difference in the actual data and the value in
the dashboard. This difference in values happens because the calculation uses real data while the

dashboard uses rounded off values.

Power Management settings

The Power Management settings report shows the percentage of computers that have power
management settings enabled on a specific day. It can also be set to compare the improvements between
two different days. The comparison function requires that historical power tracking is enabled.

Description:

The following report shows the penetration percentage of Power Management on selected computers, divided into four categories:
Monitor Power Management
Hard Disk Power Management
Systemn Standby Power Management
Hibernate Power Management

Select the reporting groups on which to report:

Report Grouping Policy: | All computers -

Report Groups: Find Group names containing:

|¥] All Camputers

Show results for: || Laptops [v] Desktops [ | Servers Select All Deselect All

Show data for date: 08M15/2010 [ [ | Compare against date: EH
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Report Options: m Export To PDF

Power Management Settings data comparison from 07/01/2010 to 0741572010 for Laptops, Desktops in the "All Computers” grouping
policy.

Select Group: | All Computers | v |

[ 07/01/2010

[ e7/15/2010
100%

Q0%
S0%
0%
e0%
S0%

40%

94 of Computers

20%

20%

10%

0%

Manitar Hard Dizk Swstern Standby Hibernate

' Note: If you select the current date as the compare against date, the report might take significantly

longer to generate because previous dates are pre-calculated.

Wake on Web

This report issues a Wake-on-LAN request to a specified list of computers, and displays warnings if the

Wol infrastructure is not configured correctly to issue a wakeup.
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~—— Enter Computer Names .
Enter a list of computer names, separated by spaces, of computers yvou wish to wake up,

ninjabird

l Send Wake up

e I

~—— Select Computers to Wake Up

1 computer was found.

Computer : Subnet : Status

MWINIABIRD 19Z2.166.104.0/22 Can receive wake up requests




Appendix A. Support

For more information about this product, see the following resources:

« BigFix Support Portal

« BigFix Developer

« BigFix Playlist on YouTube

« BigFix Tech Advisors channel on YouTube

« BigFix Forum


https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com

Appendix B. Frequently asked questions

How are power savings calculated?

Power savings are determined by the amount of time your computer is on but not in use. For
example, Idle mode is considered wasteful because the computer is using power without

being actively used.

Your power savings is equal to Current Consumption minus Minimum Power Consumption.
Minimum Power Consumption is the amount of time in active state per day times the Active
Power Usage of the computer, for example, 70 kWh. Current Consumption is the amount of
time in active and idle modes (Active Power Usage) plus Standby Power Usage, for example,
3 kWh.

These basic formulas will vary for each individual deployment. For specific parameters
for setting and understanding power calculation formulas, contact your Sales Engineer or
technical support. See the Power Management Calculations Documentation for detailed

explanations of the calculations used in some key features of Power Management.
How realistic are the power savings calculations?

BigFix power savings calculations are based on tracking different aspects of the computer
including: the time spent in each power state, the computer type (server, desktop, laptop),
monitor count, and more. The results are used in combination with the electricity costs and

power draw values to calculate the amount of power the computer is using.

To ensure the calculations are as accurate as possible, review the Manage Assumptions
values and verify that the data, such as the cost you pay for electricity, is appropriate for

your organization.
Can | see how my power management efforts are affecting my CO2 emissions?

Yes. The BigFix Power Management visual power spectrum provides data on the projected

CO02 savings from your power management efforts.
What is the methodology used in calculating carbon savings?

BigFix carbon estimates are based on the results of research studies that determine
the average carbon emissions needed to generate a kilowatt-hour of power. For more

information, see the DOE Energy Information Administration website.

Are carbon savings findings robust enough to be used for external trading and regulatory reporting

uses?


https://bigfix-wiki.hcltechsw.com/wikis/home?lang=en-us#!/wiki/BigFix%20Wiki/page/Power%20Management
http://www.eia.doe.gov/cneaf/electricity/page/co2_report/co2report.html
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BigFix Power Management uses carbon estimates from the US Department of Energy for
the average amount of CO2 released per kilowatt-hour. Carbon emissions per kilowatt-hour
will vary per region and per power source. For more information about power compliance
and rules, contact your regulatory agency.

What if power settings are accidentally set on my servers and it causes a problem?

Typically, power settings are set on desktop and laptop computers rather than servers. If
power settings are set on a server, the administrator has the ability to correct the issue
within a matter of minutes. There are Fixlets that alert you if Standby policies are enabled on

your servers.
Can | get a centralized view and control of my power management efforts?

Yes. You can centrally manage up to 250,000 endpoints with a single BigFix server. You can
also view your deployment through the Web Reports feature.

Can | set different power schemes for different groups of computers?

Yes. You can apply different power schemes to a wide variety of groups of computers,
including ad hoc schemes, to target specific settings for specific groups such as help desk
workstations vs. mobile laptops.

How can | change the default values of cost, power draw, and C02?

You can create and manage different cost and power assumptions for each endpoint with
the Manage Custom Assumptions wizard.

Is there be a difference between the new and previous power calculations?

The new version of BigFix Power Management is considered to be more accurate than
previous versions. The new version improvements include: specifically tracking standby
time, more granular calculations on a per-agent level, rather than averaging certain values
deployment wide, and a better algorithm for calculating power used based on recent

activities.
What is the resource impact of power tracking on my computer?

The calculations and tracking for BigFix Power Management are relatively simple and low-
cost for the agent. Enabling power management is not expected to impact the computers of

users in any noticeable way.
What is the Client Logging Service used for?

BigFix agents version 8.0 and later have a native ability to track standby and idle times. If
you do not yet have the BigFix version 8.0 agent installed, you can use the Client Logging
service to track these values on the computers with the older agents.
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What happens if the RESTAPI is not correctly set up?

Users might encounter errors and get inaccurate data if the RESTAPI is not correctly set up.

* Results in the Power Consumption Summary dashboard might not be accurate. The
dashboard uses the Power Consumption Summary analysis.

» The Wake-on-LAN Medic utility might be affected. If the WoL Medic is not enabled
yet, the Enable Wake-on-LAN will not be relevant. If it is enabled, the scheduled Wake-
on-LAN might not function correctly.

@ Note: BigFix server version 9.0 and later supports RESTAPI.



Notices

This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries.
Consult your local HCL representative for information on the products and services currently available

in your area. Any reference to an HCL product, program, or service is not intended to state or imply that
only that HCL product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any HCL intellectual property right may be used instead. However, it is the

user's responsibility to evaluate and verify the operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can send

license inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual
Property Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do
not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement
may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
HCL may make improvements and/or changes in the product(s) and/or the program(s) described in this

publication at any time without notice.



Any references in this information to non-HCL websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of
the materials for this HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases,

payment of a fee.

The licensed program described in this document and all licensed material available for it are provided by
HCL under terms of the HCL Customer Agreement, HCL International Program License Agreement or any

equivalent agreement between us.

The performance data discussed herein is presented as derived under specific operating conditions.

Actual results may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. HCL has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-HCL
products. Questions on the capabilities of non-HCL products should be addressed to the suppliers of

those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to actual people or business enterprises is
entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs



in any form without payment to HCL, for the purposes of developing, using, marketing or distributing
application programs conforming to the application programming interface for the operating platform

for which the sample programs are written. These examples have not been thoroughly tested under

all conditions. HCL, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS," without warranty of any kind. HCL shall not be liable
for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright
notice as follows:

© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered
trademarks of HCL Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks

of Adobe Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or
its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the

United States, other countries, or both.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.

Applicability

These terms and conditions are in addition to any terms of use for the HCL website.



Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary
notices are preserved. You may not distribute, display or make derivative work of these publications, or

any portion thereof, without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all
proprietary notices are preserved. You may not make derivative works of these publications, or reproduce,
distribute or display these publications or any portion thereof outside your enterprise, without the express

consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either
express or implied, to the publications or any information, data, software or other intellectual property

contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use
of the publications is detrimental to its interest or, as determined by HCL, the above instructions are not

being properly followed.

You may not download, export or re-export this information except in full compliance with all applicable

laws and regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS
ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT,
AND FITNESS FOR A PARTICULAR PURPOSE.
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