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1 Preface

This section provides information about the BigFix Runbook Al Lab Manual and includes the following
topics.

— Intended Audience

— Prerequisites
— About This Manual

— Related Documents

— Conventions

— Instructions

1.1 Intended Audience

This information is intended for infrastructure administrators responsible for provisioning infrastructure
required for installation of BigFix Runbook Al, administrators responsible for installation & configuration
of BigFix Runbook Al and end users responsible for working towards resolution of tickets with the help

of BigFix Runbook Al.

1.2 Prerequisites

This section describes the hardware and software requisites that needs to be in place before proceeding
with this training. It also lists the technical skills and knowledge requirements that candidates should

possess beforehand.

1.2.1 Hardware & Software Prerequisites

— Access to a laptop / desktop with standard configuration preferably 4 GB RAM
— High Bandwidth Internet Connectivity

— Admin rights on the laptop / desktop

— Remote Desktop Connection

— Google Chrome Browser

— Cisco Anyconnect Secure Mobility Client (4.5.05030) for enabling VPN connectivity
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1.2.2

Technical Skills Prerequisites

Candidates should possess the following skills:

Sufficient knowledge of ITIL (Information Technology Infrastructure library). ITIL Foundation
certification is preferred

Working knowledge of any IT Service Management tools like ServiceNow, BMC Remedy

Basic knowledge of any Runbook Automation Tools like BigFix and others

Basic understanding (process oriented) of command center operations covering data center and
cloud operations

Basic knowledge of Cloud Computing

Basic knowledge of Application Deployment Architecture

Basic knowledge of Artificial Intelligence and Machine Learning

Familiarity with Windows Operating System

Familiarity with Apache, IIS, Solr and MongoDB

Basic knowledge of REST APIs

1.3 About this Manual

This manual provides information about various scenario-based modules covering the installation,

configuration and use of BigFix Runbook Al product. Each module may include one or more lab exercises

to provide detailed instructions to achieve the objectives. In addition, it also provides summarized

information about additional servers and optional post- installations and references to the other

documents for detailed information.

This lab manual is divided into the following modules:

Business Case Development - Identification of Automation Opportunities

Installation of BigFix Runbook Al

Configuration of BigFix Runbook Al

End to End Ticket Resolution Flow

Document Processing and Analysis

Configuration of Runbook Parameters
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Reporting Dashboard

Each of the above modules is further divided into following two sections:

Introduction: A preface of the module
Lab Exercise: Each module may contain one or more lab exercises. Post completion of these

exercises, user is expected to have a thorough understanding of the module.

Each of the lab exercises includes the following sections:

Scenario — Provides a brief summary of the objectives of the exercise

Prerequisites — Provide information on all specific requirements that needs to be in place before
proceeding with the exercise

Solution — Step-wise procedure to be followed to complete the exercise

Conclusion — Summary of the lab exercise

Related Documentation — Provides information on the related documentation for respective

module

The modules in this manual are independent of each other. Hence you can start at the

beginning of any module. However, user is advised to go through each module and its

subsequent exercise in the order of Table of Contents for a complete understanding.

1.4 Related Documents

The following documents can be referenced in addition to this guide for further information on the BigFix

Runbook Al platform.

e BigFix Runbook Al User Guide
e BigFix Runbook Al Pre-Requisite Guide
e BigFix Runbook Al Troubleshooting Guide
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1.5 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element

Indicates graphical user interface elements associated with an action, or terms defined

Boldface
in text or the glossary
Underlined Blue Face Indicates cross-reference and links
Italic Indicates document titles, occasional emphasis, or glossary terms

Indicates commands within a paragraph, URLs, code in examples, and paths including
Courier New(Font)
onscreen text and text input from users

Numbered lists Indicates steps in a procedure to be followed in a sequence

Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a sequence

1.6 Instructions

1.6.1 Connectivity to VPN

This section describes a step-by-step procedure to connect to DRYIiCE Labs VPN (Virtual Private
Network) to access the BigFix Runbook Al Portal. To do so, the user needs to meet the below
requirements:

e Cisco AnyConnect Secure Mobility Client 4.5.05030
e Open Internet Connection

To setup the VPN connectivity, follow the below mentioned steps —
1. Connect to open internet and open Cisco AnyConnect Secure Mobility Client 4.5.05030.

2. Enter the IP address in VPN: tab and click Connect.
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@ Cisco AnyConnect Secure Mobility Client = X

VPN
Ready to connect.

[ 192..160. 154] vl |

Network:
Connected (10.141.234.41)

| HCL-PREMIUM

System Scan:
Mo policy server detected.
Default network access is in effect.

Figure 1 - Setup the VPN connectivity

A security warning message will pop-up.

3. Click Connect Anyway.

(5' Cisco AnyConnect Secure Mobility Client >

ﬁ Security Warning: Untrusted Server
Certificate!
AnyConnect cannot verify server: 192,8,160,188

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known,

Connect Anyway | | Cancel Connection

Figure 2 — Connectivity to VPN

4. Enter the username in Username and Password in the respective fields.

You will be provided with the credentials by the Instructors during the training.
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5. Click OK.

’_ﬂv Cisco AnyConnect | DRYICELABS x

& Please enter your username and password,

Group: dryicelabs ~

Username: | user_name |

Password: | srrersess |

oK Cancel

Figure 3 - Connectivity to VPN (Cont.)

User will be connected to the VPN.

6. Open a browser using the URL provided during the training.

It redirects you to the BigFix Runbook Al Login Page.

Contact us | Copyright © 2016, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.3 | Build Version : 599,

Figure 4 — BigFix Runbook Al Login Page
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2 BigFix Runbook Al Overview

BigFix Runbook Al is an Intelligent Runbook Automation product which is equipped with Artificial
Intelligence, Machine Learning and Natural Language Processing capabilities for simplifying and
automating the Incident / Service Request / Change Request Lifecycle Management. It leverages its NLP
capabilities for analyzing and understanding the context of a specific ticket, recommends the most
relevant solution and even triggers the execution, thereby enabling Zero Touch Automated Remediation.
It also provides Al-driven Knowledge Recommendation by recommending relevant knowledge articles

from various repositories, both internal and external, as and when required by human agents.

When no runbook is available for automated remediation, it searches & downloads relevant executable
codes and scripts for subject matter expert to validate, customize, approve and publish for the future

use.

Detect to Correct Workflow

Trigger alert in RCA Groate Al-Driven Remediation
case of issues |dentification Ticket iService Mancee ent
[ H :
{= : ) H
Sensors Cloud Native < g o
2% Business Process = HCL BigFix :
£ m g Incidents
= Reads, Analyzes, %
Sa Wi E g . Reco’mmerynis i S +
=8  Hybrid Applications = ‘(_;,‘ Service Requests Tasks Solution
- = - : H
ol =1 2 : :
— :
5§ —>: Change Requests Tasks : £
G— :
Networks  Devices ED E H :
Infrastruct £ :
@ D DNTESH S, ° g Closes / Resolve :
= L Tickets s
5 \ = :

OR— = ] /’\t i o :

i loT : S vent Driven : -
@ 2— (o} Remediation : i

Directs the orchestrator to trigger the
action to resolve the issue autonomously

Figure 5 - BigFix Runbook Al Workflow
Intelligent automation powered by BigFix Runbook Al can make a tremendous impact in an enterprise

adjusting to the New Normal:

— Reduce Costs
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e Achieve up to 30% reduction in service desk related costs

e Quick and High ROI

— Mitigate Risks
e Avoid operational risks and ensure compliance by avoiding critical outages
e Reduce escalations and improve SLA compliance by up to 20%
e Achieve up to 85% reduction in MTTTR
— Drive Efficiency
e Automate redundant tasks and let employees focus on more creative activities
e Reduce manual effort by 30% to 60%
e Improve customer satisfaction by up to 50% by providing faster incident and service request

resolutions.

— Rapid Time to Value

e Quick implementation in 6 to 8 weeks*
e Leverage 300+ reusable and configurable runbooks out of the box

e Achieve zero-touch automation state in 4 to 5 months*

*Conditions Apply
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3  Module 1 - Business Case Development -

|dentification of Automation Opportunities

3.1 Introduction

BigFix Runbook Al helps in automating the automation lifecycle itself. Before deciding to propose /
deploy the product in an environment, it can help in evaluating the automation potential in an
environment based on the commonly occurring issues, thereby helping in identifying the need for BigFix

Runbook Al for bringing in automation.

3.2 Lab Exercise 1 — Identification of Automation

Opportunities through Ticket Analysis

3.2.1 Scenario

A company named BigFixRunbookAl, hereby refered to as Organization, is currently having a complex
infrastructure and application landscape with multiple IT service vendors managing different
technologies. They are facing challenges in terms of high error rates due to manual resolution of
voluminous incidents, service and change requests. They are looking for a solution which can help in
automating these monotonous tasks of resolving pre-known issues with standard resolution procedures.
They have connected with Presales team and asked them to propose a solution for the same. With
mutual agreement, Organization has also agreed to share required information with Presales team for

assessing their environment and preparing the proposal accordingly.

In this lab, we will cover the step by step procedure to perform ticket analysis through BigFix Runbook Al

for building the business proposal.
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3.2.2 Prerequisites

User must have the following information before proceeding forward with this exercise.

e Ticket Dump from the Service Management tool with information like type of tickets (Incident,
Service Request Tasks, Change Request Tasks) at least for last 6 months.

Please seek this information from the Instructor.

e Requisite user, role and access privileges to BigFix Runbook Al.
e User should be part of an Organization.

Please note that the ticket dump may include different type of ticket data namely Incident,
Service Request Tasks, Change Request Tasks. However, ensure that the data consolidates in
one file and contains only four columns namely — Ticket Number, Short description,

Description and Date

3.2.3 Solution

Please follow the below steps for identifying the automation potential:
1. Launch a web browser and provide BigFix Runbook Al Web Portal URL.
The BigFix Runbook Al Login Page appears as shown in Figure 2 — BigFix Runbook Al Login Page.

2. On BigFix Runbook Al Login page, type the Login ID. If unavailable, then ask your trainer to provide

the login credentials.



Contact us | Copyright © 2016, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.3 | Build Version : 5997.1

Figure 6 — BigFix Runbook Al Login Page

3. Click Next.

4. Type password in the Password field.



2 superadmin@hcl.com

Contact us | Copyright © 2016, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.3 | Build Version : 5997.1

Figure 7 — Enter Login Credentials

5. Click Login. The BigFix Runbook Al User Console page appears.

@ Home 2 Actions Configuration Reports @ Advance Configuration '{:’ My Favorites Help
°

Actions Configuration

(o]
o

) £ o8 &

Manage Organizations Runbooks Build Models Manage Jobs

\
>

Manage Organizations Runbooks Bulld Models Manage Jobs

Figure 8 — BigFix Runbook Al Admin Console

6. Go to Actions 2 Analysis sub menu and select Ticket Analysis.
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o) Home I;z Actions E Configuration @ Reports @ Advan

Manage Data Sources '
Runbooks >
Build Models
Manage Jobs
RBAC >
Tickets >

Analysis > Ticket Analysis *

Recommendation Analysis

Script Analysis

Figure 9 — Ticket Analysis Selection

7. The Ticket Analysis page appears. To upload the ticket data file as a new analysis, click Add New

Analysis.

Search:

Ana?ysns Runbook Tool
Analysis Name Organization Type

ProcessUniqueBigFixOrg BigfixRunbookAl Incident Management BigFixOrg Successful

Figure 10 — Ticket Analysis

8. For performing the analysis, BigFix Runbook Al requires a .csv file with four columns — Ticket

Number, Short description, Description, and Date. Please refer to the template below for

reference.
Table 2 — Ticket Dump Template
Number Short_description Description Date
INC0054414 CPU Utilization Issue CPU Utilization Issue 9/6/2020 11:51

Please ensure that csv file should contain only the mentioned four columns. This data should
be prepared from the ticket data extracted from the Service Management tool. If multiple
data sheets are available, each having its own set of ticket number and other details, they
should be consolidated into one .csv file. Please ensure to upload only a single csv file for one
customer.

9. On clicking Add Analysis, the Upload Data page appears.

Copyright © 2023 HCLTech 38|Page
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10. Select Organization from the Organization drop-down list.

Upload Data
Organization* -Select- v
Runbook Tool Type* Al v
Analysis Name*
Download Template
Select File* No file chosen

Start Analysis

Figure 11 — Upload Data

11. Type in the Analysis Name. You can use the naming convention:
“OrganizationName_ModuleType”. For e.g. in this case, organization name is BigFixRunbookAl and
module type is Incidents, so the name could be mentioned as “BigFixRunbookAl_Incidents”. We

have considered BigFixRunbookAl_Analysis for this exercise.

12. Click on Choose Files to select the CSV file and upload it as per the format mentioned earlier.

13. Click Start Analysis.

Upload Data
Organization* BigfixRunbookAl v
Runbook Tool Type BigFix -
Analysis Name* BigFixRunbookAl_Analysis
Download Template
Select File* m‘ No file chosen

Figure 12 — Start Analysis

User will be prompted with the success message as depicted in the below.

Copyright © 2023 HCLTech 39|Page
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Alert X

Analysis created successfully.

Figure 13 — Analysis Created Successfully

On clicking Start Analysis, three new jobs are created. These are Unique Clustering, Unique
Script, and Recommendation. The newly added analyses are listed in the Manage Jobs page.

Next step is to enable the jobs which have been created in the previous step.

14. Go to Actions and click Manage Jobs.

(o) Home L2 Actions 2] configuration B Reports

Manage Data Sources <

Runbooks >
Build Models b
RBAC b
Tickets »
Analysis >

Figure 14 — Manage Jobs

15. On Manage Jobs screen, click filter icon next to Organization and search for “BigFixRunbookAl” for

which analysis has to be done.

Copyright © 2023 HCLTech 40| Page
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Manage Jobs

*Date Format :- (MM/DD/YYYY hh:mm:ss) in UTC

Archived Analysis Jobs Enable Jobs Disable Jobs
u she u o T Sresnizaton u Sete u Hoddeame T Somponentiame u m
Yes

PurgeDataBlgflxRunbookA 293 BigfixRunboo Show items with value that: Generic Service 04/05/2023
11:23:00
Is equal to v
O  Yes HangJobReportingBigfixR 294 BigfixRunboo BigfixRunbdokAl NA Generic Service 04/04/2023 % &
unbookAl 14:22:37 (o]
CLEAR FILTER
O Yes HistoricalDataCleanUpBigf 295 BigfixRUnbooRAr—otcueostur—tar——— NA Generic Service 04/21/2023 @ &
ixRunbookAl 14:49:11 ()
O VYes CollectincidentsBigfixRunb 296 BigfixRunbookAl = Successful = ServiceNow Incident Data Collector 04/04/2023 @ &
ookAl Management 14:22:12 (o]
O Yes RunParsingBigfixRunbook 297 BigfixRunbookAl  Successful ~ ServiceNow Incident Parsing 04/04/2023 BE &
Al Management 14:22:00 1)
O  Yes ProcessAutoBigfixRunboo 298 BigfixRunbookAl = Successful | ServiceNow Incident Generic Service 04/04/2023 % &
kAl Management 14:22:50 )

Figure 15 - Manage Jobs (Cont.)

16. You will see the list of three jobs for your organization:

e ProcessUnique (Unique), responsible for clustering the tickets into unique categories. Each
bucket comprises of tickets with similar issues.

e FetchUniqueRecommendation (Recommendation) — Responsible for providing relevant
runbook recommendations for the respective ticket categories.

e FetchScriptForUnique (Script) — Responsible for searching and downloading relevant scripts
from open data sources for ticket categories for which runbooks are not available within BigFix
Runbook Al.

Manage Jobs

*Date Format - (MM/DD/YYYY hh:mm:ss) in UTC

Archived Analysis Jobs Enable Jobs Disable Jobs
Enabled Y| Name Y | Jobld Y| Organization Y | Status Y| Service Name Module Nam Y| Component Name Y

0O FetchUniqgueRecommenda BigfixRunbookAl Queued ServiceNow Incident iRecommend 03/21/2023 % ﬁ 0
tionBigfixRunbookAl Management 11:41:14

O No FetchScriptForUniqueBigfi 301 BigfixRunbookAl  Queued ServiceNow Incident Unique Script 03/21/2023 Bae9
xRunbookAl Management 11:41:14

O No FetchClusterldBigfixRunbo 304 BigfixRunbookAl ~ Queued ServiceNow Incident Fetch Unique Cluster 03/21/2023 = & D

okAl Management 11:41:14

Figure 16 - - Manage Jobs (Cont.)

17. Select the checkbox for ProcessUnique job and click Enable Jobs.
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Manage Jobs
*Date Format :- (MM/DD/YYYY hh:mm:ss) in UTC
B | Enabled Y| Name Y | Jobld Y| Organization Y| Status Y| Service Name Module Nam Y} Component Name Y| Next Run i
0O Yes ProcessAutoBigfixRunboo 298 BigfixRunbookAl  Successful ~ ServiceNow Incident Generic Service 04/04/2023 = & =y
kAl Management 14:22:50
O  VYes ProcessUniqueBigfixRunb 299 BigfixRunbookAl  Pending ServiceNow Incident Unique Clustering 03/21/2023 = o
00KAI Verification Management 11:41:14

Figure 17 - Manage Jobs (Cont.)

For ticket analysis, ProcessUnique should be run before FetchUniqueRecommendation and
FetchScriptForUnique. Therefore, user should enable job corresponding to iUnique
(ProcessUnique) only and rest should only be enabled once it has been completed.

18. Go back to Actions—> Analysis = Ticket Analysis screen. You should see the entry corresponding to
enabled job for ProcessUnique. Initially the status will be “In Progress” and will change to “Pending

Verification” once the job is complete.

Ticket Analysis Add New Analysis

Search:

Analysis Runbook Tool
Type Analysis Name Organization Module Type

ProcessUniqueBigfixRunbookAl BigfixRunbookAl Incident Management \nbnﬁad and Pending ®F % *

Figure 18 - Manage Jobs (Cont.)
Next step is to build / approve the analysis.

19. In the Action column, click B (Click to Build/Approve Analysis) icon. On the new screen, scroll

down and click Verify.
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View Ticket Export Summary Import & Build Analysis

Similarity Score <=90

Canonical Summary Y

@ BigfixAl ||Playbook will create a new database in oracle.Playbook will make a new database in oracle.|[DB_Name: mynewdb1|[Tenantld: ActionSite |[ComputerName: S ( Count : 7)

@ BigfixAl || Playbook drops a given tablespace from PostgreSQL instance. It will discard the given PostgreSQL tablespace. || Tenantld: ActionSite |[tbsname: newtbs ( Count : 5)
@ BigfixAl ||Playbook will create a new undo tablespace of a given name and of specific size in Oracle database specified.Playbook to make a new undo tablespace o ( Count : 5)
@ BigfixAl || Playbook will create the local role inside a specified pluggable database/container of container database in oracle.Playbook to make a new local rol ( Count : 4)

@ BigfixAl ||Playbook will create spfile on a oracle database instance. Playbook will help provision a new spfile for oracle database||mysid: CDB ||Tenantld: Acti ( Count : 3)

@ BigfixAl || Playbook will create a new role in oracle database.A new role will be created by the playbook in oracle.||mysid:CDB || ComputerName:SRALIDBOTHCO003 | ( Count : 3)
@ BigfixAl || Playbook will create a new pluggable database in Oracle.Playbook will make a new pluggable database in oracle server.||admin_pass:pass14234||Tenantl ( Count : 3)
@ BigfixAl || Playbook will compile invalid objects for oracle database instance. It will check and list out the invalid objects || ComputerName : SRALIDBOTHCO003 ( Count : 3)

@ BigfixAl || Playbook will drop the postgres instance from a server by uninstalling all the postgres packages.Playbook will delete the postgresgl cluster.|[Compu ( Count : 2)

@ BigfixAl || Playbook to start the oracle listener. It will activate the oracle listener.||mysid: CDB ||Tenantld: ActionSite ||listener_name: listener12 || Oracl ( Count : 2)

Figure 19 - Manage Jobs (Cont.)

User should define the Discriminator before clicking on Verify if the ticket corresponding to same
type of issues for different domain lands in the same bucket. Please refer to BigFix Runbook Al

Configuration Guide for more details.

20. User will be redirected to Ticket Analysis screen and status of the analysis should be Verified and

Pending Merge.

Ticket Analysis

Search:

Analysis Rnnbook Tool
Type Analysis Name Organization Module Action

ProcessUniqueBigfixRunbookAl BigfixRunbookAl Incident Management Verified and Pending @ [ G %
Merge

Figure 20- Manage Jobs (Cont.)

21. In the action column, click | (Click to Merge Analysis) icon. It will take you to Merge Analysis

screen.

22. Scroll down to the bottom of the page and click Final Submission.
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Merge Analysis
] Newly added disk device on linux server 10.x.xx = No data found
[ Inra | SCOM | 4585| OS memory report generation on X.x.x.x
[ xxxx server needs dot net to be installed on server
[ Needs to download a file on a new linux server 10.xx.x
[ Trying to download file on server 10.xxx
[ Software file not downloading on server 10.x.x.x
(] Drive quota on linux server x x x.x to be chacked
[ xx.xx { Drive Quota) Drive gouta to be changed on windows server x.x.x.x
1 RF: Mndifu driva anita an sanery v v ¥ T
Records 1 - 50 of 97 5

m Save Final Submission

Figure 21 - Manage Jobs (Cont.)

23. User will get a message Merge Analysis saved successfully and user will be redirected to Ticket
Analysis page again as shown in Figure 18 - Manage Jobs (Cont.). The status of analysis will change

to Successful.

IS
Search: Q

Analysis Runbook Tool
Type Analysis Name Organization Module Type
csv ProcessUniqueBigfixRunbookAl BigfixRunbookAl Incident Management ALL Successful

Figure 22 - Manage Jobs (Cont.)

24. Once the ProcessUnique (iUnique) job is completed, user needs to enable
FetchUniqueRecommendation (Recommendation) job. Since, Recommendation system processes
tickets in batches. Therefore, if ticket count is very high then user should define number of tickets

which should be processed at once under job properties.
25. Go to Actions = Manage Jobs. Filter the jobs for BigFixRunbookAl.

26. Click % icon under the Action column corresponding to the Recommendation component.
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Component Seme Y

iRecommend 03/21/2023 11:41:14 =] O

iRecommend 04/04/2023 14:55:31 =K- RS

Figure 23 - - Manage Jobs (Cont.)

27. In the popup window, click Parameters and change the values of FetchTicketCount and

ReturnRunbookCount as shown below:

Job Actions x

General Parameter -

IsRebind This determines whether we need fo rebind 1
or not

FetchTicketCount This is the number to restricis the number of

2500
tickets to be returned
ReturnRunbookCount This is the number of run books to be 5
returned
UseRepositoryRunbook This is used to identify from where we have -
to pick the run books

I nnnarSiata This ie tn datarmina whathar rdatailad lnnnina

Note " : - All dates on this page are in GMT.

Figure 24 - Manage Jobs (Cont.)

28. Click Save.

29. Select checkbox for Recommendation (FetchUniqueRecommendation) for that analysis and click

Enable Jobs.
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Manage Jobs

- Avchved Analysis Jobs

Enabled Y‘ Name Y| Jobld Y| Organization Y| Status Yi Service Name Module Name Y| Component Name

0 Yes CollectincidentsBigfixRunbookAl 296 BigfixRunbookAl Successful ServiceNow Incident Management  Data Collector 03/25/2023 11:15:26 BEe9

O | Yes RunParsingBigfixRunbookAl 297 BigfixRunbookAl Successful ServiceNow Incident Management  Parsing 03/25/2023 111515 BEe9

0O Yes ProcessAutoBigiixRunbookAl 298 BighixRunbookAl Successful ServiceNow Incident Management  Generic Service 03/25/2023 11:15:14 =K 2]

o N ProcessUniqueBigfixRunbookAl 299 BigfixRunbookAl Queued ServicoNow Incident Management | Unique Clustering 0312172023 11:41:14 BEa9

O No FetchUniqueRecommendationBigl 300 BigfixRunbookA! Queued ServiceNow Incident Management  iRecommend 0372112023 11:41:14 EeD
XRUNbOOKA!

O N FetchScriptForUniqueBigfixRunbo 301 BigfxRunbookAl Queued ServiceNow Incident Management  Unique Script 03/21/2023 11:41:14 =K - 2]
kAl

0O Yes ReleaseTicketsBigfixRunbookAl 302 BigfixRunbookAl Successful ServiceNow Incident Management  Release Service 03/25/2023 11:15.58 EeD

Figure 25- Manage Jobs (Cont.)

30. Go to Analysis 2 Recommendation Analysis. Here, you will see that the recommendation for

analysis is in ‘In Progress’ state. The status will change to Successful once the analysis is complete.

Recommendation Analysis

csv FetchUniqueRecommendationBigfixRunbookal BigF xRunbookAl Incident Management Successful @ D

Figure 26 - Manage Jobs (Cont.)

31. Click @ icon in Action column for the recommendation analysis. A popup window

Recommendation Details appears.
32. Click Show Details to view detailed analysis.

33. Click Export to download the analysis.

Enrich Recommendation

Bucket Description Y | Runbook Y | Approve Runbook ¥ | Confidence Score ¥ | SOP Required Y

add DNS A type record for host name dryi...more Hyper-V_HostStateVM_LoadBalancing @ 45.00
(7] application needs dot net to be installe__more Hyper-V_HosiStateVM_LoadBalancing @ (] (0] 61.00 O
[7] Azure | Health check | check the status _more documentDB_loop @ 4 o o 63.00 (]
(7] Check DNS server diagnostic and logging ...more Hyper-V_HosiStateVM_LoadBalancing @ o o 45.00 ]
[7] check installed drivers | xx.xx Hyper-V_HosiStateVM_LoadBalancing @ (1 (] o 66.00 O
7] check OS memory configuration | x.xxx VDI_Memory_Uplift_Request @ [ o (0] 81.00 ]

Figure 27 - Manage Jobs (Cont.)
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34. A CSV file will be downloaded with Recommendation details for the analysis. The downloaded file
will have following columns - ID (Ticker Number), Original Summary (Canonical Description),
Runbook Name (Name of recommended runbook), Similarity (Confidence Score) and Count

(Number of tickets similar to current ticket for dump under analysis).

35. To calculate the automation percentage, user can filter on Similarity field i.e. >=0.60. It will show
only those incidents corresponding to which recommended runbook confidence score is greater
than or equal to 0.60. Thereafter, sum all numbers corresponding to column Count for leftover
rows and divide them by the total number of tickets in dump. It will give you automation
percentage. Also, the Original Summary column will provide the list of indicative use cases.

Filter value in above text i.e. >=0.60 can be changed as per the customer data. If you see

there are some tickets with recommendation whose similarity is less or greater than 0.60
then you can either increase or decrease filter values respectively.

Additionally, this file can further be shared with the Runbook Automation SMEs to identify cases
corresponding to which BigFix Runbook Al doesn’t have runbooks but can be potentially

automated if SOPs are available.

3.2.4 Conclusion

Through this module, we have covered the step by step procedure to identify the automation potential
from the ticket dump shared by an organization. It helps in assessing the applicability of BigFix Runbook

Al for enhancing automation within their environment.

Considering that an organization has agreed to deploy BigFix Runbook Al to bring in automation in their

environment, let’s explore the procedure of installing BigFix Runbook Al in the next module.

3.2.5 Related Documentation

e BigFix Runbook Al Configuration Guide
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4

4.1

4.2

4.2

4.2

Module 2 — Installation of BigFix Runbook Al

Introduction

BigFix Runbook Al is a scalable product and is built as per multi-tenant architecture. It includes various
components which enable different features and functionalities. This module covers the procedure for
installing BigFix Runbook Al product in various scenarios, including mandatory and optional components
based on requirements. We will also cover the installation of BigFix Runbook Al in HA mode along with
the required configuration. It also covers various considerations that the user needs to make before
proceeding with the installation like environment planning, hardware provisioning, installation of
prerequisites and others.

Let’s begin with the Environment Planning.

Lab Exercise 1 — Environment Planning

.1 Scenario

A senior IT architect from an organization has inquired about the various deployment options and
respective hardware sizing in order to prepare for the deployment of BigFix Runbook Al in their

environment.

In this lab, we will discuss the categorization of environments based on various parameters enabling the

user to arrive at the appropriate sizing for the hardware required for deployment of the product.

.2 Prerequisites

User must have the following information (or else seek this information from the architect) before
proceeding forward with this exercise —

e Volumes of tickets created in the ITSM tool on daily, weekly and monthly basis.

e Volume of unique tickets

e Volumes of documents to be processed

e Volume of search queries expected
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4.2.3 Solution

There are various parameters that need to be considered for arriving at the hardware sizing as listed

below:

e Number of Tickets — Number of tickets raised in ITSM tool on a monthly basis

e Number of Unique Tickets — Number of unique kinds of tickets created on a monthly basis

e Number of Documents Processed — Number of documents / knowledge articles ingested in the

system for knowledge search and analysis

e Number of Search Queries — Number of search queries made by the users on a monthly basis

e Concurrent Executions — Number of concurrent executions of tickets

Based on the above listed parameters, hardware sizing has been divided into three categories as

mentioned in the below table —

Table 3 — Hardware Sizing
# Unique # Search

Environment  # Tickets . # Documents . Concurrent
. Tickets Queries** .
Indicator (per month) Processed** Executions***
(per month) (per month)
Less than Less than Less than
Small
30,000 Less than 500 1,000 5,000 up to 100
. 30,000 to 1,000 to 5,000 to
Medium ! ! !
60,000 500 to 1,000 3,000 10,000 up to 200
Large 60,000 to 1,000 to 3,000 to 10,000 to Ub to 400
1,50,000 3,000 5,000 30,000 P

* Data Retention is only applicable for the tickets data

** Applicable when iKnowledge module is installed

Data
Retention*

6 months

6 months

6 months

*** Concurrent Executions have been arrived at based on the limitation of the RBA tool for

runbook executions and the ITSM tool for pushing tickets into BigFix Runbook Al.

For e.g., a small environment can process at most 30,000 tickets per month, at most 500
unique tickets per month, at most 1000 documents and at most 5,000 search queries. The

concurrent executions are limited to 100.

For the purpose of the all the lab exercises covered in this manual, we are going to make use of Small

Environment. The specifics are mentioned in the table below.
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Table 4 — Small Environment Hardware Details

Operating
Application )
. 2 VCPU, 4 GB system
+Web 1 Virtual 2 GB RAM NA 50 GB Windows
RAM
Server Server 2016,
64-bit
Microsoft SQL ;)yp;i;:mg
Database B 2016 - i
1 Virtual 4vCPU, 8G Not Applicable server 2016 100 GB = Windows
Server RAM Standard
Edition Server 2016,
64-bit
Operating
Advanced Al System -
Server i
. 2 VCPU, 8 GB Windows
+ 1 Virtual 4 GB RAM NA 50 GB Server 2016,
RAM .
Mongo DB + 64-bit
Solr Mongo DB +
Solr

For e.g., some of the exercises, we will be covering installation in HA mode for which users can refer to
the installation guide for details on hardware sizing.

BigFix Runbook Al also requires certain prerequisites to be available before the product installation. Refer
to the Prerequisites Guide for installing the prerequisites.

Ensure that the hardware is provisioned as per the environment finalized and the prerequisites are

installed before proceeding with the installation in next exercise.

4.2.4 Conclusion

Through this exercise, we have covered the step by step procedure to identify the automation potential
from the ticket dump shared by an organization. It helps in assessing the applicability of BigFix Runbook

Al for enhancing automation within their environment.

Now, let’s explore the installation procedure for BigFix Runbook Al.
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4.3 Lab Exercise 2 —Installation of BigFix Runbook Al

without Document Search and Analysis in non-HA

mode

4.3.1 Scenario

An Organization has asked for installation of BigFix Runbook Al in non-HA mode. They are looking for
only automation of IT operations without Document Search and Analysis functionality. You are part of

the implementation team who has been asked to prepare the environment based on the requirements.

In this lab, we will showcase the detailed procedure for installing BigFix Runbook Al without Document

Search and Analysis in non-HA mode.

4.3.2 Prerequisites

e Hardware should be provisioned for a small environment (non-HA mode) as mentioned in the
BigFix Runbook Al Installation Guide — One Server for Web & App Components and One
Database Server

e All the prerequisites mentioned should be installed on the servers as mentioned in the
prerequisite guide

e Database credentials should be available
e The user should have “Write” permission on the Apache24 folder

e The user should have access to the BigFix Runbook Al installer exe
4.3.3 Solution

1. The user should have access to the BigFix Runbook Al installer exe.

2. Copy the installer on the server meant for Web and Application components. In this scenario, both

Web and Application Components resided on one server.

3. Browse the Installer.exe in the folder and click Run as administrator to start installation. On

running the exe, the following page appears.
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D BigFix Runbook Al Installer (newinstall) Version - 6.3

Product Installation

Welcome To Installer

Figure 28 — iAutomate Implementation

4. Click Start, the following page appears. It will extract required binaries

0] BigFix Runbook Al Installer (newinstall) Version - 6.3 = X

BigFix Runbook Al Installer Version - 6.3

® New Installation

O Upgrade

Figure 29 — BigFix Runbook Al Installer Welcome Page
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5. Click Next. The page lists the setup required for installation in the left pane and the details of the

selected setup in the right pane.
6. The next step is to populate the database details.
4.3.3.1 Database Details
For this exercise, the authentication type is considered as SQL Server Authentication for database.
1. On the Database Details view, type the Server Name and the Database Instance Name.
2. Select Authentication Type as SQL Server Authentication.
3. Inthe UserName and Password fields, type username and password to access the server.
4. Inthe Database Name field, iAutomateDB is auto filled by default.
5. To check the connectivity to a server using the credentials provided, click Check Connection.

6. This displays a message for Connection Success or Connection Failure. Successful connection to the

database enables the Next button.

Database Details @
Server Name + ‘ ocalhost |
Database Instance Name ‘Enter DB Instance |
Authentication SQL Server Authentication i
User Name * ‘sa |
Password = ‘ """"" |
Database Name = ‘ AutomateDB |

Figure 30- Database Details

7. Click Next to get to the Component Selection view.
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4.3.3.2 Component Selection

BigFix Runbook Al Lab Manual

1. Select Web Component and Application Component.

B3 DamaBAsE DETAILS Component Selection Web Ul Name

~
[J] web Component Web APl Name
COMPONENT SELECTION Web Ul _
Web API iRecommend Name

[ Application Component Entity Name
iParse Name
iParse

oﬁ CONFIGURE MONGODB AND SOLR iRecommend
Entity
oﬂz SERVER CONFIGURATION iUnique
Data Collector

iUnique Name

Data Collector Name
Generic Executor

Generic Executor Name

N4 PRE-REQUISITE CHECKER RBA Executor

Release RBA Executor Name

Generic Listener
o@ CONFIGURE ADMIN DETAILS AD Sync Release Name

Email Service AD Sync Name

[0 Advanced Al Component

fﬂ INSTALLATION iKnowledge Email Service Name

KnowledgeRating v iKnowledge Name

View Installation Guide select All <
O sigFix

Port

Port

Port

-
e
1

Port

-
e
2

HCL.iAutomate.Generick

HCL.iAutomate.EmailSer

T Z||E||=E (||| E|[|E|[E||[=2||=2
SRR
E||5 E||E F E E E||EEEEE
g SRS SIellg|IS]|E]8]8
2(\8(\d||8||a||3||3|3||3|(2)|2||B||2
AEEEEEEREEEE
= g EF T F =2
g A " 28 |°

9000

9003

8006

8009

>

Figure 31 — Component Selection

The administrator can add or remove components based on their environment as decided

during the planning phase.

2. Click Next to get to the Server Configuration view.
4.3.3.3 Server Configuration

1. The IP Address / Hostname is auto-populated.
2. Select the Account Type as Domain Administrator.

3. Type in the organization domain in Domain field.

4. Inthe UserName and Password fields, type the login credentials.

5. Click Check User Validity to ensure the following:

e User should be part of domain defined in field Domain Name
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e User should have administrative privileges to install BigFix Runbook Al components

6. Click Browse to specify the appropriate Installation Path to install the server components.

7. On successful connection to the server, a Validation Successful message appears beside the

Password field.

Eg DATABASE DETAILS

iZ COMPONENT SELECTION

ogck CONFIGURE MONGODBE AND SOLR

@ SERVER CONFIGURATION

W PRE-REQUISITE CHECKER

Server Configuration

IP Address/HostName =
AccountType =
Domain =

User Name =
Password =

Installation Path =

“Emter Server |Paddress/HostName

Domain Account v

‘Emter Domain

‘V'H\E"H a_as

‘Emter Password

Check User Validity

0{9 CONFIGURE ADMIN DETAILS

{!) INSTALLATION

View Installation Guide

O siorx

Figure 32 - Server Configuration

8. Click Next to get to the Pre-requisite Checker view.

4.3.3.4 Pre-requisite Checker

Pre-requisite Checker is responsible for checking if all BigFix Runbook Al installation prerequisites have
been met before beginning the installation setup. It identifies all the missing pre-requisite software and
utilities and highlights to the user. User will have to ensure that the identified prerequisites are installed

before proceeding further

1. Click Run to begin the process.
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B Pre-Requisite Checker @
& DATABASE DETAILS
‘= COMPONENT SELECTION IP Address/Host Name Component Prerequisite Status  *
1AL APMYCTOOL Web Ul Checking For Port 80
m CONFIGURE MONGODE AND SOLR! 1ALUWI APMYCTOD1 ‘Web Ul Checking For Microsoft .NET Framework 4.8
TALWI APMYCTOOL Web Ul Checking For Microsoft ACE.OLEDB.12.0
1ALWI APMYCTOOL Web Ul Checking For 11§
.@ SERVER CONFIGURATION AL APMYCTOOL Web Ul Checking For Certificate
1ALV APMYCTOOL Web Ul Checking For PythonCertificate
1ALV APMYCTOOL Data Collector Checking For Port 8012
1ALV APMYCTOOL Data Collector Checking For Microsoft .NET Framework 4.8
1ALV APMYCTOOL Data Collector Checking For Certificate
ﬁ CONFIGURE ADMIN DETAILS 1ALV APMYCTOOL Email Service Checking For Port 9025
AL APMYCTOOL Email Service Checking For Microsoft .NET Framework 4.8
I ALM APMYCTOOL Email Service Checking For Certificate
‘f} INSTALLATION 1AL APMYCTOOL Generic Executor Checking For Port 8015
AL APMYCTOOL Generic Executor Checking For Microsoft .NET Framework 4.8
v
View Installation Guide ® Failed but not mandatory | X Faited and mandatory | " Success

Figure 33 - Pre-Requisite Checker

The Pre-requisite Checker always runs as part of the BigFix Runbook Al setup.

A progress bar appears while the Pre-Requisite Checker runs.

Pre-Requisite Checker

@

IP Address/Host Name Component Prerequisite Status  *
Web Ul Checking For Port 8001 V4

localhost Web Ul Checking For Microsoft NET Framework 4.6 V4
localhost Web Ul Checking For Microsoft ACE.OLEDB.12.0 v
localhost Web Ul Checking For 115 "
localhost Web Ul Checking For Certificate V4
localhost Web Ul Checking For PythonCertificate V4
localhost Data Col Checking For Port 8012
localhost Data Coll Checking For Microsoft NET Framework 4.6
localhost Data Collector Checking For Certificate
localhost Generic Executor Checking For Port 8015
localhost Generic Executor Checking For Microsoft .NET Framework 4.6
localhost Generic Executor Checking For Certificate
localhost iParse Checking For Port 8006
localhost iParse Checking For Python 3.6.0 "

® Failed but not mandatory | X Failed and mandatory | " Success

Figure 34 - Pre-Requisite Checker (cont.)

2. Inthe Status column, each pre-requisite is marked as Success or Failure
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Pre-Requisite Checker

Total No of Request

74 | Successful 55 | Failed 19

IP Address/Host Name Component Prerequisite Status
localhost Web Ul Checking For Certificate v
localhost Web Ul Checking For PythonCertificate v
localhost Data Collector Checking For Port 8012 X
localhost Data Collector Checking For Microsoft \NET Framework 4 8 v
localhost Data Collector Checking For Certificate v
lacalhost Ernail Service Checking For Port 9025 X
localhost Ernail Service Checking For Microsoft \NET Framework 4.8 v
localhost Ernail Service Checking For Certificate v
localhost Generic Executor Checking For Port 8015 X
localhost Generic Executor Checking For Microsoft .NET Framewaork 4.8 v
localhost Generic Executor Checking For Certificate v
localhost iKnowledge Checking For Port 8024 )(
localhost iknowledge Checking For Python 3.6.0 v
localhost iKnowledge Checking For Apache 2.4 v

® Failed but not mandatory | X Failed and mandatory |+ Success

Figure 35 - Pre-Requisite Checker (cont.)

~

3. In case of Failure, Re-Run button appears. Please ensure that the identified issue is resolved and re-

run the pre-requisite checker.

4. Please refer case failure as mentioned in figure. This is quite common error where port 80 is not

available. In this case, select a different port from component selection page or remove default

website from IIS.

5. Upon successful validation of all pre-requisites, Next is enabled. Click Next to get to the Configure

Admin Details view.
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Pre-Requisite Checker @

Total No of Request 46 | Successful 46 | Failed 0

IP &ddress/Host Name Component Prerequisite Status
localhost Web Ul Checking For Microsoft ACE.OLEDB.12.0 a
localhost Web Ul Checking ForllS v
localhost Web U| Checking For Certificate v
localhost Web Ul Checking For PythonCertificate v
localhost Data Collector Checking For Port 8014 v
localhost Data Collector Checking For Microsoft \NET Framework 4.8 v
localhost Data Collector Checking For Certificate v
localhost Ernail Service Checking For Port 9026 v
localhost Email Service Checking For Microsoft \NET Framework 4.8 v 4
localhost Email Service Checking For Certificate v
localhost Generic Executor Checking For Port 8016 v
localhost Generic Executor Checking For Microsoft \NET Framework 4.8 v
localhost Generic Executor Checking For Certificate v
localhost iParse Checking For Port 8007 v .

- e mamn .

® Failed but not mandatery | X Failed and mandatory |/ Success

Figure 36 - Pre-Requisite Checker (cont.)

4.3.3.5 Configure Admin Details

To configure Super Administrator user for BigFix Runbook Al, perform the below steps:
1. Type the new administrator’s Name, Email and Password.

2. Enter the same password again in Re-enter Password field.
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FoY oo mmms Configure Admin Details @
o Name = |F_nter Name |
'= COMPONENT SELECTION
Email = lEnter Email ‘
&% CONFIGURE MONGODB ANDSOLR  password = [Enter Password |
Re-enter Password * |Re-enter Password ‘
,{6 SERVER CONFIGURATION
Password Policy: Password must contain at least 1 capital letter,1 small letter,1 numberand 1 special characterand 8-15 characters length.
2 .
' PRE-REQUISITE CHECKER Space notallowed.Only!,@,#,$,% Special characters are allowed.

@ CONFIGURE ADMIN DETAILS

ﬁ) INSTALLATION

View Installation Guide

Q BigFix

Figure 37 - Configure Admin Details

If the database provided in the Database Setup already exists at the time of installation, then

the Configure Admin Details page will remain unavailable.

Please ensure password should be of least 6 characters; and Password and Re-enter Password

should match. Post installation, the administration console can be accessed by this Super

Administrator user.

3. Click Next to review the information provided so far.

4.3.3.6 Installation

1. Before proceeding with installation, review the information provided so far. To make any changes,

Click Back to go back to previous views.

2. Click Run to begin the installation process.
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i Overall Status : Not yet started @
E‘é DATABASE DETAILS Installation
Server Type : Database
Server Details
‘= COMPONENT SELECTION IP/Hosthame Address :localhost
JB Database
CONFIGURE MONGODB AND SOLR
Database Instance
Database Name: iAutomateDB
.(9 SERVER CONFIGURATION
Server Type : Web | Application
N4 PRE-REQUISITE CHECKER yp . I PP
Server Details
IP Address :localhost User Name : DryiceUser
.(!1 CONFIGURE ADMIN DETAILS
WebUI
Component Name: Web Ul
ISTACCATION Site Name: HCLiAutomateBaseUl
Path : C:\Newfolder
View Installation Guide
e Blgle Back Run

Figure 38 — Installation

3. The progress bar displays the installation progress.

Installation OverAll Status In Progress @

Server Type : DataBase
Server Details

IP/Hostname Address : localhost

DataBase
DataBase Instance:
Database Name: iAutomateDB

Server Type : Web
Server Details

IP Address : localhost UserName : DrylcelUser

Web Ul

Component Name: Web Ul
Site Name: HCLiAutomateBasell
Path : C:\iAutomateComponent

Figure 39 — Installation (cont.)

4. In case of any installation failure, error messages for the corresponding component appear on the

screen. Click Rollback button to uninstall the components and re-run the Installer after resolving
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the issues. To perform the cleanup, delete all the folders manually on the servers’ installation path

provided earlier. Contact the product team administrator for further assistance.

Installation OverAll Status Fail @
IP/Hostname Address : localhost A

DataBase
DataBase Instance: Success

DataBase Name: iAutomateDB

Server Type : Web
Server Details

IP Address : localhost UserName : DrylceUser

Web UI
Component Name: Web Ul Folderffile is missing at Sourcepath C:\D Drive\|Aul

Site Name: HCLiAutomateBasell

< >
Path : C:\iAutomateComponent
Web API
Component Name: Web API Success y
< >

Roll Back

Figure 40 - Installation (cont.)

5. Once the installation is successful, Launch Application button appears.

Repol’t OverAll Status : Success @

Server Type : DataBase
Server Details
IP/Hostname Address : localhost

DataBase
DataBase Instance Success

DataBase Name: iAutomate DB

Server Type : Web
Server Details

IP Address : localhost UserName : DrylceUser
Web Ul

ComponentName: Web Ul Success
Site Name: HCLiAutomateBasell

Path : C:\iAutomateComponent

Launch Application

Figure 41 - Installation (cont.)

Copyright © 2023 HCLTech 61| Page



() BigFix

6. Click Launch Application to launch BigFix Runbook Al website.

® Web Ul can take bit more time in launching application as IS is configuring website for first time. WebSite URL : -
http://localhost:8001

Figure 42 — Launch Application

Navigate to the {PythonHome}/Lib/site-packages/pkg_resources/ vendor folder and Delete
the below marked folders.

Data (C:) > Python38 > Lib > site-packages > pkg_resources > _vendor v | ®
~
_pycache__
V] importlib_resources AM
M jaraco AM

more_itertools
packaging
v pyparsing
A _init__

# appdirs

# Zipp

Figure 43- Delete Folders before launch

7. Restart all Apache/ Python component services.

8. Click Launch Application button to start BigFix Runbook Al.

System will take some time to configure everything. Please wait for some time after clicking
on OK button.



Contact us | Copyright © 2016, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.3 | Build Version : 5997.1

Figure 44 — BigFix Runbook Al Login Page

4.3.4 Conclusion

Post the conclusion of this exercise, you should have a thorough understanding of the installation of
Bigfix Runbook Al Web and Application components small environment in non-HA mode.

Now, let’s explore the installation procedure for other modes and scenarios.

4.4 Lab Exercise 3 —Installation of BigFix Runbook Al

without Document Search and Analysis in HA mode

4.4.1 Scenario

An organization has asked for installation of BigFix Runbook Al in High Availability (HA) mode. They are
looking for only ticket resolution automation without Document Search and Analysis functionality. You
are part of the implementation team who has been asked to prepare the environment based on the

requirements.

In this lab, we will showcase the detailed procedure for installing BigFix Runbook Al without Document

Search and Analysis in HA mode.
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4.4.2 Prerequisites

e Hardware should be provisioned for a small environment (HA mode) as mentioned in the BigFix
Runbook Al Installation Guide — One Server for Web components, One Server for App
Components and One Database Server with Cluster enabled

e All the prerequisites mentioned should be installed on the servers as mentioned in the
prerequisite guide

e Database credentials should be available

e Shared drive between servers should be available.

e All the required ports should be load balanced.

e The user should have “Write” permission on the Apache24 folder

e The user should have access to the BigFix Runbook Al installer exe

4.4.3 Solution

Copy the installer on the servers meant for Web and Application components. In this scenario, Web and

Application Components are to be hosted on different servers.

1. Toinstall BigFix Runbook Al components, follow the steps mentioned in the Lab Exercise 2 on both

Web and Application servers.

Once the installation of Web and Application components is complete on both servers, next step

is to perform the load balancer configuration to enable HA mode.

Load Balancer Configuration
1. Press Win+R and type services.msc.

2. Click OK to open lIS.



I Run *

Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.

=]

Open: TR .

Cancel Browse...

Figure 45 - Load Balancer Configuration

3. Expand Sites in Connections section and click HCLiAutomateBaseUI.

&5 Start Page
- < [
----- L=} Application Poals
v - @ Sites
. &P HCLitutomateBasell
v @ HCLifutomateWEBAP|
-] bin
| ifutomateWebfpilog
- KRS
- scripts

Figure 46 - Load Balancer Configuration (cont.)

4. Click Bindings in the Edit Site section.
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File  View Help

BigFix Runbook Al Lab Manual

e HCLiAutomateBaseUl Home

B Explore

Edit Permissions.,.

Management

Configurat..
Editor

Filker: « % Go - G ShowAll | Groupby: Ares - B-
L2 Application Pools ASPNET
v (@ Sites -y & , p = e %
b= a (G 2 =
) @ Dstauke s & @ e BF © 9 4
> 49 HCLifutomateBaseUl JNET JNET NET Error NET NET Profile  .NETRoles  .NET Trust  .NET Users
5 € HCLibutomate WEBAPI Authorizat.. Compilation Pages Globalization Levels
)
dE R & =
Machine Key Pagesand  Providers  Session State SMTP E-mail
Controls
s
Y i 5 N e
£ A g4 e @ =
A Authentic..  CGl  Compression Defoult  Directory EmorPages  Handler
Document  Browsing Mappings
I F | @=
@ = #H = & §
Logging MIMETypes Modules  Output  Request  SSLSettings
Caching  Filtering

J— =
= | lab)
Applicstion  Connection

ngs Skrings
HTTP ISAPI Fitters
Respon...

Edit Site

w Applications

View Virtusl Directones

Manage Website

Z Restart

P Stant

| Stop
Browse Website

[®] Browsse 80 (http)

[8] Browsse *:443 (https)
Advanced Settings..
Configure

Limits...

@ Help

Figure 47 - Load Balancer Configuration (cont.)

. Site Bindings ? *
0 HCLiAutomate :
B Explare
Filter: .o | Twpe Host Mame Port IP Address Binding Informa... Add... ‘ Edit Permmissians...
hitt 8080 * i c
ASP.NET P Edit, Edit Site
b & Bindings...
::& @ Rernowe Basic Settings...
MET MET N Wiewe Applications
Authorizat.. Compilation Browvse o —
ﬁ Manage Website '@
_ =
Machine Key  Pages and P & FRestart
Cantrals P Start
s 8 Stop
) Browse ¥¥ebsite
K-
0= B Browse %8080 (http)
AP Authentic.. Aibvanced Settings..,
b Close Configure
ﬁ‘ ﬁE Lirnits...
T = =
Logging  MIME Tppes  Modules Cutput Request  S5L Settings 0 Help
Caching Filtering
Management A
Configurat...

Editor

Figure 48 - Load Balancer Configuration (cont.)

case, click Edit to change the Port value.
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Right-click HCLiAutomateBaseUIl and click Explore.

Find Web.config file and open it in Notepad.

Ensure that the value of Port mentioned is same as configured in Load Balancer. If that is not the
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¥ Web.config

Figure 49 - Load Balancer Configuration (cont.)

8. Within the Web.config file, search for the key ‘URL’ and replace the ‘localhost:portnumber’ with
the Load balancer IP and Web API Port.

<add key="URL" <valuse="http:/flocalhost: 8080 /KRS /Kevianagement . svre" />

Figure 50 - Load Balancer Configuration (cont.)

9. Save the file for changes to be reflected.
10. Select the service and click Restart to restart the services.
11. Expand sites in Connections section and click HCLiAutomateWEBAPI.

Start F'aie

----- L=} Application Paals

- H:E]

v @ Sites
. ,@. HCLiAutomateBasel
v & HCLidutomateWEBAP|
-1 bin
| ifutomateiebpilog
[P KRS

| scripts

Figure 51 - Load Balancer Configuration (cont.)
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Eile  View Help

0 HCLiAutomateWEBAPI Home

B Explore
Filker: - % Go -G Showal | Groupby: Area = e Ol
Edit Site
L Application Pocls ASP.NET =
v -@l Sites e —_ P = ‘7. % - »
= iy L 12 4 = :
> @ Default 3 EY 0 os 2 1?/ i = lab
> @ HCLisutomateBaseUl NET NETEor  MET  NETProfile .NETRoles .NETTrust NETUsers Application Connection

. @ HCliutomateWEBAP! Authorizat.. Compilition  Pages  Globalization Levels Setings  Swings

% R & B

Machine Key Pagesand  Providers  Session State SMTP E-mail

Controls
3 ~
y - A \ — —— = Browse Website
2 53 i | = “
o= e (V] E58) ¥:3 QI'_" = [8] Browse *:8080 (http)
A Authentic.  CGl  Compression Default  Directory  EworPages  Handler HTTP ISP Fifters AiReiT e
Document  Browsing Mppings  Respon.. 2 adiisi?
) . " - = Configure
= Qﬁ i = ﬁ Limits..
Logging MIMETypes Modules  Output  Request  SSL Settings @ Hely
Caching Filtering
Management ~
E
Configurat..
Editor

Figure 52 - Load Balancer Configuration (cont.)

12. Right-click HCLiAutomateWEBAPI and click Explore.

13. Find Web.config file and open it in Notepad.

¥ Web.config ]

Figure 53 - Load Balancer Configuration (cont.)

14. Within the Web.config file, search for the key ‘URL’ and replace the ‘localhost:portnumber’ with
the Load balancer IP and Web API Port

<add key="URL" walus="http:/flocalhost:8080,/KRS /KeyHanagement . sro" />
™

Figure 54 - Load Balancer Configuration (cont.)

15. Save the file for changes to be reflected.

16. Select the service and click Restart to restart the services.

17. Press Win+R and type services.msc.
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3 Run =

E\ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC v‘

E 0K ;| Cancel || Browse... |

Figure 55 - Load Balancer Configuration (cont.)

18. Click OK to open Windows Services.

T Services

File Action View Help

e |@EHE= BHEl v o nw

Apache2.4 Name . Description  Status  StertupType  Log On As
E ActiveX Installer (AxlnstSV) Provides Us... Manual Local System

ﬁﬂ;‘:;‘g:(g 1€} Adobe Flash Player Update Service This service ... Manual Local System
Chairtel, QUC Automatic Local System
i Allloyn Router Service Manual (Trig...  Local Service

Description: 3 Apache2.d i e

gz:g‘;ﬁ:ﬁgw inB) 1 App Readiness Manual Local System
& Application Host Helper Service Provides ad.. Running  Automatic Local System
L Application Identity Determines ... Manual (Trig...  Local Service
& Application Information Facilitatest.. Running  Menual (Trig...  Local System
i, Application Layer Gateway Service Provides su... Manual Local Service
G, Application Management Processes in... Manual Local System
&) AppX Deployment Service (AppXSVC) Provides inf... Manusl Local System
) ASP.NET State Service Provides su... Manusl Network Service
&) AssignedAccessManager Service AssignedAc... Manusl Local System
&} Auto Time Zone Updater Automatica... Disabled Local Service
&) Background Intelligent Transfer Service Transfers fil... Manusl Local System
£} Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
£} Base Filtering Engine The Base fil.. Running  Automatic Local Service
£ BES Client Facilitates .. Running  Automatic (D... Local System
£ BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig...  Local System
£ BitLocker Management Client Service BitLocker M... Running  Automatic (D... Local System
&1 Block Level Backup Engine Service The WBENG... Manusl Local System
£} Blue Coat Unified Agent ProvidesW.. Running Automatic Local System
£ Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig..  Local Service
&) Bluetooth Suppert Service The Blucteo... Running  Manual (Trig... Local Service
‘EhBranchCache This service ... Manual Network Service
€ Capability Access Manager Service Provides fac... Manual Local System
£k Certificate Propagation Copies user... Running  Automatic Local System
€ Cisco AnyConnect Network Access Manager Establishes .. Running  Automatic Local System
e o R . e o . Lo

Figure 56 - Load Balancer Configuration (cont.)

19. Search for HCL.iAutomate.Listener.

20. Right-click HCL.iAutomate.Listener service and click Properties.
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i%Sewices
File  Action  View Help

&= | EE =z H=»onmn

% Services (Local) 0
HCL.iAutomate.Listener Marne
ELHCLifdutormate DT
Stop the service E . .
Rectart the service -@1HCL.|Aut0mate.EntltyM0del

5@,HCL.iAutDmate.GenericExecutor
E@,HCL.i;!l\\utu:r'r1atne.iParse
5:..3.,1,HCL.iAutomate.iRecommend
E@1HCL.i.t'3\ut|3mate.iUnique

te EREF
5@,HCL.iAutDmate.RBACDmponE Start
5@,HCL.iAutomate.ReIeaseSewic- Stop
E@;,Hur‘nam Interface Device Servi
E@IH‘J Host Service
E@JH:-,.fper—‘u" Data Exchange Servic
E@,Hyper—‘\f Guest Service Interfac
E@,Hyper—‘\f Guest Shutdown Sern Al Tasks
E@;Hyper-‘\f Heartheat Service
E@IHj.r'per-‘u" PouverShell Direct Set
E@JH:-,.fper—‘u" Rermote Desktop Vi Properties
EQH}:‘per—‘u‘ Tirne Synchronizatiol
€0 Hyper-v Wolurne Shadaw Cop Help

Pausze
Fesume

Restart

Refresh

Figure 57 - Load Balancer Configuration (cont.)

21. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCL.i&utomate Listener Properties (Local Cormputer) x

General LogOn Recovery Dependencies

Service name: HCL.isutormate. Listener
Digplay name: HCL.idutomate. Listener
Description:

Fath to executable;
ner 20190808 194

E551

R NEE W H CL utomate. Listner. Service. Host exe

Startup type: Automatic i

Service statuz: Running
Stark Stop FPauze Fezume

“Y'ou can specify the start parameters that apply when you start the zervice
fram hiere.

Start parameters:

Cancel

Figure 58 - Load Balancer Configuration (cont.)

22. Open File Explorer and paste the copied path and press Enter to open the desired folder.

23. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

D HCLiAutomate.Listner.Service Host exe.config  4/10/2023 933 PM CONFIG File

o - - Y

Figure 59 - Load Balancer Configuration (cont.)

24. Within the HCL.iAutomate.Listner.Service.Host config file, search for the key ‘URL’ and replace the

‘localhost:portnumber’ with the Load balancer IP and Web API Port.
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<add key="URL" value="http:fflunaﬂlustl:ﬂﬂﬂﬂ" i

Figure 60 - Load Balancer Configuration (cont.)

25. Save the file for changes to be reflected.

26. Select the service and click Restart to restart the services.

Repeat the steps mentioned above on all the load balanced servers.

27. Login to BigFix Runbook Al using the Super Admin credentials.

28. Roll-over the Environment and click Configuration.

29. Select Component Name as ‘Web API’. Change the Load Balancer URL to the Load Balancer IP.

Component Configuration

Component Name * Web AP|

Load Balancer URL™

hitps:/i<ip>"<port>|

Figure 61 — Component Configuration

30. Click Update to save the changes.

Above step has to be repeated for all the components.

31. Additionally, for the Component Name i.e. Recommendation, provide the path of the shared drive

location in the Recommendation Model Location field.
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Component Configuration

*
Component Name iRecommend v

Load Balancer URL* https:#localhostt9000

Test Connection Test Connection

Recommend Madel Location” CriAutomateVAutomates 0iRecommend 20200623 132238641 \iRecommendiModel

>
Threshold 70

Sancel m

Figure 62 - Component Configuration (cont.)

32. Click Update to save the changes.

33. Additionally, for the Component Name as Entity Model, provide the path of the shared drive

location in the EntityModel Model Location field.

‘Component Configuration

Component Name * EntityMode! v

B
Load Balancer URL hitps /localhost 9003

Test Connection Test Connection

EntityModel Model Location CiiAutomatelAutomates. 0iRecommend_20200623_1322386411iRecommend\Model

Cancel m

Figure 63 - Component Configuration (cont.)

34. Click Update to save the changes.

35. Additionally, for the Component Name i.e. Crawler, provide the path of the shared drive location in

the Data Directory Location field.

Copyright © 2023 HCLTech 73| Page



(9) BigFix

Component Configuration

Component Name Crawler v

Load Balancer URL* https://localhost:9019

Test Connection Test Connection

Data Directory Location* C\Apache24tiKnowledge_Default

[oves [ o

Figure 64 - Component Configuration (cont.)

36. Click Update to save the changes.

4.4.4 Conclusion

After the conclusion of this exercise, you should have a thorough understanding of installation of BigFix

Runbook Al Web and Application components in High Availability mode.

Now, let’s explore the installation procedure for other modes and scenarios.

4.5 Lab Exercise 4 — Installation of BigFix Runbook Al with

Document Search and Analysis in non-HA mode

4.5.1 Scenario

An Organization has asked for installation of BigFix Runbook Al in non-HA mode. They are looking for
only ticket resolution automation along with Document Search and Analysis functionality. You are part
of the implementation team who has been asked to prepare the environment based on the

requirements.

In this lab, we will showcase the detailed procedure for installing BigFix Runbook Al with Document

Search and Analysis in non-HA mode.
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4.5.2 Prerequisites

4.5.3

Hardware should be provisioned for a small environment (non-HA mode) as mentioned in the
BigFix Runbook Al Installation Guide — One Server for Web and Application Components, One
Server for Al components and One Server for Database.

All the prerequisites mentioned should be installed on the servers as mentioned in the
prerequisite guide

Database credentials should be available

All the required ports should be opened

Connectivity between servers should be available

MongoDB and Solr access credentials should be available

The user should have “Write” permission on the Apache24 folder

The user should have access to the BigFix Runbook Al installer exe

Solution

Copy the installer on the both the servers meant for Web & Application components and Al components.

To install BigFix Runbook Al components on Web and Application server, follow the steps mentioned in

Lab Exercise 2.

1. Toinstall the required components on Al server, locate Installer.exe and click Run as Administrator

to begin the installation. On running the exe, the following page appears:
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D BigFix Runbook Al Installer (newinstall) Version - 6.3

Product Installation

Welcome To Installer

2. Click Start. It will extract required binaries, the following page appears

D BigFix Runbook Al Installer (newinstall) Version - 6.3

= X
BigFix Runbook Al Installer Version - 6.3

@ New Installation

O Upgrade

Figure 65 — BigFix Runbook Al Installation

3. Click Next.

The page lists the setup required for installation in the left pane and the details of the selected
setup in the right pane.
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4. The next step is to populate the database details.

4.5.3.1 Database Details

For this exercise, the authentication type is considered as ‘SQL Server Authentication’ for database.
1. On the Database Details view, type the Server Name, and the Database Instance Name.

2. Select Authentication type as ‘SQL Server Authentication’.

3. Inthe UserName and Password fields, type username and password to access the server.

4. Inthe Database Name field, iAutomateDB is auto filled by default.

5. To check the connectivity to a server using the credentials provided, click Check Connection. This

displays a message for Connection Success or Connection Failure.

6. Successful connection to the database enables the Next button.

Database Details @
Server Name # ‘ ocalhost ‘
Database Instance Name ‘Enter DB Instance ‘
Authentication SQL Server Authentication v

User Name *

Password * ‘ ......... ‘

Database Name "Autumateja ‘

Connection Success

Figure 66 — Database Details
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7. Click Next to get to the Component Selection view.
4.5.3.2 Component Selection

1. Under Component Selection, select Advanced Al Component.

2. Type Environment Name for identification purposes.

a DATABASE DETAILS Component Selection
| Web Ul Kame HCliAutomatepaseul | POt 0 A
[J web component —
wreb U1 Web APl Name HCLiAutomatewepap | POt 8080
COMPONENT SELECTION ; d
web API iRecommend Name HCL.iAutomate.iRecomm| 7o' 9000
[ Application Component .
&% CONFIGURE MONGODB AND SOLR iRecommend HC ot En e SLE
Entity iParse Name HCLiAutomate.iparse | POt 8006
iParse -
iUnique Name o s Port
&% SERVER CONFIGURATION iUnique . HQL.iAutomate.iUnique 8009
Data Collector Data Collector Name HCL.iAutomate.DC Port 8012
Generic Executor o . o n port
eneric Executor Name N - (ol
'  PRE-REQUISITE CHECKER RBA Executor HCL.iautomate. Generick 8015
Releas.e ) RBA Executor Name HCL.iAutomate.RBACom)| Port 8018
Generic Listener
&% CONFIGURE ADMIN DETAILS AD Sync Release Name HCL.iAutomate.Releases| POt 8021
Email Service
AD Sync Name HCLiAutomate.ADSyncs| POt 9022
[J Advanced Al Component
{} insTaLLaTION iKnowledge Email Service Name HCLiAutomate.Emailser| POt 9025
KnowledgeRatin, f
& 8 ¥| Xnowledge Name HCL.iAutomate.iknowlec| POt 8024
. . . v
S Kl « >
: —
O sioFi

Figure 67 — Component Selection

The administrator can add or remove components based on their environment as decided
during the planning phase.

3. Click Next, to continue with the installation.
4.5.3.3 Configure MongoDB

1. Type the MongoDB Server Name (including the port details).
2. Inthe User ID and Password fields, type username and password to access the server.

3. Select the Version Type as Community.
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4.5.3.4 Configure Solr

1. Type the Solr Server.
2. Inthe User ID and Password fields, type username and password to access the server.

3. The default ports are auto filled in the PORT field next to each component.

Configure MongoDB @

MongoDB Server * ||0ca|host:2?01? |
UserID = |adm'|n | Password * |"7TTRTRR |
Version Type = |Communitv V| HA []

Pem File

CAFile

CA file available

Configure Solr

SolrServer = ||0ca|hGSJE |
UserlD * |so|radm'|n | Password & |FFEEEEEEE |
ZooKeeper Port = |9983 | Port « |8983 |

Figure 68 — Configure Mongo DB and Solr

4. Click Next. You will be prompted to check the connection status. Click Yes to proceed with the

checking the connection status or No to continue with the Installation.
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Mongodb and Solr?.

Figure 69 - Configure Solr

The Server Configuration page appears.

4.5.3.5 Server Configuration

[EY

The IP Address / Hostname is auto populated.

Select the Account Type as Domain Administrator.

Type in the organization domain in Domain field.

In the UserName and Password fields, type the login credentials.

Click Check User Validity to ensure the following:

e User should be part of domain defined in field Domain Name

e User should have administrative privileges to install BigFix Runbook Al components

Click Browse to specify the appropriate Installation Path to install the server components.

On successful connection to the server, a Validation Successful message appears beside the

Password field.
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B i i Server Configuration @
=g DATABASE DETAILS
- IP Address/HostName = “Enter Server |IPaddress/HostName ‘
= COMPONENTSELECTION
AccountType » Domain Account v
&% CONFIGURE MONGODB AND SOLR

Domain = ‘Enter Domain ‘

UserName = ‘rmfl'ua as ‘
SERVER CONFIGURATION Stia_sa>
+

Password ‘Enter Password Check User Validity

«/  PRE-REQUISITE CHECKER
A LS S Installation Path =

.,(5\ CONFIGURE ADMIN DETAILS

ﬁ) INSTALLATION

View Installation Guide

@ BigFix Back

Figure 70 — Server Configuration

8. Click Next to get to the Pre-requisite Checker view.

4.5.3.6 Pre-requisite Checker

Pre-requisite Checker is responsible for checking if all BigFix Runbook Al installation pre-requisites have
been met before beginning the installation setup. It identifies all the missing pre-requisite software and

utilities and highlights to the user. User will have to ensure that the identified pre-requisites are installed

before proceeding further.

1. Click Run to begin the process.

Copyright © 2023 HCLTech 8l|Page



0 Big Fix BigFix Runbook Al Lab Manual

e Pre-Requisite Checker @
& DATABASE DETAILS
IS COMPONENTSELECTION IP Address/Host Name Component Prerequisite Status *
TAUWIAPMY CTOOL ‘Web UI [ Checking For Port 80
m CONFIGURE MONGODE AND SOLR TAUWIAPMY CTOOL ‘Web UI : Checking For Microsoft .NET Framework 4.8
TAUWIAPMY CTOOL ‘Web UI Checking For Microsoft ACE.OLEDB 12.0
TAUWIAPMY CTOOL ‘Web UI Checking For 11§
nm SERVER CONFIGURATION 1AUWWIAPMY CTOOL Web UI Checking For Certificate
TAUWIAPMYCTOOL Web Ul Checking For PythonCertificate
1ALV APMY CTOOL Data Collector Checking For Port 8012
@ PRE-RECLIISITE CHECKER IALWWIAPMY CTOOL Data Collector Checking For Microsoft .NET Framework 4 8
IALWWIAPMY CTOOL Data Collector Checking For Certificate
.@ CONFIGURE ADMIN DETAILS I ALMAIAPMY CTOOL Email Service Checking For Port 9025
IALVMIAPMY CTOOL Email Service Checking For Microsoft .NET Framework 4 8
TALWWIAPMY CTOOL Email Service Checking For Certificate
m INSTALLATION | ALVIAPMYCTOO1 Generic Executor Checking For Port 8015
TALWWIAPMY CTOOL Generic Executor Checking For Microsoft NET Framework 4.8 .
View Installation Guide (D Failed but not mandatory | X Failed and mandatory | " Success
(9 BigFix [ o |

Figure 71 — Pre-Requisite Checker

The Pre-requisite Checker always runs as part of the BigFix Runbook Al setup.

A progress bar appears while the Pre-Requisite Checker runs.

Pre-Requisite Checker @
Total No of Request 74 | Successful 55 | Failed 19 Exp

IP Address/Host Name Component Prerequisite Status
localhost Web UI Checking For Certificate v
localhost Web Ul Checking For PythonCertificate v
localhost Data Collector Checking For Port 8012 X
localhost Data Collector i, Checking For Microsoft .NET Framewaork 4.8 v
localhost Data Collector A | Checking For Certificate v
localhost Ernail Service | ] Checking For Port 5025 X
localhost Email mm 4 Checking For Microsoft .NET Framewaork 4.8 v
localhost Ernail Service Checking For Certificate v
localhost Generic Executor Checking For Port 8015 X
localhost Generic Executor Checking For Microsoft .NET Framewaork 4.8 v
localhost Generic Executor Checking For Certificate v
localhost . iknowledge Checking For Port 8024 X
localhost iKnowledge Checking For Python 36.0 v

localhost _iKnowledge Checking For Apache 2.4 v [y
R e —— — P

(D Failed but not mandatory | X Failed and mandatory |~/ Success

Figure 72 - Pre-Requisite Checker (cont.)

2. Inthe Status column, each pre-requisite is marked as Success or Failure.
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Pre-Requisite Checker @
Total No of Request 46 | Successful 46 | Failed 0
IP &ddress/Host Name Component Prerequisite Status
localhost Web Ul Checking For Microsoft ACE.OLEDB.12.0 a
localhost Web Ul Checking ForllS v
localhost Web U| Checking For Certificate v
localhost Web Ul Checking For PythonCertificate v
localhost Data Collector Checking For Port 8014 v
localhost Data Collector Checking For Microsoft \NET Framework 4.8 v
localhost Data Collector Checking For Certificate v
localhost Ernail Service Checking For Port 9026 v
localhost Email Service Checking For Microsoft \NET Framework 4.8 v 4
localhost Email Service Checking For Certificate v
localhost Generic Executor Checking For Port 8016 v
localhost Generic Executor Checking For Microsoft \NET Framework 4.8 v
localhost Generic Executor Checking For Certificate v
localhost iParse Checking For Port 8007 v .

® Failed but not mandatery | X Failed and mandatory |/ Success

Figure 73 - Pre-Requisite Checker (cont.)

3. In case of Failure, Re-Run button appears. Please ensure that the identified issue is resolved and re-

run the pre-requisite checker.

Please refer case failure as mentioned in figure. This is quite common error where port 80 is not
available. In this case, select a different port from component selection page or remove default

website from IIS.

4, Upon successful validation of all pre-requisites, Next is enabled.

5. Click Next to get to the Configure Admin Details view.
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Pre-Requisite Checker @

Total No of Request 46 | Successful 46 | Failed 0

IP &ddress/Host Name Component Prerequisite Status
localhost Web Ul Checking For Microsoft ACE.OLEDB.12.0 a
localhost Web Ul Checking ForllS v
localhost Web U| Checking For Certificate v
localhost Web Ul Checking For PythonCertificate v
localhost Data Collector Checking For Port 8014 v
localhost Data Collector Checking For Microsoft \NET Framework 4.8 v
localhost Data Collector Checking For Certificate v
localhost Ernail Service Checking For Port 9026 v
localhost Email Service Checking For Microsoft \NET Framework 4.8 v 4
localhost Email Service Checking For Certificate v
localhost Generic Executor Checking For Port 8016 v
localhost Generic Executor Checking For Microsoft \NET Framework 4.8 v
localhost Generic Executor Checking For Certificate v
localhost iParse Checking For Port 8007 v .

- e mamn .

® Failed but not mandatery | X Failed and mandatory |/ Success

Figure 74 - Pre-Requisite Checker (cont.)

4.5.3.7 Configure Admin Details

To configure Super Administrator user for BigFix Runbook Al, perform the below steps:
1. Type the new administrator’s Name, Email and Password.

2. Enter the same password again in Re-enter Password field.
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DATABASE DETAILS

COMPONENT SELECTION

,{9 CONFIGURE MONGODE AND SOLR
em SERVER CONFIGURATION

4

PRE-REQUISITE CHECKER

Configure Admin Details

Name = |Enter Name |
Email = lEnter Email ‘
Password = lEnter Password ‘

Re-enter Password

Re-enter Password *

Password Policy: Password must contain at least 1 capital letter,1 small letter,1 numberand1 special character and 8-15 characters length.
Space notallowed.Only!,@,%,$,% Special characters are allowed.

@ CONFIGURE ADMIN DETAILS

{[} INSTALLATION

View Installation Guide

Q BigFix

Back

Figure 75 - Configure Admin Details

If the database provided in the Database Setup already exists at the time of installation, then

the Configure Admin Details page will remain unavailable.

3. Click Next to review the information provided so far.

4.5.3.8 Installation

1. Before proceeding with installation, review the information p

click Back to go back to previous views.

2. Click Run to begin the installation process.
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i Overall Status : Not yet started @
E} DATABASE DETAILS Installation
Server Type : Database
Server Details
‘= COMPONENT SELECTION IP/Hostname Address :localhost
Database
o¢ CONFIGURE MONGODB AND SOLR
Database Instance
Database Name: iAutomateDB
oﬂk SERVER CONFIGURATION
Server Type : Web | Application
N4 PRE-REQUISITE CHECKER yp . I PP
Server Details
IP Address :localhost User Name : DryiceUser
& CONFIGURE ADMIN DETAILS
Web Ul
Component Name: Web Ul
ISTACCATION Site Name: HCLiAutomateBaseUl
Path : C:\NewFolder
View Installation Guide
@ BigFix Back Run

Figure 76 — Installation

The progress bar displays the installation progress.

3. In case of any installation failure, error messages for the corresponding component appears on the
screen. Click Rollback button to uninstall the components and re-run the Installer after resolving
the issues. To perform the cleanup, delete all the folders manually on the servers’ installation path

provided earlier. If there are any BigFix Runbook Al services still running, remove them manually.

Contact the product team administrator for further assistance.

4. Once the installation is successful, the Finish button appears.
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Report OwerAll Status : Success @

Server Type : DataBase
Server Details

IP/Hostname Address : localhost

DataBase
DataBase Instance Success

DataBase Name: iAutomateDB

Server Type : Web

Server Details

IP Address : localhost UserName : DrylceUser

Web UI
Component Name: Web Ul Success
Site Name: HCLiAutomateBasell
Path : C:\iAutomateComponent y
< >

Launch Application

Figure 77 — Installation Report

5. Click Finish to complete the installation process.

4.5.4 Conclusion

After the conclusion of this exercise, you should have a thorough understanding of installation of BigFix

Runbook Al Web, Application and Advanced Al components for a small environment in non-HA mode.

Now, let’s explore the installation procedure for other modes and scenarios.

4.6 Lab Exercise 5 —Installation of BigFix Runbook Al with

Document Search and Analysis in HA mode

4.6.1 Scenario

An organization has asked for installation of BigFix Runbook Al in HA mode. They are looking for ticket
resolution automation along with Document Search and Analysis functionality. You are part of the

implementation team who has been asked to prepare the environment based on the requirements.
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In this lab, we will showcase the detailed procedure for installing BigFix Runbook Al with Document

Search and Analysis in HA mode.

4.6.2 Prerequisites

e Hardware should be provisioned for a small environment (HA mode) as mentioned in the BigFix
Runbook Al Installation Guide — Two servers for Web & Application components, two servers
for Advanced Al components, two servers for database with cluster enabled, three Servers for
MongoDB and five servers for Solr.

e All the pre-requisites mentioned should be installed on the servers as mentioned in the
prerequisite guide

e Database credentials should be available

e All the required ports should be enabled

e Connectivity between servers should be available

e MongoDB and Solr access credentials should be available

e The user should have “Write” permission on the Apache24 folder

e The user should have access to the BigFix Runbook Al installer exe
4.6.3 Solution

1. Copy the installer on all the servers meant for Web and Application components, and Advanced Al

Components.

2. Toinstall the Web and Application components on Web and Application server, follow the steps

mentioned in Lab Exercise 2. Run the installer on both the servers.

3. Toinstall the Advanced Al components on Al Server, follow the steps mentioned in Lab Exercise 4.

Run the installer on both the servers.

4. To perform the load balancer configuration, follow the steps mentioned in Lab Exercise 3.

4.6.4 Conclusion

Post the conclusion of this exercise, you will have a thorough understanding of installation of BigFix

Runbook Al Web, Application and Advanced Al components for a small environment in HA mode.
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Now, let’s explore the procedure for deploying all the components in a secure mode by converting them

from HTTP to HTTPS in the next exercise.

4.7 Lab Exercise 6 — Deployment of BigFix Runbook Al
components in a secure mode by changing HTTP to

HTTPS

4.7.1 Scenario

An organization has asked for deployment of BigFix Runbook Al with all its features and functionalities in

a secure mode. This entails conversion of all the components from HTTP to HTTPS.

In this lab, we will showcase the detailed procedure for converting all the components from HTTP to

HTTPS.

4.7.2 Prerequisites

e Availability of servers with all components installed

e Database credentials should be available

4.7.3 Solution

4.7.3.1 Enable Secure Communication (Changing HTTP to HTTPS)

This section describes how to enable the secure communication by changing HTTP to HTTPS. It can be

enabled for both the BigFix Runbook Al website and the deployed components.

This section describes how to enable the secure communication by changing HTTP to HTTPS for the BigFix
Runbook Al website.
Following changes are required in the underlying components to achieve the same.

Key Rotation Service (KRS)
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To change the hosting of KRS from HTTP to HTTPS using the existing certificate, for e.g. '"HCL.iAutomate',

please follow the below steps:
1. Press Win+R and type inetmgr.

2. Click OK to open lIS.

= Run >

= Type the name of a program, felder, document, or Internet
= resource, and Windows will open it for you.

QPEH: | inetmagr V|

Figure 78 - Hosting KRS from HTTP to HTTPS

3. Expand Sites and click HCLiAutomateKRS.

W5 Start Page \
-] =
L} Application Pools
v (@] Sites
> @ HCLiAutomateBaseUl
v &) HCLiAutomateKRS
> -1 App_Code
> ,J bin
» -1 Contents
> -] MasterPage
» -] scripts
> @ HCLiAutomateWEBAPI

Figure 79 - Hosting KRS from HTTP to HTTPS (cont.)

4. Click Bindings in the Edit Site section.
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.2} Application Pools ASP.NET A A
I8 Applcst " ~ -
v 8| Sites =2 ¢ .

> & HCLiAutomateBaseUl '_a \\‘2 ‘%‘ @ (QE! Hic S

v & HCLiAutomateKRS NET NET NET Error NET .NET Profile View Applications

> .[7] App_Code Authorizat.. Compilation  Pages  Globalization View Virtual Directories
> <[ bin (T 3 >
> -1 Contents I\\:/;B Hg/ =! LI,],] Manage Website (A
> -] MasterPage NETRoles  .NET Trust .NET Users Application Connection € Restart
» -] scripts Levels Settings Strings P Start

) o HCLiAutomateWEBAPI ﬁ la B Stop
& b Browse Website

Machine Key Pagesand  Providers Session State SMTP E-mail [@] Browse %8085 (http)
Controls :

Advanced Settings...

Figure 80 - Hosting KRS from HTTP to HTTPS (cont.)

o HCLiAutomate Site Bindings ? X

,d'l Explore
Filter: Lo | Twpe Host Mame Port IP &ddress Binding Informa... | Add... ‘ Edit Permissions...
hitt, 8080 * it Si
ASPNET ——— P Edit Site
nY & Bindings...
3 ©
.NE_T .NI_ET N Wiewe Applications
Authorizat.. Compilation E Wiews Virtual Directaries

2| Manage Website &

o
Machine Key  Pages and P = FRestart
Cantrols P Start
s B Sop
@ Browse YWebsite
o =] B Browse *:8080 thttp)

AP Authentic..,

Advanced Settings..,

. Close Configure
= Limits...
T o . ——————

gging  MIME Types  Modules Cutput Request  SEL Settings e Help
Caching Filtering

q

Lo

Management ~

Configurat...
Editor

Figure 81 - Hosting KRS from HTTP to HTTPS (cont.)

5. Click Add New.

6. Select Type as ‘https’. Port information is automatically populated. Select the SSL Certificate.

7. Click OK.
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Figure 82 - Hosting KRS from HTTP to HTTPS (cont.)

8. Select HCLiAutomateKRS

9. Right-click and select Explore.

10. Find Web.config file and open it in a Notepad.

¥ Web.config ]

Figure 83 - Hosting KRS from HTTP to HTTPS (cont.)

. Site Bindings ? e Actions
e HCLiAutomate ! b
Add Site Binding ? = Bl Eplare i
Filter: . Type . | Edit Permissions...
ASP.NET i | Tpe: 1P address: Part: Edit Site
- 4 |https v| ‘AH Unassigned v‘ ‘443 | Bindings...
::3 \'@/ o e Basic Settings...
Host narme:
MET NET N | | Wiew Applications
Authoriat.. Compilation : Wiew Virtual Directories
E| 2 [] Require Server Mame Indication =
Manage Website (&)
Machine Key  Pages and P ‘e Restart
Controls 35L certificate: b St
s [HCLisutamate vl S, || vew. | W Stop
@ Browse Website
= Browse *:8080 (hitp)
oK C | N
ASP Authentic.., | | ‘ ance | e —
f Y Close Configure
% Jj! ey = ==z Limits...
Logging  MIME Types  Modules Output Request S50 Settings @ Help
Caching Filtering
Management -
Configurat...
Editor

11. Within the Web.config file, find the tag <security> and change it to <security mode=

"TransportWithMessageCredential">.

<security mode="TransportWithMessageCredential">
<message clientCredentialType="Certificate" establishSecurityContext="false" negotiateServiceCredential="false" />

</security>

Figure 84 - Hosting KRS from HTTP to HTTPS (cont.)

12. If the certificate is self-signed, find the key IsSelfSigned and change its value to Y. Else, the value

will be N.
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<add key="IsSelfSigned_KRS" value="Y" />
Figure 85 - Hosting KRS from HTTP to HTTPS (cont.)

13. Save the file for changes to be reflected.

14. Select the service and click Restart to restart the services.

Base User interface

To change the hosting of BaseUl from HTTP to HTTPS using the existing certificate, for e.g.

'HCL.iAutomate', please follow the below steps:
1. Press Win+R and type inetmgr.

2. Click OK to open lIS.

/< Run *

= Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | inetmgr v|

| 0K || Cancel H Browse... |

st T——————————————————————

Figure 86 - Hosting Base user interface from HTTP to HTTPS

3. Expand Sites and click HCLiAutomateBaseUI.

§5 Start Page \
-9, 4
. Application Pools

v @ Sites
. @ HCLiAutomateBaseUl
v € HCLiAutomateKRS
| App_Code
| bin

> .| Contents
| MasterPage
| scripts
> @ HCLiAutomateWEBAPI

Figure 87 - Hosting Base user interface from HTTP to HTTPS (cont.)
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4. Click Bindings in the Edit Site section.

File View Help

e 8 @ HcliautomateBaseUl Home B i
VV‘i Filker: « 6o+ Showll | Groupby:: Ares -B- Edit Permissions..
122 Application Pools ASP.NET > ;"ds““
v ses 2 & @ B ® = F—
> €@ Default 3 Z L& ? [EL;; 1? B = s E] Basic Settings...
5 @ HCLibutomateBasell NET NET  NETEmor  NET  NETProfile NETRoles .NETTrust NETUsers Applicstion Connection View Applications
3 @ HCLiutomsteWEBAPI Authorizat.. Compilstion  Pages  Globalization Levels Settings  Strings MR
ﬁ = {a k “_% Manage Website ~
Machine Key Pagesand  Providers  Session State SMTP E-mail 2 Restart
Controls ¥ o
s ol || ® stop
: , I - & &
£ & 4 o & & @
AP Authentic..  CGl  Compression Default  Directoy EmorPages Handler  HTTP  ISAPIFitters

Document  Browsing Mappings  Respon..

Advanced Settings...

= | e = ﬁ Configure
Logging MIMETypes Modules  Output  Request SSL Settings Limits..
Caching  Filtering o

Management

Configurat...
Editor

Figure 88 - Hosting Base user interface from HTTP to HTTPS (cont.)

0 HCLiAutomate] = Bmine:

oA | Type Host Mame Part IP Address Binding Informa..,

ﬂ Explore

Edit Permissions...

Add..

Filter: -

it 80 * it S
ASBNET — | P Edit Site
nY ‘ Bindings...
2 O

MNET NET N Wiew Applications
Authorizat.. Compilation

ﬁ . Manage Website @

Browwse . . . .
= Wiew Virtual Directories

-
Machine Key  Pages and P 7 e
Cantrals P Start
s B Gtop
) Browse ¥¥ebsite
K
5= 8] Browse *:8080 (http)
AP Authentic... Advanced Settings..
. Close Configure
ﬁE Lirnits...
o L i == B
MIME Types  Modules Qutput Request  SEL Settings @ Hep
Caching Filtering
Management ~

Configurat.,
Editor

Figure 89 - Hosting Base user interface from HTTP to HTTPS (cont.)

5. Click Add New.

6. Select Type as https. Port information gets populated automatically. Select the SSL Certificate.

7. Click OK.

Copyright © 2023 HCLTech 94 |Page



() BigFix

BigFix Runbook Al Lab Manual

Actions

B Explore

Edit Permissions...

. Site Bindings 7 *
0 HCLiAutomate
Add Site Binding 7 X
Filter: - Type I |
ASPNET Atp | Type: P address: Pars:
553 \‘/\ |https V| ‘AH Unassigned v| ‘443 |
v Haost name: B
MET MET Ayl
Authorizat., Compilation | | &
=w- T D Require Server Name Indication
=
#
Machine Key  Pages and P
Cantrols
IS HCL ifutornate v | Select.. | | i |
2 A
AP Authentic., [ ok ]| canea |
T Llose
B = o
oo = =
Logging  MIME Types  Modules Qutput Request 550 Settings
Caching Filtering
Management ~
Configurat..
Editor

Edit Site
Bindings...

Basic Settings...

Wiew Applications

Wiew Virtual Directories

Manage Website
2 Restart

P Start

B ctop

Browse Website

Browse *:3080 (http)

Aibvanced Settings..

Configure

Lirnits...

@ Help

Figure 90 - Hosting Base user interface from HTTP to HTTPS (cont.)

8. Right-click HCLiAutomateBaseUIl and click Explore.

9. Find Web.config file and open it in a Notepad.

10. Within the Web.config file, find the key URL and change its value from HTTP to HTTPS.

¥ Web.config |

Figure 91 - Hosting Base user interface from HTTP to HTTPS (cont.)

<add key="URL" waluse="http:ff<IP>:<Port>fERS/KeyManagement.svrc"

Figure 92 - Hosting Base user interface from HTTP to HTTPS (cont.)

F

11. If the certificate is self-signed, find the key IsSelfSigned and change its value to ‘Y’. Else, the value

will be ‘N’.

<add key="IsSelfSigned_KRS" value="Y" />
Figure 93 - Hosting Base user interface from HTTP to HTTPS (cont.)

12. Save the file for changes to be reflected.
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13. Select the service and click Restart to restart the services.
Web API

To change the hosting of Web API from HTTP to HTTPS using the existing certificate, for e.g.

'HCL.iAutomate', please follow the below steps:
1. Press Win+R and type inetmgr.

2. Click OK to open lIS.

I Run *

= Type the name of a program, felder, document, or Internet
— resource, and Windows will open it for you.

Open: | FEERTE »

Cancel Browse..,

Figure 94 - Hosting Web APl from HTTP to HTTPS

3. Expand Sites and right-click HCLiAutomateWEBAPI.

~

Click Explore.

&5 Start Page
- <
;* Application Pools
V. @ Sites
' & HCLidutomateBasell|
v & HCLifutomateWEBAP]
-] bin
| idutomateiiebtpilog
[P KRS

| scripts

Figure 95 - Hosting Web API from HTTP to HTTPS (Cont.)

5. Find Web.config file and open it in a Notepad.
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¥ Web.config

Figure 96 - Hosting Web API from HTTP to HTTPS (Cont.)

6. Within the Web.config file, find the key ‘URL’ and change its value from HTTP to HTTPS.

<add key="URL" wvaluse="http:ff<IP>:<Port:>/ERS /KeyManagement.svo" />

Figure 97 - Hosting Web API from HTTP to HTTPS (Cont.)

7. If the certificate is self-signed, find the key IsSelfSigned and change its value to ‘Y’. Else, the value
will be ‘N’.

<add key="IsSelfSigned_KRS" value="Y" />
Figure 98 - Hosting Web API from HTTP to HTTPS (Cont.)

8. Save the file for changes to be reflected.

9. Select the service and click Restart to restart the services.

Listener

To change the configuration of the Listener from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

< Run x

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC w

Emct EFU'WSE...

Figure 99 - Hosting Listener from HTTP to HTTPS

2. Click OK to open the Windows Services.
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4 Services

File Action View Help

e | Eo Hm v oo w
" Services (Local)
Apache2.4 Name Description Status Startup Type Log On As
@},Amvex Installer (AxInstSV) Provides Us... Manual Local System
Stop the service & . —_
Rectart the service :Q,Adoba Flash Player Update Service This service ... Manual Local System
£ airtel, OUC Automatic Local System
@},AHJoyn Router Service Routes AllJ Manual (Trig...  Local Service
Description:
Apache/2.4.23 (Winb4)

£ App Readiness Gets apps re. Manual Local System
@),Applicat\on Host Helper Service Provides ad... Running  Automatic Local System
@Applicatmn |dentity Determines .. Manual (Trig..  Local Service
£ Application Information Facilitatest..  Running  Manual (Trig... Local System

OpenS5L/1.0.2h

:@,Applicat\on Layer Gateway Service Provides su... Manual Local Service
& Application Management Processes in... Manual Local System
@Q,Appx Deployment Service (AppXSVC) Provides inf... Manual Local System
@),ASP‘NFI' State Service Provides su... Manual Metwork Service
& AssignedAccessManager Service AssignedAc... Manual Local System
@},Auto Time Zone Updater Automatica.. Disabled Local Service
E@;I’.‘»ackgro\md Intelligent Transfer Service Transfers fil... Manual Local System
£ Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
@),Base Filtering Engine The BaseFil.. Running  Automatic Local Service
5@3 BES Client Facilitates u.. Running  Automatic (D.. Local System
£ BitLocker Drive Encryption Service BDESVC hos... Runmning  Manual (Trig... Local System
@}, BitLocker Management Client Service BitLocker M... Running  Automatic (D.. Local System
@Block Level Backup Engine Service The WBEMG... Manual Local System
@Q,BIUE Coat Unified Agent Provides W...  Running  Automatic Local System
E\z_%,lilt.letoc;tlﬂ Handsfree Service Enables wir.. Running Manual (Trig... Local Service
£ Bluetaoth Support Service The Bluetoa... Running Manual (Trig.. Local Service
@},BranchCache This service ... Manual Network Service
@Capab\\ity#\cces; Manager Service Provides fac... Manual Local System
£, Certificate Propagation Copies user... Running  Automatic Local System
::9},05:0 AnyConnect Network Access Manager Establishes .. Running  Automatic Local System

Figure 100 - Hosting Listener from HTTP to HTTPS

3. Search for HCL.iAutomate.Listener.

4, Right-click HCL.iAutomate.Listener service and click Properties.
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4 Services

File  Action  View Help
@@ Ea= Hm > e 0w

% Services {Local)

Marne

HCL.iAutomate.Listener

L HCLidutomate DC
Stop the service E . .
Restart the service -@; HCL.ifutormate Entitybdodel A

E@,HCL.i."i\.utor'ﬂate.Gener'icExecutDr
E@,HCL.i;!l\\utorﬂate.iParse A
E@,HCL.i."l\\l.Jt-:r'ﬂa‘ce.iRecc-r'nr'mand
@HCL.iAutomate.iUnique

L te BHer
5@,HCL.iAutUmate.RBACDmponf Start
5@,HCL.i;ﬂ\utomate.ReIeaseSENicn Stop
@Human Interface Device Servii Pause
E@,H‘\f Huost Service
E . Resurne
@Hyper-\f Data Exchange Servic

Restart

E@;gHyper-\f Guest Service Interfac
E@,H:-,.u'per—‘u" Guest shutdown Ser, Al Tasks N
E@;Hyper—‘u‘ Heartbeat Service

E@;Hyper—‘\f Povwershell Direct Ser
5@, Hyper-¥ Rernote Desktop Virh Properties
E@,Hyper-‘\f Tirne Synchronizatiol
@Hyper-‘u‘\mlume Shadow Cop

Refresh

Help

Figure 101 - Hosting Listener from HTTP to HTTPS (cont.)

5. Copy the value mentioned in Path to executable field as shown in the image below.
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HCL.i&utomate Listener Properties (Local Cormputer) x

General LogOn Recovery  Dependencies

Service name: HCL iutornate. Listener
Digplay name: HCL.isutomate. Listener
Drezcription:

Fath to executable;
er 20790 L=t e e R H C L idatomate. Listner. Service. Host exe

Startup type: | Automatic i

Service statuz: Running

Stark FPauze Fezume

“'ou can specify the start parameters that apply when you start the zervice
fram hiere.

Start parameters:

Cancel

Figure 102 - Hosting Listener from HTTP to HTTPS (cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

@ HCL.isutomate. Listner, Service. Host,exe 841129 245 PR COMFIG File KB
.

Figure 103 - Hosting Listener from HTTP to HTTPS (cont.)

8. Within the HCL.iAutomate.Listner.Service.Host config file, find the key URL and change its value
from HTTP to HTTPS.
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<add keyv="URL" wvalus="https://<ip>:<ports>" />

Figure 104 - Hosting Listener from HTTP to HTTPS (cont.)

9. If the certificate is self-signed, find the key IsSelfSigned and change its value to ‘Y’. Else, the value
will be ‘N’.

<add key="IsSelfSigned_KRS" value="Y" />

Figure 105- Hosting Web API from HTTP to HTTPS (Cont.)

10. Save the file for changes to be reflected.

11. Select the service and click Restart to restart the services.

Configuration Changes via GUI

To change the configuration of Screen from HTTP to HTTPS, please follow the below steps:
1. Login to BigFix Runbook Al using the Super Admin credentials.

2. Roll-over to the Environment and click Configuration.

3. Select Component Name as Web API and KRS.

4. Change the Load Balancer URL from HTTP to HTTPS.

Component Configuration

Component Name * Web API

Load Balancer URL”

hitps://<ip> <ports|

Figure 106 - Changing LB IP via GUI from HTTP to HTTPS

5. Click Update to save the changes.
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4.7.3.1.2 Components

This section describes how to enable the secure communication by changing HTTP to HTTPS for the BigFix

Runbook Al Components.

As a prerequisite, user needs to have the Thumbprint of the certificate which can be identified using the

below steps:
1. Press Win+R and type mmc.

/= Run =

= Typethename of a program, folder, document, or Internet
resource, and Windows will ocpen it for you,

Open: | mimc - |

Figure 107 - Identify Thumbprint of the Certificate

2. Click OK to open the Microsoft Management Console.

ﬁ Consolel - [Console Root]

- ] X
a File Action View Favorites Window Help -
Ll dlElNEY
| Console Root Mame Actions
Console Root a

There are no items to show in this view. =

More Actions

Figure 108 - Identify Thumbprint of the Certificate (cont.)

3. From the File menu, select Add / Remove Snap-in.
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ﬁ Consolel - [Console Root]
ﬁ File Action View Favorites Window

= Mew Ctrl+N

E Open... Ctrl+0
Save Ctrl+5
Save As...

Add/Remove Snap-in... Ctrl+M
Options...

1 services.msc

2 certmgr.msc

3 secpol.msc

4 eventvwr.msc

Exit

Figure 109 - Identify Thumbprint of the Certificate (cont.)

4. From the Available snap-ins list, select Certificates, then click Add.

Add or Remove Snap-ins ot

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

SnapHn Vendor ~ [ Console Root Edit Extensions...

L . -
Actlvex Contral Microsoft Cor... Remove
[ grization Manager Microsoft Cor...
Microsoft Cor...

. Component Services  Microsoft Cor... Move Up

QComputer Managem... Microsoft Cor...

é Device Manager Microsoft Cor... PETS Havs B

i Disk Management Microseft and...

g Event Viewer Microsoft Cor...

I Folder Microsoft Cor...

=§J Group Policy Object ... Microsoft Cor...

(E@internet Informatio...  Microsoft Cor...

.g IP Security Maonitor Microsoft Car...

.g IP Security Policy M...  Microsoft Cor... - Advanced. ..
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

ok | cancel

Figure 110 - Identify Thumbprint of the Certificate (cont.)
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5. Click OK.

6. From the Certificates Snap-In window, select Computer Account and click Next.
Certificates snap-in >

Thig snap-n will always manage cerificates far:
() My user account

() Service account

(®) Computer accourt

Figure 111 - Identify Thumbprint of the Certificate (cont.)

7. Inthe left pane, under Console Root, click Certificates (Local Computer).

8. Click Personal folder to expand it and then click Certificates folder to expand it.
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| Console Root

v I:ﬁl Certificates (Local Comput

~ || Personal

| Certificates
» || Trusted Root Certificatit
> || Enterprise Trust
5 [ Intermediate Certificatii
5 [ Trusted Publishers
5 || Untrusted Certificates
» || Third-Party Root Certifi
» [ Trusted People
» || Client Authentication Is
» || Preview Build Roots
5 [ AAD Token Issuer
» || Other People
» || eSIM Certification Auth
» [ Homegroup Machine C

Issued To

?ﬂ dfe29558-0f27-4733-9cab-24e5...
Eﬂ dfe28558-0f27-4733-Ocab-24e5...
?ﬂ dfe29558-0f27-4733-9cab-24¢5...
@E dfe28558-0f27-4733-9cab-24e5...
?ﬂ dfe29558-0f27-4733-9cab-24¢5...
@ﬁ dfe28558-0f27-4733-9cab-24e5...
?ﬂ dfe28558-0f27-4733-9cab-24e5...
?ﬁ dfe29558-0f27-4733-9cab-24e5...
?ﬂ dfe28558-0f27-4733-9cab-24e5...
?ﬂ dfe29558-0f27-4733-9cab-24e5...
?ﬂ dfe28558-0f27-4733-9cab-24e5...
?ﬂ dfe29558-0f27-4733-9cab-24e5...
Eﬂ dfe28558-0f27-4733-Ocab-24e5...
?ﬂ dfe29558-0f27-4733-9cab-24¢5...

@ﬁ HCL.iAutomate

BigFix Runbook Al Lab Manual

|ssued By

M5-Crganization-P2P-Access [20...
M35-Organization-P2P-Access [20..,
M5-Crganization-P2P-Access [20...
M3-Organization-P2P-Access [20..
M5-Crganization-P2P-Access [20...
M35-Crganization-P2P-Access [20..,
M5-Organization-P2P-Access [20..,
M5-Crganization-P2P-Access [20...
M5-Organization-P2P-Access [20..,
M5-Crganization-P2P-Access [20...
M5-Organization-P2P-Access [20..,
M5-Crganization-P2P-Access [20...
M35-Organization-P2P-Access [20..,
M5-Crganization-P2P-Access [20...

Root Agency

9. In the list of certificates, find certificate HCLTech.iautomate.Web.

10. Double-click the certificate to open the Certificate dialog box.

Expiration Date

4/6/2019
3/28/2019
71172019
4/13/2019
3/19/2019
6/3/2019
6/16/2019
5/4/2019
87272019
/52019
472372019
3/19/2019
3/19/2019
8/6/2019
1/1/2040

Figure 112 - Identify Thumbprint of the Certificate (cont.)

11. Scroll through the list of fields and click Thumbprint to display the value.
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Intended Pu

Server Authe
Server Authe
Server Authe
Server Auths
Server Authe
Server Auths
Server Authe
Server Authe
Server Authe
Server Authe
Server Authe
Server Authe
Server Authe
Server Authe
<All=>

~
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-

Certificate

Details | Certification Path

Show: [{AH:»

Field

=] subject

Public key

Subject Key Identifier
Auﬂﬂcrity Key Identifier
Easic Constraints
Thumbprint algorithm
Thumbprint

Value

RSA (2045 Bits)

Subject Type=CA, Path Lengt...

shal

b8 7270 3b9d c7 74 ce Ob da...

Edit Properties... | | Copy toFie... |

Learn more about certificate details

Lo ]

Figure 113 - Identify Thumbprint of the Certificate (cont.)
Following changes are required in the underlying components:

Listener

To change the configuration of Listener from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

Copyright © 2023 HCLTech
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3 Run =

E Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC v|

Figure 114 - Hosting Listener from HTTP to HTTPS

2. Click OK to open Windows Services.

L Services

File Action View Help

s | E6:=H L B
. Services (Local)
Apache2.4 Name - Description Status Startup Type Log On As
X @Q,Actlvex Installer (AxdnstSV) Provides Us... Manual Local System

;t_:i:::h;:?;:\:ce E@;Adoba Flash Player Update Service This service ... Manual Local System
£ airtel, OUC Automatic Local System
@},AHJoyn Router Service Routes All) Manual (Trig... Local Service

Description: 2.4 atic

gzz;g;ﬁ-iﬁé“’mﬂ) & App Readiness Gets apps re.. Manual Local System
:@;Applicat\on Host Helper Service Provides ad.. Running  Automatic Local System
& Application Identity Determines ... Manual (Trig... Local Service
@},Appllcatmn Information Facilitates t.. Running  Manual (Trig... Local System
@Applicatmn Layer Gateway Service Provides su... Manual Local Service
£ Application Management Processes in... Manual Local System
@),App}( Deployment Service (AppXSVC) Provides inf... Manual Local System
E@iASP‘NI:'I' State Service Provides su... Manual Metwork Service
@A;;lgnedAcce;;Managar Service AssignedAc... Manual Local System
@);Auto Time Zone Updater Automatica... Disabled Local Service
£ Background Intelligent Transfer Service Transfers fil.. Manual Local System
@},Eackground Tasks Infrastructure Service Windows in.. Running  Automatic Local System
@ Base Filtering Engine The Base Fi Running  Automatic Local Service
£ BES Client Facilitates u.. Running  Automatic (D... Local System
:@; BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig... Local System
£ Bitl ocker Management Client Service BitLocker M. Running  Automatic (D... Local System
@},Block Level Backup Engine Service The WBENG... Manual Local System
@Blue Coat Unified Agent Provides W.. Running Automatic Local System
£ Bluetooth Handsfree Service Enableswir.. Running Manual (Trig... Local Service
@};Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
@Bran(h(ﬁa(he This service ... Manual Metwork Service
@},Capabmty Access Manager Service Provides fac... Manual Local System
@Certif\cate Propagation Copies user... Running  Automatic Local System
£ Cisco AnyConnect Netwark Access Manager Establishes.. Running  Automatic Local System
R P . .. . e n e - - .. . P

Figure 115 - Hosting Listener from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.Listener.

4, Right-click HCL.iAutomate.Listener service and click Properties.
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4 Services

File  Action  View Help
@@ Ea= Hm > e 0w

% Services {Local)

Marne

HCL.iAutomate.Listener

L HCLidutomate DC
Stop the service E . .
Restart the service -@; HCL.ifutormate Entitybdodel A

E@,HCL.i."i\.utor'ﬂate.Gener'icExecutDr
E@,HCL.i;!l\\utorﬂate.iParse A
E@,HCL.i."l\\l.Jt-:r'ﬂa‘ce.iRecc-r'nr'mand
@HCL.iAutomate.iUnique

L te BHer
5@,HCL.iAutUmate.RBACDmponf Start
5@,HCL.i;ﬂ\utomate.ReIeaseSENicn Stop
@Human Interface Device Servii Pause
E@,H‘\f Huost Service
E . Resurne
@Hyper-\f Data Exchange Servic

Restart

E@;gHyper-\f Guest Service Interfac
E@,H:-,.u'per—‘u" Guest shutdown Ser, Al Tasks N
E@;Hyper—‘u‘ Heartbeat Service

E@;Hyper—‘\f Povwershell Direct Ser
5@, Hyper-¥ Rernote Desktop Virh Properties
E@,Hyper-‘\f Tirne Synchronizatiol
@Hyper-‘u‘\mlume Shadow Cop

Refresh

Help

Figure 116 - Hosting Listener from HTTP to HTTPS (cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.ifutormate. Listener Properties (Local Computer) *

General LogOn Recowery Dependencies

Service name: HCL. itutomate, Listensr

Dizplay nanme: HCL. itsutomate. Listensr

Descriphion:

Path to executable:;

Startup type: Autarmatic s

Semvice statuz Running
Start Stop Pauze Resume

You can specify the start parameters that apply when vou start the service
fromn here,

Start parameters:

Cancel

Figure 117 - Hosting Listener from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

< HCLiAutomate listner Senvice Host ewe config  4/10/2023 33 PM CONFIG File

Figure 118 - Hosting Listener from HTTP to HTTPS (cont.)

8. Within the HCL.iAutomate.Listner.Service.Host config file, find the key URL and change its value
from HTTP to HTTPS.
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<add keyv="URL" walue="https://<ip>:<port>" />

Figure 119 - Hosting Listener from HTTP to HTTPS (cont.)

9. Within the HCL.iAutomate.Listner.Service.Host config file, find the key ‘securityMode’ and change

its value from 2 to 3.

<add key="SefviceSecurityl“lode_Service" value="3" />

Figure 120 - Hosting Listener from HTTP to HTTPS (cont.)

10. Within the HCL.iAutomate.Listner.Service.Host config file, find the key ‘IsSelfSigned’ and change

its value from N to Y.

<add key="IsSelfSigned_KRS" value="Y" />
Figure 121 - Hosting Listener from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={£fa605232-£580-4d28-895e-3e021ffed82d}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.Listener service and click Restart to restart the service.

. Services (Local)

HCL.iAutomate.Listener Marne - Description Status Startup Type

) {é‘;HCL.iAutomate.DC Running  Automatic

%;—!;T:hs:;::jce ».‘.‘,;‘;HCL.?Automate.Entityr.\dodel Apache/2.d.. Running .t'i‘«utomatic

LEHCLiAGtamate SenericExecutar Running  Automatic

{é‘;HCL.iAutomate.iParse Apache/24... Running  Automatic

-5.‘,};HCL.iAutomate.iRecommend Apache/24... Running  Automatic

o) HCLi&utomate.ilnigue Apachef24.. Running  Automatic

-Lifutormate.Listener Running  Automatic

HCLi&utomate RBACormponent Running  Autormatic

».‘.‘é”;HCL.i.ﬂ.utomate.ReIeaseService Running  Automatic

Figure 122 - Hosting Listener from HTTP to HTTPS (cont.)

Data Collector

To change the configuration of Data Collector from HTTP to HTTPS, please follow the below steps:



0 Big Fix BigFix Runbook Al Lab Manual

1. Press Win+R and type services.msc.

= Run x

@\ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC v|

l 0K ;| Cancel || Browse... |

Figure 123 - Hosting Data Collector from HTTP to HTTPS

2. Click OK to open Windows Services.

L Services

File Action View Help

e @ Ee2 HE v
. Services (Local)
~
Apache2.4 Name Description Status Startup Type Log On As
£k ActiveX Installer (AxinstSV) Provides Us... Manual Local System
Stop the service @& . .
Pestart the service ::.},Adoba Flash Player Update Service This service ... Manual ) Local System
@%a\rtel‘ Quc Automatic Local System
@A\\Jﬂyn Router Service Routes All) Manual (Trig...  Local Service
Description: \p unning  Automatic

Apache/2.423 (Win64)

OpenssL/1.0.2k £k App Readiness Gets apps re... Manual Local System

@},Applicatmn Host Helper Service Provides ad... Running  Automatic Local System
E.‘.‘%A;‘.ﬂ.}licat\on Identity Determines ... Manual (Trig..  Local Service
£ Application Information Facilitatest.. Running Manual (Trig... Local System
@};Applicat\on Layer Gateway Service Provides su... Manual Local Service
&2 Application Management Processes in... Manual Local System
@},App}( Deployment Service (AppXSVC) Provides inf... Manual Local System
E.@iASP‘NL—I' State Service Provides su... Manual Metwork Service
£ AssignedAccessManager Service AssignedAc... Manual Local System
@};Auto Time Zone Updater Automatica... Disabled Local Service
% Background Intelligent Transfer Service Transfers fil.. Manual Local System
@},Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
@%Base Filtering Engine The BaseFil.. Running  Automatic Local Service
£ BES Client Facilitates u.. Running  Automatic (D... Local System
?:9), BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig... Local System
@ BitLocker Management Client Service BitLocker M., Running  Automatic (D.. Local System
£ Block Level Backup Engine Service The WBENG... Manual Local System
@}; Blue Coat Unified Agent ProvidesW.. Running  Automatic Local System
£k Bluetooth Handsfree Service Enableswir.. Running Manual (Trig... Local Service
@},Bluetooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
E.z.%fBrancl’\Cac}'|e This service . Manual Metwork Service

Figure 124 - Hosting Data Collector from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.DC.

4. Right-click HCL.iAutomate.DC service and click Properties.
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' Services (Local)

HCL.iAutomate.DC Description Status Startup Type Log On As
. Running  Autornatic )

?ﬁi:hfzf\ﬁce tyhdodel Apache/24... Running  Autormatic S

o . 1.":)}HCL.iAutomate.GenericExecutor Running  Autornatic Stop

L':)}HCL.iAutomate.iParse Apache/24... Running  Autormatic Pause
1.":)}HCL.iAutomate.iRecommend Apache/24... Running  Automatic Resurme
L"E)}HCL.iAutomate.iUnique Apache/24... Running  Automatic Festart
EEHCLiAutomate Listener Running  Automatic

€L HCLisutamate. REACompanent Running  Automatic Al Tasks
L"E)}HCL.iAutomate.ReIeaseService Running  Automatic el
EhHuman Interface Device Service Activates an.. Manual (Trig.

L':)}H\u" Host Service Provides an .., Manual (Trig. Properties
L‘:)}Hyper-\u" Data Exchange Service Provides a ... Manual (Trig.

L Hyper-W Guest Service Interface Provides an ... banual (Trg.. oo opaccn

Figure 125 - Hosting Data Collector from HTTP to HTTPS (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.

HCL.i&utornate DC Properties (Local Computer) >
General LogOn FRecovery Dependencies

Service name: HCL.isutomate.DC

Dizplay name: HCL.itwutomate.DIC

Description:

Fath to executable:
qReln e etey B R E el [ETtiTaly  H CL. idutomate. D ataCollector. S ervice. Host exe

Startup tppe: Automatic =
Service status: Running
Start Stop FPauze Rezume

Y'ou can zpecify the start parameters that apply when you start the service
from here.

Start parameters:

Cancel Apply

Figure 126 - Hosting Data Collector from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.DataCollector.Service.Host.exe config file and open it in a Notepad.
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2 HCLiAutornate, DataCollector, Service Host,exe 852019 12:04 PR COMFIG File 2 kE

Figure 127 - Hosting Data Collector from HTTP to HTTPS (cont.)

8. Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key
‘ServiceHostURL' and change its value from HTTP to HTTPS.

<add kev="ServiceHostURL" wvalue="https://<ip>:<port>/DataCollector/" />

Figure 128 - Hosting Data Collector from HTTP to HTTPS (cont.)

9. Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key ‘securityMode’
and change its value from 2 to 3.

<add I-(ey="SefviceSecurityMode_Service" vé.lue_="3“ />
Figure 129 - Hosting Data Collector from HTTP to HTTPS (cont.)

10. Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key ‘IsSelfSigned’

and change its value from N to Y.

<add key="IsSelfSigned_KRS" value="Y" />

<add key="IsSelfSigned_Service" value="Y" />
Figure 130 - Hosting Data Collector from HTTP to HTTPS (cont.)
11. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={dcdé67c7b-c67a-4956-b4cc-6545aceld2e9}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.DC service and click Restart to restart the service.
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5 Services (Local)
HCL.iAutomate.DC Marre - Description Status Startup Type
%;—!ﬁ:hs:;::jce ».‘:}-.HC Automate. Entitybdodel Apachef2d... Running  Automatic
‘LEHCLifutamate. GenericExe cutor Running  Automatic
».‘.‘é;HCL.iAutomate.iParse Apachef2d... Running  Automatic
».‘.? CLifutomate.iRecommend Apachef2d... Running  Automatic
».‘.‘é;HCL.iAutomate.iUnique Apachef2d,... Running  Sutomatic
».‘.‘é;HCL.iAutomate.Listener Running  Automatic
».‘.? CLifutomate.RBAC omponent Running  Automatic
».‘.‘é;HCL.iAutomate.ReIeaseSer\fice Running  Automatic
».‘.“é;Human Interface Dewvice Service Activates an.. tanual (Trig..
».‘.“} W Host Service Provides an .., tanual (Trig..
yper-Y Data Exchange Service Provides a .., tanual (Trig..
».‘.“} yper-Y Guest Service Interface Provides an .., tanual (Trig..
Lk Hyper- Guest Shutdown Service Provides a .. tanual (Trig..
».‘.“é;Hyper—V Heartbeat Service Monitors th.., tanual (Trig..
».‘.“} yper-Y PowerShell Direct Service Provides a .. tanual (Trig..
‘LhHyper-W Rernote Desktop Wirtualization Service Provides a pu., tanual (Trig..
».‘.“é;Hyper—V Tirne Synchronization Service Synchronize.., tanual (Trig..
».‘.“é;Hyper—V Wolume Shadow Copy Requestar Coordinates.., tanual (Trig..
».‘.‘é;llS Admin Service Enables this., Running  Sutomatic
».‘.?EIKE and AuthlP [Psec Keying Modules The IKEEXT ... Running  Sutomatic (T..

Figure 131 - Hosting Data Collector from HTTP to HTTPS (cont.)

Generic Service

To change the configuration of Generic Service from HTTP to HTTPS, please follow the below steps:
1. Press Win+R and type services.msc.

4 Run =

=7  Typethename of a program, folder, document, or Internet
== resource, and Windows will open it for you.

DOpem: ‘ SEMVICES,MEC -

Cancel Browse...

Figure 132 - Hosting Generic Service from HTTP to HTTPS

2. Click OK to open Windows Services.
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4 Services
File Action View Help
e |mEG-EH L LN

Services (Local)

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Winbd)
OpenS5L/1.0.2h

Mame

£ ActiveX Installer (AxinstSV)
@Adobe Flash Player Update Service
£ airtel, OUC

& Allloyn Router Service

@},App Readiness

@Applicatmn Host Helper Service

£ Application Identity

:@,Applicat\on Information

& Application Layer Gateway Service
@},Appllcatmn Management

@App}( Deployment Service (AppXSVC)
£ ASP.NET State Service
@),AssignedAc:assManager Service

& Auto Time Zone Updater

::9}, Background Intelligent Transfer Service
5@3 Background Tasks Infrastructure Service
£ Base Filtering Engine

5 BES Client

f@, BitLocker Drive Encryption Service
£ BitLocker Management Client Service
:@, Block Level Backup Engine Service
£ Blue Coat Unified Agent

::9}, Bluetooth Handsfree Service

f@, Bluetooth Support Service

£ BranchCache

Description

Provides Us...
This service ...

Routes Alllo,

Gets apps re...
Provides ad...
Determines ...
Facilitates t...
Provides su...
Processes in...
Provides inf...
Provides su...
AssignedAc...
Automatica...
Transfers fil...
Windows in...
The BaseFil...
Facilitates u...
BDESVC hos...
BitLocker M...
The WBENG...
Provides W...
Enables wir...
The Bluetoo..,

This service ...

Status

Running

Running

Running
Running
Running
Running

Running

Running
Running
Running

Startup Type
Manual
Manual
Automatic
Manual (Trig...

Manual

Automatic
Manual (Trig...
Manual (Trig...
Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic
Automatic (D...
Manual (Trig...
Automatic (D...
Manual
Automatic
Manual (Trig...
Manual (Trig..
Manual

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Network Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Network Service

Figure 133 - Hosting Generic Service from HTTP to HTTPS (Cont.)

3. Search for HCL.iAutomate.GenericExecutor.

4. Right-click HCL.iAutomate.GenericExecutor service and click Properties.

HCLiAutomate.GenericExecutor

Stop the service
Restart the service

Marne

-:},HCLJ utornate.iParse
5@,HCL.iAutomate‘iRecommend
@},HCL.iAutomate‘iUnique
@HCL.iAutomate‘Listener
5@,HCL.iAutomate‘RBACDmponent
5@,HCL.iAutomate‘Re\easeSemce
@},Human Interface Device Service
@HV Host Service

@Hyper-\u" Data Exchange Service
@},Hyper-\u" Guest Service Interface
@},Hyper-\u" Guest Shutdown Service
@},Hyper-\u" Heartbeat Service
@},Hyper-\u" PowverShell Direct Service

Apachef24..
Apachef24..
Apachef24..

Autivates an..,
Provvides an .
Provides a ..

Provvides an .
Provides a ..

Maonitors th...
Provides a ..

Status

Running
Running
Running
Running
Running
Running

Startup Type

Autarmatic
Autarmatic
Autarmatic
Autarmatic
Autarmatic
Autarmatic

Manual (Trig...
Manual (Trig...

[ smkewe

Description

Log On&s

Start
Stop
Pause
Resurne

Restart
All Tasks ¥

Refresh

Manual (Trig...

Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...

Properties

Help

e

Local Syste...

Figure 134 - Hosting Generic Service from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&wtormate GenericExecutar Properties (Local Computer) x

General LogOn Recovery Dependencies

Semvice name: HCL isutomate. GenencE xecutor
Dizplay name: HCL isutomate. GenencE xecutor
Dezcription:

Path to executable:

Startup bpe: Autamatic i

Semvice status:  Running
Start Stop FPauze Resume

ou can gpecify the start parameters that apply when you start the service
from here.

Start parameters:

Cancel Apply

Figure 135 - Hosting Generic Service from HTTP to HTTPS (Cont.)

6. Open File Explorer and then paste the copied path and press Enter to open the desired
7. Search for HCL.iAutomate.Generic.Host.exe config file and open it in a Notepad.

& HCLiAutomate, GenericHost.exe 52019712:04 Ph COMFIG File IKE

Manual

folder.

Figure 136 - Hosting Generic Service from HTTP to HTTPS (Cont.)

8. Within the HCL.iAutomate.Generic.Host.exe config file, find the key

‘iAutomate.Generic.ServiceHostURL"” and change its value from HTTP to HTTPS.

<add kev="iAntomate.Generic.ServiceHostURL" wvalue="https://<ipr:<port>/Genericlervice" />

Figure 137- Hosting Generic Service from HTTP to HTTPS (Cont.)
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9. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘securityMode’ and change its
value from 2 to 3.

<add key:"SefviceSecurityMode_Service" vé.'Lue_:"3“ />
Figure 138 - Hosting Generic Service from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘IsSelfSigned’ and change its

value from Nto .

<add key="IsSelfSigned_KRS" value="Y" />

<add key="IsSelfSigned_Service" value="Y" />
Figure 139 - Hosting Generic Service from HTTP to HTTPS (Cont.)

11. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={c60c3690-70b58-4c68-8590-e2fd061edd23}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.GenericExecutor service and click Restart to restart the service.

4 Services (Local)

HCL.iAutomate.GenericExecutor Marme Description Status Startup Type
) Q;HCL.irﬁ.utomate.DC Running  Autornatic

stop the service CLHCLiutomat Apache/2d.. Running  Automatic

Restart the service

0 Running  Automatic
CLHCLiAutomate.iParse Apachef24.. Running  Autornatic

-.‘.";_‘;HCL.irﬁ.utomate.iRecommend Apachef2 4., Running  Autornatic
Q;HCL.iAutumate.iLlnique Apachef24.. Running  Autornatic
Q;HCL.iAutomate.Listener Running  Automatic
-f.‘é;HCL.iAutumate.F{BACompnnent Running  Autornatic
-.‘.‘,'2;HCL.i:ﬂ.utomate.ReIeaseSewice Running  Automatic
-J.‘é;Human Interface Device Service Activates an.. Manual (Trig..,

Figure 140 - Hosting Generic Service from HTTP to HTTPS (Cont.)
RBA Component

To change the configuration of RBA Component from HTTP to HTTPS, please follow the below steps:
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1. Press Win+R and type services.msc.

& Run it

E\ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: ‘ SEMVICES.MSC iy ‘

E 0K i| Cancel || Browse... |

Figure 141 - Hosting RBA Component from HTTP to HTTPS

2. Click OK to open Windows Services.

i Services
File Action View Help

@B BE >80
"“ma Services (Local)
-
Apache2.4 MName Description Status Startup Type Log On As
s n . &k ActiveX Installer (AdnstSV) Provides Us... Manual Local System
top the service Fe
Remrart the sersice ::Q,Adoba Flash Player Update Service This service ... Manual . Local System
é};a\rtel‘ Quc Automatic Local System
@AHJO}{H Router Service Manual (Trig..  Local Service
Description: Ap: Running

Apache/2.4.23 (Winbd)

OpenssL/1.0.2k '@sAPp Readiness Gets apps re... Manual Local System

£ Application Host Helper Service Providesad.. Running  Automatic Local System
@},Appllcatmn Identity Determines ... Manual (Trig...  Local Service
@Applicatmn Infarmation Facilitates t..  Running  Manual (Trig.. Local System
£ Application Layer Gateway Service Provides su... Manual Local Service
@),Applicat\on Management Processes in... Manual Local System
@Appx Deployment Service (AppXSYVC) Provides inf... Manual Local System
@ASP‘NH State Service Provides su... Manual Metwork Service
@AssignedAccessManagar Service AssignedAc... Manual Local System
&% Auto Time Zone Updater Automatica... Disabled Local Service
@},Background Intelligent Transfer Service Transfers fil... Manual Local System
E@&I’.‘»ackgro\md Tasks Infrastructure Service Windows in.. Running  Automatic Local System
£ Base Filtering Engine The BaseFil.. Running  Automatic Local Service
@),BES Client Facilitates u... Running  Automatic (D... Local System
f@i BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig.. Local System
::93, BitLocker Management Client Service BitLocker M... Running  Automatic (D... Local System
:@;Block Level Backup Engine Service The WBENG... Manual Local System
&% Blue Coat Unified Agent ProvidesW.. Running  Automatic Local System

@},Bluetooth Handsfree Service Enableswir.. Running  Manual (Trig... Local Service
E@gl’.‘»luetootl’\ Support Service The Bluetoo... Running  Manual (Trig..  Local Service

Figure 142 - Hosting RBA Component from HTTP to HTTPS

3. Search for HCL.iAutomate.RBAComponent.

4. Right-click HCL.iAutomate.RBAComponent service and click Properties.
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HCL.iAutomate.RBAComponent

Stop the service
Restart the service

-~
Mame

Ch HCLidutamate,DC

iSh HCLitutomate Entitytodel
@},HCL.iAutnr‘nate.GenericExecutor
5:‘,:}:'g",HCL.i."l\\l.Jttnmate.iParse
@},HCL.iAutnmate.iRecommend
5:‘,:}:J',HCL.i."l\\l.Jtt-mate.iUnicp.Je
5%HICL.i."l\\l.Jttumate.Listener
2 I HCLiAutornate RBAComponent
5:‘,:}:J',HCL.i."l\\l.Jttumate.F‘ualeaseSer\.n'ice
E;E,;‘}};HL,Ir'man Interface Device Service
@;’,HV Host Service

@},Hyper-\f Data Exchange Service
@;’,Hyper—\f Guest Service Interface
@:’, Hyper-Y Guest Shutdouwn Service
@},Hyper-\f Heartheat Service
@;’,Hyper—\f PowverShell Direct Service
@},Hyper-\f Rernote Desktop Yirtualizati
@},Hyper—VTime Synchronization Servin
@},Hyper-\f\-‘blume Shadow Copy Regqu
RIS Admin Service

Description Status
Running
Apachef2 4. Running
Running
Apachef2 4. Running
Apachef24d...  Running
Apachef2 4. Running
Running

Runnin g

Start Running
Stop 5 ah.
Pause Fan ..
Resume fae
Restart [

.
All Tasks ¥ sth..
Refresh [

Y
Properties nize..

ates..
Help

this... Running

Figure 143 - Hosting RBA Component from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.ifutornate REACarnponent Properties (Local Camputer) hd

General LogOn Recovery Dependencies

Service name: HCL.itwtomate. RBAComponent

Dizplay name: HCL. utomate. RBAComponent

Dezcription:

Path to executable:

i Hel RbaService. Component. Host exe

Startup type: Automatic o

Service statuz.  Running
Start Stop Pavsze Resume

Y'ou can specify the start parameters that apply when you start the service
from here.

Start parameters:

Cancel Apply

Figure 144 - Hosting RBA Component from HTTP to HTTPS (Cont.)

6. Open File Explorer and then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.RbaService.Component.Host.exe config file and open it in a Notepad.

@ Hcl.RbaZervice. Camponent.Host.exe 229 1204 PR COMFIG File 4 KR

Figure 145 - Hosting RBA Component from HTTP to HTTPS (Cont.)

8. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘ServiceHostURL’ and
change its value from HTTP to HTTPS.
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<add keyv="ServiceHostURL" wvalue="https://<ip>=:<port>/RbhaComponent/" />

Figure 146 - Hosting RBA Component from HTTP to HTTPS (Cont.)

9. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘securityMode’ and
change its value from 2 to 3.

<add key:“SefviceSecurityMode_Service" Vélue;"3" />
Figure 147 - Hosting RBA Component from HTTP to HTTPS (Cont.)

10. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘IsSelfSigned’ and change
its value from N to Y.

<add key="IsSelfSigned_KRS" value="Y" />

<add key="IsSelfSigned_Service" value="Y" />
Figure 148 - Hosting RBA Component from HTTP to HTTPS (Cont.)

11. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={11£f43d84-3d5c-47cf-b29e-0dd38c0e8£85}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.RBAComponent service and click Restart to restart the service.
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Status

Marre Description

HCL.iAutomate.RBAComponent

] @HCL.iAutomate.DC Rumning
%;ta_!ﬂ‘:hs:if\ﬁce 5:9;‘,HCL.iAutomate.EntityModeI Apachef24.,.,.  Running
@},HCL.iAutomate.GenericExecutor Rumkning

@},HCL.iAutomate.iParse Bpachef24..  Running

@},HCL.iAutomate.iRecommend Apachef24..  Running

@},HCL.iAutomate.iUnique Apachef24.. Running

@},HCL.iAutomate.Listener Running

AHCL.ifutomate, _omponent Running
E:5:}35;HCL.i."l\.L,ltomate.F{eIeaseSer\.fice
@Human Interface Dewvice Service Activates an.

@HV Host Service Provides an ..

Running

Figure 149 - Hosting RBA Component from HTTP to HTTPS (Cont.)

Release Service

Atomatic
Automatic
Autarmatic
Autarmatic
Autamatic
Autamatic
Autamatic
Aytomatic

Autarmatic

fanual (Trig...
tanual (Trig..,

Startup Type

To change the configuration of Release Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

3 Run =

@- Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC v|

Figure 150 - Hosting Release Service from HTTP to HTTPS

2. Click OK to open Windows Services.
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4 Services

File Action View Help

¢ @ E6zHm »eun
. Services (Local)
Apache2.4 Name Description Status Startup Type Log On As
@},Amvex Installer (AxInstSV) Provides Us... Manual Local System
Stop the service & . A
Restart the service :Q;Adobe Flash Player Update Service This service .. Manual Local System
£ airtel, OUC Automatic Local System
@},AHJoyn Router Service Routes Alllo... Manual (Trig... Local Service
Description:
Apache/2.4.23 (Win6d)

&% App Readiness Gets apps re... Manual Local System
@);Applicat\on Host Helper Service Provides ad... Running  Automatic Local System
@Applicatmn Identity Determines .. Manual (Trig..  Local Service
@Appllcatmn Information Facilitatest.. Running  Manual (Trig...  Local System

OpenssL/1.0.2h

@Applicat\on Layer Gateway Service Provides su... Manual Local Service
& Application Management Processes in... Manual Local System
@},App}( Deployment Service (AppXSVC) Provides inf... Manual Local System
E@%ASP‘NH State Service Provides su.. Manual Metwork Service
£k AssignedAccessManager Service AssignedAc... Manual Local System
::‘,’J,Auto Time Zone Updater Automatica... Disabled Local Service
E:‘%I’.‘»ackgro\md Intelligent Transfer Service Transfers fil... Manual Local System
£ Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
@);Base Filtering Engine The BaseFil.. Running  Automatic Local Service
@BES Client Facilitates u.. Running  Autematic (.. Local System
::93, BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig...  Local System
i'@; BitLocker Management Client Service BitLocker M... Running  Automatic (D.. Local System
£ Block Level Backup Engine Service The WBENG... Manual Local System
@},Blue Coat Unified Agent Provides W... Running  Automatic Local System
E@gl’.‘»luetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service
£ Bluetooth Support Service The Bluetoa... Running Manual (Trig... Local Service
@},EranchCache This service ... Manual Metwork Service
@Capab\\ity#\cces; Manager Service Provides fac... Manual Local System

£ Certificate Propagation Copies user... Running  Automatic Local System
“Ch Cisco AnyConnect Network Access Manager Establishes ... Runnin. Automatic Local System

Figure 151 - Hosting Release Service from HTTP to HTTPS (Cont.)

3. Search for HCL.iAutomate.ReleaseService.

4. Right-click HCL.iAutomate.ReleaseService service and click on Properties.

S

HCL.iAutomate.ReleaseService Marme Description Status

g h i E3:’:3;HCL.iAutomate.iParse Apachef2,4.23 (ingd) 0., Running
top the service - . . . .
Restart the service -:e'gHCL.lAutomate.lRecommend Apaches/2.4.23 (Wingd) O..  Running

i@, HCLifutormate.ilnique
5@, HCLidutomate Listener
@}, HCLi2utomate RBAComponent

Apache/2.4.23 (Wingd) 0...  Running

Running

Running

Start

E;‘.:’.>:},Hl.aman Interface Dewvice Service ains L,
@;‘,H\:" Host Service Stop = fart.

E;‘,f'.%,Hg.fper—‘uf Data Exchange Service Pause o .
E;‘::.5:},H‘_-,fper—‘-uf Guest Service Interface Resurme = fart.
@;‘,Hyper—\f’ Guest Shutdown Service Restart i to .
E;‘,5'.$,H3.fper—‘uf Heartheat Service fthis ..
0 Hyper-¥ PowerShell Direct Service Al Tasks 7 mto .
@;‘,Hyper—\f’ Rermote Desktop Wirtualization Service Refresh forco..
@},Hyper-\f Tirme Synchronization Service tern t.,
5@, Hyper-W Wolume Shadow Copy Requestar Properties AT,
@IKE and AuthlP [Psec Keying Modules Help osts t, Running
@Interactive Services Detection L e ation ..
E3:?:}’Irﬂ:emet Connection Sharing (IC5) Provides network address ..,

Figure 152 - Hosting Release Service from HTTP to HTTPS (Cont.)
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5. Copy the value mentioned in Path to executable as shown in the image below.

HCL.ifwtomate ReleaseService Properties (Local Computer) x

General |ogOn Recovery Dependencies

Sernvice name: HCL.idutomate. ReleaseService
Digzplay name: HCL.idutomate. ReleaseService
Drezcription:

Fath to executable:
2019 3 1643448374 === H CL. idutomate. R eleaze Host exe

Startup type: Autamatic i

Service status: Running
Start Stap FPauze Resume

“'ou can zpecify the start parameters that apply when vou start the service
from here.

Start parameters:

Cancel Aoy

Figure 153 - Hosting Release Service from HTTP to HTTPS (Cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Release.Host.exe config file and open it in a Notepad.

E HCL.iAutomate.Release.Host. exe 7/2172020 12208 PM - CONFIG File 2 KB

Figure 154 - Hosting Release Service from HTTP to HTTPS (Cont.)

8. Within the HCL.iAutomate.Release.Host.exe config file, find the key

‘iAutomate.Release.ServiceHostURL’ and change its value from HTTP to HTTPS.
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<add kev="iAntomate.BRelease.ServiceHostURL" valuse="https://<ip>:<port>/ReleaseService" />

Figure 155 - Hosting Release Service from HTTP to HTTPS (Cont.)

9. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘securityMode’ and change its
value from 2 to 3.

<add key="5efviceSecurityMode_Service" Vélue;"3" />
Figure 156 - Hosting Release Service from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘IsSelfSigned’ and change its

value from Nto Y.

<add key="IsSelfSigned_KRS" value="Y" />

<add key="IsSelfSigned_Service" value="Y" />
Figure 157 - Hosting Release Service from HTTP to HTTPS (Cont.)

11. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={d32cb30c-7ela-4549-a2e2-32bf01ald345}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.ReleaseService service and click Restart to restart the service.
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Q-;
HCLiAutomate.ReleaseService Marre Description Status Startup Type
. @HCL.iAutomate.DC Running  Automatic
%;ﬁ_!ﬂ“:h‘:g;ce (G HCLidwtamate Entityhadel Apache/24.23 (WinB4) 0. Running  Automatic
@},HCL.iAutomate.GenericExecutor Running  Automatic
@HCL.iAutomate.\Parse Apache/24.23 (Wintd) 0. Running  Automatic
5@,HCL.iAutomate.\Recommend Apache/24.23 (Wintd) 0. Running  Automatic
@},HCL.iAutomate.\Unique Apache/24.23 (Wintd) 0. Running  Automatic
@},HCL.iAutomate.Listener Running  Automatic
HELidutomate RBAComponent Running  Automatic
A H M ice Running  Automatic
@Human Interface Device Service Autivates and maintains t.. Manual (Trig...
@H\u" Host Service Prowvides an interface fort.. Manual (Trig...
@},Hyper-\u" Data Exchange Service Prowvides a mechanism to ., Manual (Trig...
@},Hyper-\u" Guest Service Interface Prowvides an interface fort.. Manual (Trig...
@},Hyper-\u" Guest Shutdown Service Prowvides a mechanism to ., Manual (Trig...
@},Hyper-\u" Heartbeat Service Monitors the state of this .. Manual (Trig...
@},Hyper-\u" PowverShell Direct Service Prowvides a mechanism to ., Manual (Trig...
B L Y Dt [l s . L -
Figure 158 - Hosting Release Service from HTTP to HTTPS (Cont.)
AD Sync

To change the configuration of AD Sync from HTTP to HTTPS, please follow the below steps:
1. Press Win+R and type services.msc.

/= Run *

=7 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC v|

l 0K ;| Cancel || Browse... |

Figure 159 - Hosting AD Sync from HTTP to HTTPS (cont.)

2. Click OK to open Windows Services.
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4 Services

File Action View Help

| BzlHmE »onn

" Services (Local)

Apache2.4 Mame Description Status Startup Type Log On As
Eé},Active)( Installer (AxInstSV) Provides Us... Manual Local System

Stop the service ; ] o

Rectart the service :@iAdobe Flash Player Update Service This service ... Manual Local System
£ airtel, OUC Automatic Local System
-@;A\\Joyn Router Service Routes Alllo... Manual (Trig... Local Service

Description: Running i

Apache/2.4.23 (Winb4) -

-@,App Readiness Gets apps re. Manual Local System
@Applicatmn Host Helper Service Provides ad.. Running  Autematic Local System
£ Application Identity Determines ... Manual (Trig... Local Service
@Applicatmn Information Facilitatest.. Running  Manual (Trig... Local System
@Applicatmn Layer Gateway Service Provides su.. Manual Local Service

OpenS5L/1.0.2h

£ Application Management Pracesses in... Manual Local System
='@;App}( Deployment Service (AppXSVC) Provides inf... Manual Local System
E@pQSPNI:—I' State Service Provides su... Manual Metwork Service
E@,AsslgnedAccassManager Service AssignedAc... Manual Local System

f@gAuto Time Zone Updater Automatica... Disabled Local Service
£ Background Intelligent Transfer Service Transfers fil... Manual Local System
Eé},l’.‘;a.:kgrcn.u’u‘l Tasks Infrastructure Service Windows in.. Running  Automatic Local System
='@fl{lase Filtering Engine The BaseFil.. Running  Automatic Local Service
£ BES Client Facilitates u.. Running  Automatic (D... Local System
5@; BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig...  Local System
£ Bitl ocker Management Client Service BitLocker M... Running  Automatic (D... Local System
E@,Block Level Backup Engine Service The WBENG... Manual Local System
='@;E‘»Iue Coat Unified Agent Provides W... Running  Automatic Local System
£ Bluetooth Handsfree Service Enableswir.. Running Manual (Trig... Local Service
5@, Bluetooth Support Service The Bluetoo...  Running i Local Service
E@fl?»rand'\(:adﬂe This service ... Metwork Service
£ Capability Access Manager Service Provides fac... Local System
5@; Certificate Propagation Copies user... Running  Automatic Local System

&1 Cisco AnyConnect Network Access Manager Establishes .. Running  Automatic Local System
Ao . . PR . R

Figure 160 - Hosting AD Sync from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.ADSyncService.

4. Right Click HCL.iAutomate.ADSyncService service and click Properties.

HCL.iAutomate.ADSyncService MName - Description Status Startup Type L.
) unning A i
%sfaiihs:zg:ce €. HCLikutomate.DC Servicefor... Running  Au Start
- €} HCLiAutomate.EmailService ServiceforE.. Running  Au Stop
5@, HCL.iAutomate EntityModel Apache/24... Running Au Pause
Des;ription: E:‘?;,HCL.i,ﬂ\utomate.lﬁenericE}(E:cutor Servicefor..  Running Au g
Service for ADSync -@, HCL.iAutomate.iParse Apache/24... Running Au
5@, HCL.iAutomate.iRecommend Apache/24... Running Au Restart
E@,HCL.i:ﬂ.l..ltcl'matle.iUr1ique Apache/24.. Running Au All Tasks
E:‘,:3;;',HCL.iP.uto-mate.Lister‘ler ServiceforL... Running  Au
5@, HCL.iAutomate.RBAComponent Servicefor... Running  Au Refresh
5@, HCL.iAutomate.ReleaseService Servicefor.. Running Au Properties
5@, Hurnan Interface Device Service Activates an... Mz
@HV Haost Service Provides an ... Mz H?Ip

Figure 161 - Hosting AD Sync from HTTP to HTTPS (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCL.iAutomate ADSyncService Properties (Local Computer) >

General  LogOn  Recovery Dependencies

Service name: HCL iAutomate ADSyncService
Digplay name: HCL iAutomate ADSyncService

Description: ’Ser'u'ice for ADSync

Path to executable:

ADSync 20200721 120808375WA

DSync

HCLiAutomate . Service AD exe”

Startup type: | Automatic i

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Figure 162 - Hosting AD Sync from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.Service.AD.exe config file and open it in a Notepad.

¥ HCL.iAutomate.Service AD.exe.config 2/20/20201219 PM - XML Configuratio... 4 KB

Figure 163 - Hosting AD Sync from HTTP to HTTPS (cont.)

8. Within the HCL.iAutomate.Service.AD. exe config file, find the key ‘ServiceHostURL’ and
change its value from HTTP to HTTPS.
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<add key="ServiceHostURL" valus="https://<IP>:<Port>/ADService" f%

Figure 164 - Hosting AD Sync from HTTP to HTTPS (cont.)

9. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘securityMode’ and

change its value from 2 to 3.

<add key="SefviceSecurityMode_Service" Vélue;"B" />

Figure 165 - Hosting AD Sync from HTTP to HTTPS (cont.)

10. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘IsSelfSigned’ and change its
value from N to Y.

<add key="IsSelfSigned_KRS" value="Y" />

<add key="IsSelfSigned_Service" value="Y" />
Figure 166 - Hosting AD Sync from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.

12. Open the command prompt as administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={8c00e29d-1a3e-439b-a449-7e26b64b9d27}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.ADSyncService service and click Restart to restart the service.
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HCL.iAutomate.ADSyncService Marme - Description Status Startup Type L.
] HE t . Running Automatic
;t_eos‘tlaiihs:::rcjce @ HCL.iAutomate.DC Servicefor.. Running  Automatic
- @}, HCL.iAutomate.EmailService Service for E.. Running  Automatic
@ HCL.iAutomate EntityModel Apache/24... Running  Automatic
Description: i€} HCL.iAutomate, GenericExecutor Servicefor... Running  Automatic
Senvice for ADSync -\@1 HCL.iAutomate.iParse Apache/24... Running  Automatic
@}, HCL.iAutomate.iRecommend Apache/24... Running  Automatic
@ HCL.iAutomate.iUnique Apache/24... Running  Automatic
@}, HCL.iAutomate,Listener Service forL.. Running  Automatic
@ HCL.iAutomate.RBAComponent Servicefor.. Running  Automatic
5@}, HCL.iAutomate. ReleaseService Service for.. Running  Automatic

Figure 167 - Hosting AD Sync from HTTP to HTTPS (cont.)
Email Service

To change the configuration of Email Service from HTTP to HTTPS, please follow the below steps:
1. Press Win+R and type services.msc.

= Run x

@- Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC v|

Figure 168 - Hosting Email Service from HTTP to HTTPS

2. Click OK to open Windows Services.
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File Action View Help
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| E L= H

" Services (Local)

[ ||

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win64)
OpenSsL/1.0.2k

1

Name
£ ActiveX Installer (AxinstsV)
='@,Adoba Flash Player Update Service
£ airtel, OUC

Allloyn Router Service

£ App Readiness

='@},Applicatmn Host Helper Service
='@,A;‘.t[r_tlicatmn |dentity

£ Application Information
='@,Applicatmn Layer Gateway Service

& Application Management

@App}( Deployment Service (AppXSVC)
5 ASP.NET State Service

& AssignedAccessManager Service

E@,Auto Time Zone Updater

5@, Background Intelligent Transfer Service
£ Background Tasks Infrastructure Service

5@, Base Filtering Engine
), BES Client
£ BitLocker Drive Encryption Service

5@, BitLocker Management Client Service

5@, Block Level Backup Engine Service
5@, Blue Coat Unified Agent

5@, Bluetooth Handsfree Service

£ Bluetaoth Support Service

5@, BranchCache

5@, Capability Access Manager Service
£, Certificate Propagation

5@, Cisco AnyConnect Network Access Manager

Description
Provides Us...
This service ...

Routes Allle...

Gets apps re...
Provides ad...
Determines ...
Facilitates t...
Provides su...
Processes in...
Provides inf...
Provides su...
AssignedAc...
Automatica...
Transfers fil...
Windows in...
The Base Fil...
Facilitates u...
BDESYC hos...
BitLocker M...
The WBENG...
Provides W...
Enables wir...
The Bluetoo...
This service ...
Provides fac...
Copies user ..
Establishes ...

Status

Running

Running

Running
Running
Running
Running

Running

Running
Running

Running

Running

Running

Startup Type
Manual
Manual
Automatic
Manual (Trig...

Manual
Automatic
Manual (Trig..
Manual (Trig...
Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic
Automatic (D..
Manual (Trig...
Automatic (D...
Manual
Automatic
Manual (Trig...
Manual (Trig...
Manual
Manual
Automatic

Automatic

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Metwork Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Network Service
Local System
Local System
Local System

Figure 169 - Hosting Email Service from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.EmailService.

4, Right click HCL.iAutomate.EmailService service and click Properties.

_

HCLiAutomate.EmailService

Stop the service
Restart the service

Description:
Service for EmailService

~
Mame

5@, HCL.iAutomate. ADSyncService

€ HCLiAutomate.DC

Description

Service for ...

Service for ..,

Status

Running

Running

Startup Type L.

€} HCLiAutomate.EntityModel

5@, HCL.iAutomate.GenericExecutor

5@, HCL.iAutomate.iParse

5@, HCLiAutomateiRecommend
5@, HCLiAutomateilnique

5@, HCL.iAutomate.Listener

5@, HCL.iAutomate.RBAComponent
5@, HCL.iAutomate.ReleaseService
5@, Hurnan Interface Device Service

5@, HV Host Service

5@, Hyper-V Data Exchange Service
5@, Hyper-V Guest Service Interface

Apache/2.4....
Service for ...
Apache/24...
Apache/24...
Apache/24...
Service for L.
Service for ...
Service for ...
Activates an...
Provides an ...
Provides a ...

Provides an ...

Running
Running
Running
Running
Running
Running
Running

Running

Automatic
Autematic
Automat Start
Autermnal Stop
Autermnal Pause
Autermnal Resume
Automal

Restart
Automal
Automal All Tasks
Autermnal

Refresh
Manual |
Manual | Properties
Manual |

Help

Manual |

Figure 170 - Hosting Email Service from HTTP to HTTPS (cont.)
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5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.

HCL.iAutomate. Email5ervice Properties (Local Computer) pd

General  LogOn  Recovery Dependencies

Service name: HCL iAutomate . Email Service

Digplay name: HCL iAutomate . Email Service

Description: ’Senrice for Email Service

Path to executable:
LR R s = HC L iAutomate. Email Service. Service . Host exe”

Startup type: Automatic w

Service status:  Running
Start Stop Pause Fesume

You can specify the start parameters that apply when you star the service
from here.

Start parameters:

Figure 171 - Hosting Email Service from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.EmailService.Service.Host.exe config file and open it in a Notepad.

¥ HCLiAutomate.EmailService.Service Host.exe.config 5/3/2020 11:49 AM XML Cenfiguratio... 3KB

Figure 172 - Hosting Email Service from HTTP to HTTPS (cont.)

8. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘ServiceHostURL’

and change its value from HTTP to HTTPS.
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<add key="ServiceHostURL" wvalus="https: [ /<IP>:<Port>/Emailservice/" />

Figure 173 - Hosting Email Service from HTTP to HTTPS (cont.)

9. Within HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘securityMode’ and

change its value from 2 to 3.

<add key="SefviceSecurityMode_Service" value="3" />
Figure 174 - Hosting Email Service from HTTP to HTTPS (cont.)

10. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘IsSelfSigned’ and

change its value from N to Y.

<add key="IsSelfSigned_KRS" value="Y" />

<add key="IsSelfSigned_Service" value="Y" />
Figure 175 - Hosting Email Service from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.

12. Open the command prompt as administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={21£fa9088-0c69-479e-8fdc-a8leb836e264}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.EmailService service service and click Restart to restart the service.

. Services (Local)

.

HCL.iAutomate.EmailService Mame Description Status Startup Type
] -3;} HCL.iAutomate.DC Servicefor ..  Running  Automatic
stop the FEMVIcE HCL.iAutomate.EmailService Service for E.. Running  Automatic

Festart the service : . . . .

SR HCLiAutomate EntityModel Apache/24... Running  Automatic
-.’;'J_‘;HCL.iAutomate.GenericE:cecutnr Servicefor ...  Running  Automatic
EE“_”F'?':'HE —_ €L HCLiAutomate.iParse Apache/24... Running  Automatic
ErviceTor tmatbenice -325HCL.iAutDmate.iRecummend Apache/24... Running  Automatic

Figure 176 - Hosting Email Service from HTTP to HTTPS (cont.)

Configuration Changes via GUI
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To change the configuration for various components via GUI from HTTP to HTTPS, please follow the

below steps:

1. Login to BigFix Runbook Al using the Super Admin credentials.

2. Roll-over to the Advance Configuration and click Product Configuration.
3. Select Component Name as Web API.

4. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Web API v
Load Balancer URL* hitps:#/<IP>:<Port>
Test Connection Test Connection

Figure 177 - Configuration Changes via GUI from HTTP to HTTPS

5. Click Update to save the changes.

6. Select Component Name as ‘Data Collector’.

7. Change the Load Balancer URL from HTTP to HTTPS.

*
Component Name Data Collector v

Load Balancer URL* https:#/<IP>:<Port>

Test Connection Test Connection

Figure 178 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

8. Click Update to save the changes.

9. Select Component Name as ‘Generic Service’.

10. Change the Load Balancer URL from HTTP to HTTPS.
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.
Component Name | Generic Senvice ¥ ‘

Load Balancer URL* | hitps://<IP> <Port> ‘

Test Connection Test Connection
e

Figure 179 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

11. Click Update to save the changes.

12. Select Component Name as ‘Release Service’.

13. Change the Load Balancer URL from HTTP to HTTPS.

Component Name *

Release Service ~ |

Load Balancer URL* ‘ https://<IP>:<Port> |

Test Connection Test Connection
[ |

Figure 180 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

14. Click Update to save the changes.

15. Select Component Name as ‘RBA Service’'.

16. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * ‘ RBA Service

-
Load Balancer URL ‘ hitps://<IP> <Port> |

Test Connection Test Connection
e

Figure 181 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

17. Click Update to save the changes.

18. Select Component Name as ‘Active Directory’.
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19. Change the Load Balancer URL from HTTP to HTTPS.

*
Component Name Active Directory ¥

Load Balancer URL*

hitps:#i<IP=:<Port>

Test Connection Test Connection

Figure 182 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

20. Click Update to save the changes.

21. Select Component Name as ‘Email Service’.

22. Change the Load Balancer URL from HTTP to HTTPS.

"
Component Name Email Service v

Load Balancer URL*

nttps://<IP>:<Port>

Test Connection Test Connection

Figure 183 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

23. Click Update to save the changes

4.7.4 Conclusion

After the conclusion of this exercise, you will have a thorough understanding of deployment of BigFix

Runbook Al components in a secure mode.

Now, let’s discuss the configuration of BigFix Runbook Al in the next module.

4.7.5 Related Documentation

e BigFix Runbook Al Prerequisites Guide
e BigFix Runbook Al Installation
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5 Module 3 — Configuration of BigFix Runbook Al

5.1 Introduction

This module covers the procedure for configuring BigFix Runbook Al product thereby making it fit for use
by end users for manual / automated ticket resolutions, document search and analysis, and other
functionalities.

In this module, some of the lab exercises may be dependent on other ones. Please do not

skip any exercise in between. You should have Super Admin user credentials to proceed with

configurations which has been created in the previous exercises during Installation Lab
Exercise.

Let’s begin with the creation of an Organization.

5.2 Lab Exercise 1 —Create Organization

5.2.1 Scenario

Based on the analysis done earlier for identifying automation opportunities, you have identified that
significant number of incidents can be automated. An organization has asked for configuration of BigFix
Runbook Al for resolving Incidents. Currently they are using Service Now as the ITSM tool and BigFix as

the runbook automation tool.

In this lab, we will showcase the detailed procedure for creating an organization and configuring various

necessary parameters.

5.2.2 Prerequisites

e Information of the module which needs to be configured — Incident / Service Request Tasks /
Change Request Tasks. In this exercise, we will consider Incident Management module.

e Information about authentication type of An organization. In this exercise, we will consider
Form based authentication

e Information about existing IT Service Management and Runbook Automation tools present in
Organization’s environment.

e Access to Super Admin credentials.
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5.2.3 Solution

1. Open BigFix Runbook Al Web URL and login with Super Admin credentials.

2. Go to Actions = Manage Organizations menu and click Create Organization.

AT 5] Configuration ) Reports

Manage Organizations
Runbooks

Build Models

Manage Jobs

RBAC

Figure 184 - Organizations
The Create Organization form appears.

3. Enter the Organization Name as BigFixRunbookAl.

4. Enter the Organization Description.

5. Click Choose File to upload the organization’s Logo.

6. Select Service Now against Incident Management module.
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Create Organization

Organization® () Enter Organization.
Organization Description ()
4
Logo 1) Choose File | Mo file chosen
Incident Management () -Select- N

Service Request Task () -Select- -

Change Request Task () -Select- -

CMDB ¢l () -Select-

SR Request Item () -Select- N

Service Request () -Select-

Change Request () -Select- N

Event Management () -Select-

Sub-Task Management ()

-Select- -

Figure 185 — Create Organization
7. Select BigFix as the Runbook Tool.
8. Select Database Server available from the dropdown.
9. Select the Authentication Type as Form Based.

10. Click Save once all the information is populated. The organization will be created.

Runbook Tool * () BigFix

Database Server” () -Select-

Authentication Type* ()

-Select- v

Figure 186 — Create Organization (Cont.)

11. To view the newly created organization and its details, go to Actions and click Manage

Organizations menu option.
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@ Home [&Actions [ Configuration [ Reports (5 Advance Configuration Y7 My Favorites (@ Help

Manage Organizations
Q
S e U S N
BigfixRunbookAl Organization for Fixlets testing FORM [£3.4

Figure 187 - Create Organization (Cont.)

12. A list of available organization with the newly created organization will be visible in the list. You can
edit the information or delete the organization by clicking on the respective icons under Action

section.

5.2.4 Conclusion

After the completion of this exercise, you should have a good understanding of creating a new
organization with the required parameters. This forms the foundation for performing the configurations

covered in further exercises.

The next step is to configure the data sources for sourcing the ticket related information which will be

covered in the next exercise.

5.3 Lab Exercise 2 — Create Data Source

5.3.1 Scenario

An organization wants to automate resolution of incident tickets through BigFix Runbook Al for which
data source needs to be created for the ITSM tool (Service Now) against the Incident Management
module. This would help in pulling the tickets from Service Now into BigFix Runbook Al for processing.

In this lab, we will showcase the detailed procedure for creating the data source for organization for

Service Now’s incident management module.

5.3.2 Prerequisites

e Organization should be configured.
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5.3.3

Information about the ITSM module against which data source needs to be created. In this lab
exercise, we will consider Incident management module.

ITSM API (Get) along with authentication details should be available

ITSM instance should have a dedicated assignment group for BigFix Runbook Al where identified
incidents will be routed. We have considered BigFix Runbook Al Group in this exercise.

ITSM user should have the following rights:

o Read rights for incident
o Write rights for worklogs/assignment group for incident
o Incident routing to other resolver groups

ITSM API should be accessible from the server where Data Collector service is installed.

Access to Super Admin credentials.

Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Goto Actions and click Manage Data Sources then click on Create Data Source button

o Home  C¥ Actions {2 Configuration B Reports

Manage Data Sources s

Runbooks >

Build Models
Manage Jobs
RBAC >
Tickets >

Analysis >

Figure 188 — Create Data Source

The Create Data Source page appears.

3. On the Organization tab, type in the details as per your requirement. Refer to the Lab Exercise 1 for

Organization and ITSM Module information.

4. Click Next.
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Organization Data Source Fetch Data Configuration Release Rules Configuration

Organization Details

Organization™
Module®
Service”™
Integration Type*

Is ticket Closure Managed by product job 0

Is ticket InProgress Managed by product job o

Figure 189 - Create Data Source (cont.)

5. On the Data Source tab, type in the details as per your requirement. The data source could be

named as DataSource_BigFixRunbookAl.

6. Timestamp here indicate that date is in APOC format or not.

7. Click Next.
Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration
Data Source
Name*
Timezone™ IST (India Standard Time GMT+06:30) v
Timestamp
Analysis Enabled

Figure 190 - Create Data Source (cont.)

8. On the Fetch Data Configuration tab, type in the details as per your requirement. It includes

multiple sections.

Connection Details
Sample information that can be populated —

— URL - https://sample.service-

now.com/api/now/vl/table/incident?sysparm fields=#Columns#&sysparm query=sys updated

on>=#StartDate#"sys updated on<=#EndDate#*ORDERBYsys updated on
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Authentication Type, User ID, and Password needs to be provided by ITSM team. In case you
are attending the classroom-based training, the instructor will provide you the details.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration
Connection Details
e |
Authentication Type* BT o
peertd? I
Password* =
Request Method* GET o
Proxy Required O

Figure 191 — Connection Details

Password: For password, click on icon next to it. If the password is available in plaintext then select
Input type as Input Text and enter the password in Value field. Else if it is available in any Key Vault
such as CyberArk then select Input Type as CyberArk and then select any of the configured details

from the value field.

Secret Selector

Input Type Input text -

Value

[JShow Password

Figure 192 - Password in plaintext
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Input Type

Value

Key
Description
ApplD
Safe
Folder

Object

BigFix Runbook Al Lab Manual

CyberArk -
SNOWPassword =
Value
I
I

Figure 193 - Password from Key Vault (CyberArk)

— Request Authentication Parameters and Request Header Parameters

See below the sample information:
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URL Path Parameters ()

Add Authentication Parameters Delete All

h ‘

| number,sys_updated_on,short_description,description,assignment_group,incident_state, closed_at,catt ‘

#Columns# ‘ Text
ST ‘ SQLUDF V‘ |@@GdlﬁnmDateTmeIJsirlgmciﬂemMmiﬁsdDme
#EndDates ‘ oL UDF v‘ |@@GelTnolCurremDale'ﬁme

Request Header Parameters @)

Request Body ()

Add Request Header Delete All

Enter Request Body in & valid JSON format

Response Body ()

6",
"sys.id™ "123456" "cmdb_c™ { "link™ "test’, "value™ "4324bjhbj3434" } }}

{ “result” [{ "number" "INC0079154", “closed al" ™, “assignmeni group” { “link" "<htips./Nocalhest service-now.com/apifnow/v1ftable/sys_user_group/All user group=", “value": "All user group” }, “incideni_sfate™
PR " "2097-12-22 06:59:03", “description” "Memory Utilization-10.0.0.11","short_description” "Memory Utilization10.0.0.11", "sys_updated_on”: "2018-01-02 06:3%:56", "category™ ™, "priority™ "4,

Figure 194 - Request Authentication Parameters

— Mandatory Parameter Mapping

This section maps the mandatory columns required for BigFix Runbook Al with the fields available in

response received. The field values are the same as the ones available in JSON added in Response Body

section. Refer to below table for sample information:

Table 5 — Sample Mandatory Parameter Mapping

TicketNumber JSON.Keys

result.0.number

Summary JSON.Keys

result.0.short_description
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Description JSON.Keys result.0.description
CreatedDate JSON.Keys result.0.sys_created_on
StatusCode JSON.Keys result.0.incident_state
ResolvedDate JSON.Keys result.0.closed_at
LastModifiedDate JSON.Keys result.0.sys_updated_on

Mandatory Parameter Mapping

TicketNumber
result.0.number

Summary result 0 description

Description result.0.description

CreationDate )
result 0.sys_created_on

StatusCode result.0.incident_state

ResolvedDate result 0. closed_at

LastModifiedDate

result.0.sys_updated_on

Add Response Parameter Delete All

Figure 195 - Mandatory Parameter Mapping
— Optional
This section is an extension to Mandatory Parameter Mapping section. You can create additional
columns in Automate database if extra parameters are to be mapped. Refer to table below for sample
information:

Table 6 — Sample Extended Mandatory Parameter Mapping

AssignedGroup JSON.Keys result.0.assignment_group.value
Coll JSON.Keys result.0.sys_id
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Optional

. L}

result.0.assignment_group.value

. 0

result.0.sys_id

Figure 196 — Optional Key Parameters

9. Click Next after populating all the sections in Fetch Data Configuration tab.

10. On the Release Rules Configuration tab, type in the details as per your requirement.
— ITSM (PUT) details have to be entered as shown in below screenshot. See below the sample

information:

a. URL: https://sample.service-now.com/api/now/table/incident/#incident#

b. AuthenticationType, Userld, Password, RequestMethod has to be provided by ITSM

team. Please get in touch with lab instructor for the information.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details

URL” |

Authentication Type* Basic M
User " I

Password™ =l

Request Method* PUT ~
Proxy Required ]

Test Connection Test Connection

Request Authentication Parameters Add Authentication Parameters Delete All

URL Path Parameters

Figure 197 — Release Rules Configuration
c. Password- For password, click on icon next to it. If the password is available in plaintext

then select Input type as Input Text and enter the password in Value field. Else if it is
available in any Key Vault such as CyberArk then select Input Type as CyberArk and then
select any of the configured details from the value field.
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Secret Selector

Input Type Input text -

Value

[DShow Password

Figure 198 - Password in plaintext

Secret Selector x

Input Type CyberArk .

Value SNOWPassword

Key Value

Description _
ApplD I
Safe I
Folder -

Object I

Figure 199 - Password from Key Vault(CyberArk)

It also has the other fields. Request Payload should be populated in following fields:
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URL Path Parameters 0

#incident#

‘ Table.Columns A

Colt v

Request Header Parameters ()

Add Request Header Delete All

Request Body 0

{ "assignment_group" : "#AssignmentGroup#","work_notes” : "#work_notes#" }

#AssignmentGroup#

#work_notes#

Figure 200 — URL Path Parameters
d. Considering that sample information has been populated as in Figure 197 — Release Rules

Configuration, URL Path parameters sample value can be referenced from the table

below:

‘ Incident ‘ Table.Columns ‘ Coll

e. For sample Request Body, refer to following section:

f. Sample request can be captured in following fields:
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Key
#AssignmentGroup#

#work_notes#

Response Body 0

{ "result” : "#success#" }

g

#success# ‘ oK ‘

Text v

Figure 201 — Key Parameters Sample Request
g. For sample Response Body, refer to following section:

h. Response Key value mapping can be done as per below table:

#success# Text oK

i. Click Submit to create the data source.
j-  Toview the data source and related information, go to Organization and click View Data
Source.

k. Ensure that the newly created data source is visible in the list.

Manage Data Sources Create Data Source

e SRR SAE St mm

BigfixRunbookAl Datasource_BigfixRunbookAl Incident Management

Figure 202 — Data Source List
I.  To manage the entry criteria, click gear icon in Action column against the data source.
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Manage Data Sources
Q
BigfixRunbookAl Datasource_BigfixRunbookAl Incident Management SNOW RWEX

Figure 203 - Data Source List (Cont.)
m. The Manage Entry Criteria popup appears.

Manage Entry Criteria

v v x

AssignedGroup v equals ty _

Figure 204 — Manage Entry Criteria
n. Define entry criteria on this screen. For example, if you want to pull tickets for BigFix

Runbook Al Group Assigned group only, then you can save the same filter condition as

shown in above screen.

5.3.4 Conclusion

Post the completion of this exercise, you should have a thorough understanding of creating the data
sources for the respective module of the ITSM tool and defining the entry criteria for enabling BigFix

Runbook Al to pick the filtered tickets as per the scope.

The next step is to create the users and mapping them to the necessary groups which will be covered in

the next exercise.

5.4 Lab Exercise 3 — Create Users

5.4.1 Scenario

An organization wants to create users who will be using the credentials for end user activities as well as
configuring some parameters at the organization level. They have asked to create a user with

organization admin privileges and one with end user privileges.
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In this lab, we will showcase the detailed procedure for creating users with both organizational admin

and end user privileges and mapping them to the respective groups.

5.4.2 Prerequisites

e Organization should be configured
e Access to Super Admin credentials

e Data Source should be configured
5.4.3 Solution

1. Open BigFix Runbook Al Web URL and login with Super Admin credentials.

2. Create User — TestUser

a. Goto Actions-> RBAC and click User Management.

{2} Home C® Actions {Z] Configuration ) Reports

Manage Organizations
Runbooks >
Build Models ¢
Manage Jobs

RBAC > User Management 4

Role Management

Actions Group Management

Entity Management

Figure 205 — Organization

b. Click Add New.
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User Management

Search: Q

m Faent Gramnization _MM

Figure 206 — User Management

c. Enter the ‘Email ID as ‘Testuser@hcl.com’.
d. Select the organization created earlier from Parent Organization dropdown.

e. Enter the User Name as ‘TestUser’. Password will be auto filled.

Note down the password and provide the email id and password to the user for login.

f. Select Time Zone and click Next.

Emall Testuser@ncl.com e

Parent Organization® BighixRUNbOOKA -
User Name® TestUser

Password”

Change Password

Timezone* GMT (GMT GMT-+00:00)

Active

IsAPIUser [m]

Figure 207 — Add User
g. Select Organization as created in previous exercise and click Next.

Organization(s)

Select an Organization

Figure 208 - User Management (cont.)
h. Click the checkbox under Select column and click Save.
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Email*

Testuser@hcl.com

BigFix Runbook Al Lab Manual

]

R e

BigfixRunbookAl

SNOW. D g I (Incident

=N

Figure 209 — Add User (cont.)

3. Create User — BigFixRunbookAl_EndUser

a. Follow all the steps mentioned in Step 2 to create another BigFixRunbookAl_EndUser

having emailed as BigFixRunbookAl_EndUser@hcl.com.

4. Map User to the Group — Organization Admin

To map the users to the group, perform the following steps:

a. Goto RBAC and click Group Management.

C¥ Actions ] Configuration [B) Reports

Manage Organizations
Runbooks >
Build Models *
Manage Jobs

RBAC >

User Management

Role Management

Actions Group Management

Entity Management

Figure 210 — RBAC
b. Click Add User for Organization Admin row.

c. Type TestUser@hcl.com in the Email field and click Search.

d. Select Organization Admin User from Available users(s).

Copyright © 2023 HCLTech

154 |Page



0 Big Fix BigFix Runbook Al Lab Manual

Assign Users To : Organization Admin

Emall testuser@hcl.com

Available User(s) Selected User(s)
TestUser(Testuser@hcl.com) -

HE

Figure 211 — Assign User To: Organization Admin
e. Click &8 and user will move to Selected user(s).

Assign Users To : Organization Admin x
Emall testuser@hcl.com
Available User(s) Selected User(s)
- TeslUser[Testuser@hcl.c-om]- =
o] e |
Figure 212 - Assign User To: Organization Admin (cont.)
f. Click Save.

5. Map User to the Group — Operations Users
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a. Follow steps mentioned in Step 4 to add user BigFixRunbookAl_EndUser to Operations

Users group.

6. First time login for the new organizational admin user.

a. Open BigFix Runbook Al Web URL and enter testuser@hclcom in Email field.
b. Click Next.

(®) BigFix

2 testuser@hcl.com

NEXT

Contact us | Copyright © 2016, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version — 6.3 | Build Version : 5997.1

Figure 213 - First time login for the new organizational admin user
c. You will be redirected to Reset Password screen at the time of first login. Enter the Old
Password (auto generated while creating the user), and the new password in New
Password and Confirm Password fields.

d. Click Submit.
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Reset Password

User Email TestUser(Testuser@hcl.com)
Old Password

New Password

Confirm Password

e

Note:
« Password must contain at least 1 capital letter,1 small letter,1 number and 1 special character and 8-15 characters length. Space not allowed.
+ Only @ #,5% Special characters are allowed.

Figure 214 — Reset Password Screen
e. You will be redirected to the Login page. Enter the Email ID and the new password to

login.
You will be directed to the Organization Console.

7. First time login for the new Operations User.
a. Follow the steps mentioned in Step 5 for the user BigFixRunbookAl_EndUser@hcl.com.
On successful login after password change, user will be directed to the Operations

console.

5.4.4 Conclusion

Post the completion of this exercise, you should have a thorough understanding of creating
organizational admins and operations users and mapping them to the necessary groups based on the

privileges. This helps in enabling role-based access control throughout the product.

The next step is to onboard the runbook automation tool which helps in executing the runbooks for

automated resolution of tickets. It will be covered in the next exercise.
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5.5 Lab Exercise 4 — Onboard Runbook Automation Tool

5.5.1 Scenario

An organization currently has licenses of BigFix and wants to onboard the same tool as the RBA in BigFix

Runbook Al for automation resolution of incident tickets.

In this lab, we will showcase the detailed procedure for onboarding a Runbook Automation tool in BigFix

Runbook Al for automated resolution of tickets.

5.5.2 Prerequisites

e User must have RBA API (GET) information along with credentials.
e RBA API should be accessible from the server where RBA component is installed.

e Access to Super Admin credentials.
5.5.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Go to Actions-> Runbooks and click Manage Runbook Tool.

{2} Home C® Actions £2] Configuration ) Reports @ Advance Configuration

Manage Data Sources

Runbooks > Manage Runbook Tool

Build Models Map Runbook Tool

Manage Jobs Manage Runbooks

RBAC > Map Runbooks

Tickets > Manage Execution Scope

Analysis > Manage Rules
Schedule Runbooks

Create Runbook ﬂ
Inventory Runbooks
Manage Data Sources ooks

Ticket Flow

Figure 215 — Manage Runbook Tool

3. Click Add New to add a new runbook tool.
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4. Provide the information below.

Select ‘BigFixRunbookAl” as the Organization.

Enter ‘BigFixRBA’ into the Runbook Tool Name field.
Select ‘BigFix’ as the Runbook Tool Type.

Select ‘REST API’ as the Integration Method.

Select ‘BasicAuth’ as the Authentication Type.

Enter the APl URL in the APl URL field.

Select ‘Post’ as the Integration Method Type.

Enter the User ID, Password, Master Runbook Path, Is Proxy Required, Return Code Key,
Return Message Key provided by the Runbook Automation Tool team in the respective fields.

Enter the Toil Value (For Manual Execution) which is the maximum manual execution time of
runbook (in minutes). By default, it takes the value of the one configured on Configuration page.

Enter the Toil Value (For Auto Execution) which is the maximum Auto execution time of
runbook (in minutes).

Enter the Connection Retry Count which is the number of retries in case connection with RBA
tool server is failed when a ticket is triggered for runbook execution.

In case, you are attending a classroom training, you get the above information from the

instructor.

Manage Runbook Tool

Figure 216 — Manage Runbook Tool (cont.)



0 B|gF|X BigFix Runbook Al Lab Manual

5. Password- For password, click on icon next to it. If the password is available in plaintext then select
Input type as Input Text and enter the password in Value field. Else if it is available in any Key Vault

such as CyberArk then select Input Type as CyberArk and then select any of the configured details

from the value field.
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Secret Selector

Input Type Input text v

Value

(Oshow Password

Figure 217 - Password in plaintext

Secret Selector

Input Type Cyberhrk v
Value RBAToolPassword A
Key Value

Description |

ApplD _

Safe ]

Folder -

Object I

Figure 218 - Password from Key Vault (CyberArk)

6. Click Save to create the runbook automation tool.
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7. To view the newly created Runbook Tool, go to Actions=> Runbooks =>Manage Runbook Tool. It
will be visible in the list. You can edit/delete the tool by clicking the respective icons under the

Actions column.

Manage Runbook Tool

Q

o e o o e

BigfixRBA BigFix BigfixRunbookAl POST # X

Figure 219- Manage Runbook Tool (cont.)

5.5.4 Conclusion

Post the completion of this exercise, you should have a good understanding of onboarding a new
runbook tool in BigFix Runbook Al. This tool will be used for automated ticket resolutions by BigFix

Runbook Al.

The next step is to map the runbook tool to an organization which will be covered in the next exercise.

5.6 Lab Exercise 5—Map Runbook Tool to an Organization

5.6.1 Scenario

To automate the resolution of most common occurring issues/tasks in BogFixRunbookAl’s environment,
the runbook tool created in previous exercise must be mapped with an organization and the respective

data source. An organization has requested for the same to be enabled.

In this lab, we will showcase the detailed procedure for mapping the runbook tool with organization and

data source created in previous exercises.

5.6.2 Prerequisites

e Organization should be configured
e Data Source should be configured
e Runbook Tool should be configured

e Access to Super Admin / Org Admin credentials should be available
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5.6.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Go to Action = Runbook and click Map Runbook Tool.

3. Select Organization Name, Data Source Name and Runbook Tool from respective dropdowns.

Map Runbook Tool

Organization*
Data Source*

Runbook Tool*

Figure 220 - Manage Runbook Tool (cont.)

4. Click Save to do the mapping.

5.6.4 Conclusion

Post the completion of this exercise, you should have a good understanding of mapping the runbook tool

with an organization and data source.

The next step is to manage the execution scope which will be covered in the next exercise.

5.7 Lab Exercise 6 — Manage Execution Scope

5.7.1 Scenario

An organization is currently using BigFix as a RBA tool which is deployed in a multi-tenant mode. In order
to achieve the automated executions, Organization has requested to configure a specific tenant id of

BigFix in BigFix Runbook Al which will help in identifying and executing the required runbooks.

In this lab, we will showcase the detailed procedure for managing the execution scope of BigFix Runbook

Al for organization.
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5.7.2

Prerequisites

e Organization should be configured

e Data Source should be configured

BigFix Runbook Al Lab Manual

e Runbook Tool should be configured and mapped with the organization and data source

e Runbook Tool tenant id (if required) should be available for mapping the execution scope

e Access to Super Admin / Org Admin credentials should be available

5.7.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Go to Actions—> Runbooks and click Manage Execution Scope.

{aY Home

CE Actions
Manage Data Sources
Runbooks

Build Models

Manage Jobs

RBAC

Tickets

Analysis

Manage Data Sources

15| Configuration

5| Reports @; Advance

Manage Runbook Tool
Map Runbook Tool
Manage Runboaks

> Map Runbooks

:
> Manage Rules
Schedule Runbooks
Create Runbook
Inventory Runbooks

Ticket Flow

Figure 221 — Manage Execution Scope

3. Select Organization and Data Source from respective dropdowns.

4. Select Runbook Tool mapped with the organization and type in the Runbook Tool Tenant ID

(optional).

Tenant ID is required in case of multi-tenant environment, where multiple customers are

using the same RBA instance.
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Manage Execution Scope

Organization* BigfixRunbookAl ~
Data Source* Datasource_BigfixRunbookAl (Incident Management) v
All Data BigfixRBA v ActionSite

Figure 222 - Manage Execution Scope (cont.)

5. Click Save.

5.7.4 Conclusion

Post-completion of this exercise, you should have a good understanding of managing the execution scope
for an organization.
The next step is to configure the data sources for sourcing the ticket related information which will be

covered in the next exercise.

5.8 Lab Exercise 6 — Release Rules Configuration

5.8.1 Scenario

An organization has come up with a requirement wherein if a particular ticket is not resolved by BigFix
Runbook Al or the resolution has resulted in a failure, the ticket should be routed to another queue for
resolution. You as part of implementation team have been asked to perform the release rules

configuration to meet this requirement.

In this lab, we will showcase the detailed procedure for configuring the release rules for organization.

5.8.2 Prerequisites

e Organization should be configured.

e Data Source should be configured.
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e Information about the resolver group and the respective message to be updated in the work
notes should be available. For this exercise, we will consider “Transfer Group” as the resolver
group and “Out of Scope” as the work notes message.

e Access to Super Admin / Org Admin credentials should be available
5.8.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Go to Actions= Runbooks and click Manage Rules.

@ Home fn? Actions E| Configuration E Reports @ Advance Configuration

Manage Data Sources <7

Runbooks > Manage Runbook Tool

Build Models b Map Runbook Tool g

Manage Jobs ykg Manage Runbooks

RBAC > Map Runbooks

Tickets > Manage Execution Scope ¢

Analysis 5 Configuratio|

Schedule Runbooks Did

Create Runbook e

Inventory Runbooks

Manage Data Sources
Ticket Flow

Manage Data Sources

Figure 223 - Manage Release Rules

3. Select ‘BigFixRunbookAl’ as the Organization.

4. Select ‘Datasource_BigFixRunbookAl’ as the Data Source. Select ‘Release’ as the Configuration.
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Manage Release Rules

Organization® BigfeRunbookAl
Data Source” Datasource_BigixRundookAl (incident Managemen)
Configuration® Release

Mo Rule-- &%

Figure 224 - Manage Release Rules

5. Click gear icon under the Actions column. A popup window for configuring Parameters will appear.

Enter the Assignment Group as ‘Transfer Group’ and Work Notes as ‘Out of Scope’.

Parameters

#AssignmentGroup#

Text v Transfer Group

#worknotes# Text v Out of Scope|

Figure 225 — Manage Rule Parameters

6. Click OK to save the parameters.

7. Click Save Rule to save the release rule configuration.

5.8.4 Conclusion

Post the completion of this exercise, you should have a good understanding of configuring the release
rules in case BigFix Runbook Al is not able to resolve a ticket automatically. This feature is helpful in

assigning the tickets to different resolver group in case of resolution failures.

The next step is to configure the information which needs to be considered for enriched runbook

recommendation and parsing the ticket for extracting input parameters.
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5.9 Lab Exercise 8 — Manage Columns for

Recommendation and Parsing

5.9.1 Scenario

To provide enriched runbook recommendations based on the ticket descriptions and extracting relevant
input parameters for the runbooks, organization has asked for adding certain fields / columns which are

specific to their environment.

In this lab, we will showcase the detailed procedure for configuring the columns which will be required

for enriched recommendations and parsing tickets for parameters.

5.9.2 Prerequisites

e Organization should be configured
e Data Source should be configured

e Access to Super Admin / Org Admin credentials should be available
5.9.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Go to Advance Configuration -> Parameter and click Manage Column.



0 B|gF|X BigFix Runbook Al Lab Manual

{2 Home  GZ Actions £ Configuration ) Reports % Advance Configuration Y.y My Favorites ® Help
Product Configuration Pied
Parameter > Manage Parameter Configuration

iRecommend Rule Configuration ¢+ Configure Parameter Type

Configure Key Vault w Manage Column *

Connectivity >
Entity >
Actions Knowledge >
Script >
£] GE:: &
Manage Data Sources Runbooks Build Models Manage Jobs
Manage Data Sources Runbooks Build Models Manage Jobs

ok ]

RBAC Tickets Analysis

RBAC Tickets Analysis

Figure 226 — Manage Columns

3. Select Organization Name and Module.

4. Select Table from the dropdown, select one of the options available from the Column. Select the

checkboxes Use For Parsing, Use For Recommendation as applicable for the selected column.

Manage Column

Organization* BigfixRunbookAl v
Module* Incident Management v
Table Column Use For Parsing Use For Recommendation Action

-Select- v -Select- v Base Secondary m
Name Y | Use for Parsing Y | Base(Recommendation) Y | Secondary(Recommendation) Y | Action
Summary Y Y N x
Description Y N N x
RunbookTool TenantiD Y N N xX
ModuleType Y N N x

Figure 227 — Manage Columns (cont.)

Table details are dependent on the Module and Column details are dependent on the Table.

5. Click Save.
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6. Follow the steps mentioned above for all the applicable columns.

5.9.4 Conclusion

Post the completion of this exercise, you should have a good understanding of adding / removing fields
/ columns which need to be considered for runbook recommendation and parsing tickets for extracting

inputs parameters for runbook executions.

The next step is to configure the runbooks which contains the scripts / workflow for automated

resolution of tickets, which will be covered in the next exercise.
5.10 Lab Exercise 9 —Manage Runbooks

5.10.1 Scenario

Based on the analysis done earlier for identifying automation opportunities, you have identified that
significant number of incidents can be automated. An organization has asked for configuration of
runbooks which will enable automated resolutions of identified ticket categories. These runbooks are

created for the specific RBA tool by the RBA teams and configured by implementation teams.

In this lab, we will showcase the detailed procedure for managing the runbooks for BigFix in BigFix

Runbook Al for organization.

5.10.2 Prerequisites

e Runbook Tool should be configured
e Runbook metadata should be available in the prescribed format

e Access to Super Admin / Org Admin credentials should be available

5.10.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Go to Actions—=> Runbooks and click Manage Runbooks.



@ Home L2 Actions

Manage Data Sources 7
Runbooks >
Build Models

o

L

Manage Jobs

1
J

I

RBAC

Tickets

Vv v

Analysis

Manage Data Sources

{£] configuration

B Reports

Map Runbook Tool

Manage Runbooks *

Map Runbooks

Manage Execution Scope ¢

Manage Rules
Schedule Runbooks
Create Runbook
Inventory Runbooks

Ticket Flow

Manage Runbook Tool

BigFix Runbook Al Lab Manual

@; Advance Configuration

Search

Configuratio

Figure 228 — Manage Runbook

Select Runbook Tool from dropdown.

icon.

Manage Runbooks

Runbook Tool* BigfixRBA

You can download the template for filling in the metadata in Excel file by clicking the download

Search Column -Select-

]

Search Text

[@ Download Template Add Runbook Import Runbook

Figure 229 - Manage Runbook(cont.)

5. Otherwise, click Import Runbook to import the runbook if metadata sheet is already available. A

popup appears to upload the excel file. Click Choose File to provide the source URL and click OK to

save the configuration.
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Choose File | No file chosen

Figure 230 — Import Runbook

5.10.4 Conclusion

Post the completion of this exercise, you should have a good understanding of managing the runbooks

required to automate the ticket resolutions for a specific RBA tool.

The next step is to map the map the runbooks with the organization and its data source, which will be

covered in the next exercise.

5.11 Lab Exercise 10 —Map Runbooks

5.11.1 Scenario

An organization has asked for mapping the runbooks created in the previous exercise to the organization
created earlier so that when a specific type of ticket is fetched from the data source, a relevant runbook

is available in the repository for recommendation and execution.

In this lab, we will showcase the detailed procedure for mapping the runbook with organization and its

data source.

5.11.2 Prerequisites

e Organization should be configured
e Data Source should be configured
e Runbook Tool should be mapped with the organization

e Runbook Tool should have runbooks in the repository
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e Access to Super Admin / Org Admin credentials should be available

5.11.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.
2. Go to Actions—> Runbooks and click Map Runbooks.

G] Home I;f.- Actions E| Configuration EI Reports @; Advance Configuration

Manage Data Sources

Runbooks > Manage Runbook Tool

Searct

Build Models Map Runbook Tool
Manage Jobs Manage Runbooks
Tickets > Manage Execution Scope
Analysis > Manage Rules Configuratio
Schedule Runbooks
Create Runbook

Inventory Runbooks

Manage Data Sources
Ticket Flow

Figure 231 — Map Runbooks

3. Select Organization and Module from respective dropdown list.
4. Click All Runbooks tab and select the runbooks to be mapped.

Once you select a runbook, it will be immediately moved to Organization Runbooks tab and

removed from All Runbooks tab.

5.11.4 Conclusion

Post the completion of this exercise, you should have a good understanding of mapping the created

runbooks to an organization based on the scope.

The next step is to build the model which powers the recommendation system for recommending the

relevant runbooks based on incoming tickets. It will be covered in the next exercise.
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5.12 Lab Exercise 11 — Build Model for Recommendation

5.12.1 Scenario

To enable the recommendation of relevant runbooks based on the incoming tickets, organization has

asked building the requisite models which powers the recommendation system.

In this lab, we will showcase the detailed procedure building the model for powering the

recommendation system.

5.12.2 Prerequisites

e Organization should be configured
e Runbook Tool should be configured
e Data Source should be configured

e Access to Super Admin / Org Admin credentials should be available

5.12.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Go to Actions and click Build Models.
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{2} Home L2 Actions E| Configuration

Manage Data Sources

Runbooks
Build Models
Manage Jobs
RBAC
Tickets

Analysis

Figure 232 — Build Models

3. Ensure that you have three models appearing on the Build Model screen with respect to your
organization as mentioned below:

e Entity Model having organization information only
e Recommendation Model having organization and module information only

e Recommendation Model having organization, module and runbook tool information only.

Build Models

*Date Format :- (MM/DD/YYYY hh:mm:ss) in UTC

Y Runbook Model Y Latest Published
Organizatic Module Runbook Tool | Tool Type Status Last Build Type Remarks Version Version Action
BigfixRunbook ~ NA NA NA Successful 03/24/2023 Entity Model Model Creation V4 V4 x 2]
Al 05:14:21 PM Successful
BigfixRunbook ~ NA NA NA Queued Knowledge Vo Vo x o
Al Ranking Model
‘@ Incident BigfixRBA BigFix Successful 03/27/2023 Recommend Model Creation V91 v8s8 x O
BigfixRunbook ~ Management 03:23:28 PM Model Successful
Al
BigfixRunbook  Incident BigfixRBA NA Queued Recommendati Vo Vo x 0
Al Management on Ranking

Model

+) Incident NA BigFix Successful 03/23/2023 Recommend Model Creation V2 V2 x O
BigfixRunbook ~ Management 04:23:28 PM Model Successful
Al

Figure 233 - Build Models (cont.)
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4. Click gear icon to build the Entity Model first. Once entity model build is successful,
Recommendation Model Build having organization, module and runbook tool information, needs

to be triggered.

5. Once the build for Recommendation model is successful, you will get recommendation for incidents

landing into your console.

Build Models
Refresh

Y Runbook Y Model Y Latest Published

Organizatic Module Runbook Tool | Tool Type Status Last Build Type Remarks Version Version Action
BigfixRunbook  NA NA NA Successful 03/24/2023 Entity Model Model Creation V4 V4 x O
Al 05:14:21 PM Successful
BigfixRunbook ~ NA NA NA Queued Knowledge Vo Vo x o
Al Ranking Model
t Incident BigfixRBA BigFix Initiate 03/30/2023 Recommend Vo1 Va8 x 0
BigfixRunbook ~ Management 08:10:38 PM Model
Al
BigfixRunbook  Incident BigfixRBA NA Queued Recommendati Vo Vo x )
Al Management on Ranking

Model
; Incident NA BigFix Successful 03/23/2023 Recommend Model Creation V2 \'74 x O
BigfixRunbook ~ Management 04:23:28 PM Model Successful

Al

Figure 234 - Build Models (cont.)

This actions on this screen are necessary whenever you are making changes to manage
Runbook page to rebuild models.

5.12.4 Conclusion

Post the completion of this exercise, you should have a good understanding of building models for

recommendation system.

The next step is to enable error logging the data sources for sourcing the ticket related information which

will be covered in the next exercise.
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5.13 Lab Exercise 12 — Enable Error Logging

5.13.1 Scenario

BigFix Runbook Al Lab Manual

An organization has asked to enable error logging to capture the logs of all the errors for tracking and

governance purposes.

In this lab, we will showcase the detailed procedure for enabling error logging in BigFix Runbook Al

5.13.2 Prerequisites

e Access to Super Admin / Org Admin credentials should be available

e BigFix Runbook Al Web URL.

5.13.3 Solution

1. Open BigFix Runbook Al Web URL and login with Super Admin credentials.

2. Go to Advance Configuration and click Product Configuration.

@,, Advance Configuration i} My Favorites

Product Configuration *

Parameter >
iRecommend Rule Configuration
Configure Key Vault
Connectivity

Entity

WorkBench

VooV v v

Knowledge

Figure 235 - Configuration

3. Select the checkbox for Detail Logging for Listener.

4. Select the checkbox for Detail Logging for Application.

5. Click Update to save the configuration.

Copyright © 2023 HCLTech

177 |Page



0 Big Fix BigFix Runbook Al Lab Manual

Enable/Disable Legging

Detail Logging For Listener *
Detail Logging For Application™
Detail Logging For Web Api*

Figure 236 - Configuration (cont.)

6. Go to Actions and click Manage Jobs.

{2y Home |;3 Actions E| Configuration EI Reports

Manage Data Sources 77

i

Runbooks

N

Build Models

Manage Jobs

RBAC

)
>

N

Tickets

N

Analysis

Figure 237 — Manage Jobs

7. Select ajob, click ¥ icon to modify the logging mode of Jobs.

Manage Jobs
Archived Analysis Jobs
Enabled Y Name Y| Jobld Y| Organization Y Status Y Service Name Module Name Y| Component Name Y Next Run
0O Yes PurgeDataBigfixRunbookA 293 BigfixRunbookAl ~ Successful NA NA Generic Service 03/30/2023 @ E+3
! 11:23:00
O Yes HangJobReportingBigfixR 294 BigfixRunbookAl ~ Successful  NA NA Generic Service 03/30/2023 Ee
unbookAl 05:21:40

Figure 238 — Manage Jobs Action

8. Click Parameter.
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Job Actions

General

Schedule

Figure 239 — Job Action

9. Change LoggerState from OFF to ON for detailed logging.

Job Actions

General Parameter

LoggerState This is to determine whether detailed ON
logging is enabled or not

RetentionPeriodofDays This stores the Retention Period of Days 3
for Log
IsTruncate This is to determine whether the log tables

truncate or Archive

DBConnectionRetryCount This will return the database connection
retry count

Figure 240 — Job Action (cont.)

10. Click Save to apply configuration.

11. Repeat Steps 5 to 8 for all jobs.

5.13.4 Conclusion

Post the completion of this exercise, you should have a good understanding of enabling detailed logging

of errors for all the jobs.

The next step is to enable access to BigFix Runbook Al via a proxy, which will be covered in the next

exercise.
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5.14 Lab Exercise 13 —Manage Proxy

5.14.1 Scenario

An organization has internet access via proxy and needs to configure the same in BigFix Runbook Al.

In this lab, we will showcase the detailed procedure for managing and configuring the proxy related

information in BigFix Runbook Al.

5.14.2 Prerequisites

e Details about proxy URL should be available
e Details about proxy port should be available
e Details about proxy credentials should be available

e Access to Super Admin credentials

5.14.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Go to Configuration and click Manage Proxy.

{n} Home Ern“ Actions El Configuration EI Reports @, Advance Configuration

Manage Configuration

Manage SMTP

Manage Proxy *

Figure 241 - Manage Proxy

3. Select the Organization from the dropdown. Type in the relevant information in Proxy IP Address,

Proxy Port, Proxy UserName, and Proxy Password.
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Manage Proxy
Organization* -Select- M

Proxy IP Address™

Proxy Port*

Proxy User Name™

Proxy Password* B

Figure 242 - Manage Proxy (cont.)

4. Password- For password, click on icon next to it. If the password is available in plaintext then select
Input type as Input Text and enter the password in Value field. Else if it is available in any Key Vault
such as CyberArk then select Input Type as CyberArk and then select any of the configured details

from the value field.

Secret Selector

Input Type Input text v

Value

-----------------

[JShow Password

Cancel Save

Figure 243 - Password in plaintext
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Secret Selector

Input Type CyberArk -
Value ProxyPassword —
Key Value

Description I

ApplD I

Folder -

I

Figure 244 - Password from Key Vault (CyberArk)

5. After adding proxy details in previous step, go to Actions and click Manage Data Sources.

{2 Home I;*Z Actions E Configuration

Manage Data Sources ¥

Runbooks
Build Models
Manage Jobs
RBAC >
Tickets >

Analysis

Figure 245 — View

6. Click Edit and go to Fetch Data Configuration.

Copyright © 2023 HCLTech

182 |Page



0 Big Fix BigFix Runbook Al Lab Manual

Manage Data Sources

BigfixRunbookAl Datasource_BigfixRunbookAl Incident Management SNOW

Figure 246 — Edit Data Source

7. Select checkbox against Proxy Required.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details

e |

Authentication Type* ()

Basic hd
User Id* @) _
Password* () =
Request Method* () GET v
Proxy Required () 0

Figure 247 — Data Source: Proxy Required

8. Click Next and save Submit.

9. Go to Actions=>Runbooks and click Manage Runbook Tool.

(@ Home |;$ Actions E Configuration @ Reports @ Advan

Manage Data Sources 7

Manage R
Build Models wr Map Runbook Tool Pd
Manage Jobs <7 Manage Runbooks e
BigfixRBA RBAC > Map Runbooks 5
Tickets > Manage Execution Scope ¢
Analysis > Manage Rules I
Schedule Runbooks P
Create Runbook 7
Inventory Runbooks &
Ticket Flow 5

Figure 248 — Manage Runbook Tool

10. Click Edit.
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Manage Runbook Tool
Q
Runbook Tool Name Runbook Tool Type Organization Method Type Action
BigfixRBA BigFix BigfixRunbookAl POST & X

Figure 249 - Manage Runbook Tool (cont.)

11. Select checkbox against Is Proxy Required.

Is Proxy Required

Return Code Key*

Return Message Key*

1"
L
I

Figure 250 - Manage Runbook Tool (cont.)

12. Click Update.

5.14.4 Conclusion

Post the completion of this exercise, you should have a good understanding of managing and configuring

the proxy related information within BigFix Runbook Al.

This concludes the Configuration module of BigFix Runbook Al. Let’s explore the end to end ticket flows,

primarily for the operational users in the next module.

5.14.5 Related Documentation

e BigFix Runbook Al Configuration Guide
e BigFix Runbook Al Troubleshooting Guide
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6 Module 4 —End to End Ticket Resolution Flow

6.1 Introduction

This module covers the procedure for enabling end to end ticket flow — from sourcing the ticket
information from ITSM tool, recommending the relevant runbook based on ticket description and

executing the runbook for automated resolution.

6.2 Lab Exercise 1 — Configure End to End Ticket

Resolution Flow

6.2.1 Scenario

As part of the product implementation, BigFix Runbook Al has been installed and configured within
organization. In the earlier modules, identification of commonly occurring issues and configuration of
relevant runbooks has already been achieved. Now, the end to end ticket execution flow needs to be
enabled and configured so that organization’s operation users can use the same for automated
executions and help in building the knowledge the system needs to slowly and steadily move to an

autonomous state.

In this lab, we will showcase the detailed end to end flow for Ticket execution.

6.2.2 Prerequisites

e User should have the roles and privileges of Organization Admin / Operational user and the
valid access credentials.

6.2.3 Solution

1. Open BigFix Runbook Al Web URL and login with Organization Admin credentials.

2. Go to Actions and click Manage Jobs.
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{2 Home C® Actions 2] Configuration [E] Reports

Manage Data Sources 77
Runbooks >
Build Models =

RBAC
Tickets >

Analysis

Figure 251 — Manage Jobs

3. Select the jobs mentioned in the below list and click Enable Jobs.

Table 7 — Types of Jobs with their description

CollectIncidentsBigFixRunbookAl Responsible for collecting Incidents from ITSM
RunRecommendationBigFixRunbookAl Responsible for Recommendation activity
RunParsingBigFixRunbookAl Responsible for Parsing activity

Responsible for deciding if execution will happen in Auto or manual
ProcessAutoBigFixRunbookAl

mode.
ExecuteRunbookBigFixRunbookAl Responsible for triggering Runbook into RBA layer
ReleaseTicketsBigFixRunbookAl Responsible for releasing Ticket from BigFix Runbook Al console.

4. All jobs are suffixed with BigFixRunbookAl where BigFixRunbookAl is your Organization Name.
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Manage Jobs
*Date Format :- (MM/DD/YYYY hh:mm:ss) in UTC
Archived Analysis Jobs Enable Jobs Disable Jobs

W  Enabled Y Name Y Jobld Y| Organization Y| Status Y| Service Name Module Nar Y| Component Name Y| Next Run Action

0O Yes CollectincidentsBigfixRunb 296 BigfixRunbookAl ~ Successful ~ ServiceNow Incident Data Collector 03/30/2023 =K -
ookAl Management 05:21:41

O Yes RunParsingBigfixRunbook 297 BigfixRunbookAl ~ Successful ~ ServiceNow Incident Parsing 03/30/2023 [%] &
Al Management 05:21:53 (5]

0O Yes ProcessAutoBigfixRunboo 298 BigfixRunbookAl ~ Successful ~ ServiceNow Incident Generic Service 03/30/2023 = &
kAl Management 05:22:04 D

O Yes ProcessUniqueBigfixRunb 299 BigfixRunbookAl  Pending ServiceNow Incident Unique Clustering 03/21/2023 E &
0okAl Verification Management 11:41:14 0

O No FetchUniqueRecommenda 300 BigfixRunbookAl  Queued ServiceNow Incident iRecommend 03/21/2023 E S
tionBigfixRunbookAl Management 11:41:14 )

0O No FetchScriptForUniqueBigfi 301 BigfixRunbookAl ~ Queued ServiceNow Incident Unique Script 03/21/2023 @ Q
xRunbookAl Management 11:41:14 (>}

0O Yes ReleaseTicketsBigfixRunb 302 BigfixRunbookAl ~ Successful ~ ServiceNow Incident Release Service 03/30/2023 = &
ookAl Management 05:21:51 (o]

0O Yes CreateHistoryAndPopulate 303 BigfixRunbookAl ~ Successful ~ ServiceNow Incident Generic Service 03/30/2023 =K
FactBigfixRunbookAl Management 11:41:00 (2]

0 No FetchClusterldBigfixRunbo 304 BigfixRunbookAl  Queued ServiceNow Incident Fetch Unique Cluster 03/21/2023 =K -]
okAl Management 11:41:14 (5]

O VYes CloseTicketsBigfixRunboo 305 BigfixRunbookAl ~ Successful ~ ServiceNow Incident Release Service 03/30/2023 ]
kAl Management 05:21:07 (]

M« 2 » ¥ 1-10 of 14 items

Figure 252 - Manage Jobs (cont.)

Logout and login with your Organizational Admin User ID.

In order to see the tickets landing in BigFix Runbook Al, first we need to create a ticket in
ServiceNow. Usually this is done automatically in production environments where ServiceNow is
integrated with Monitoring / Event Management tools and auto-ticketing is enabled. For the

purpose of this lab, we will create the tickets manually in ServiceNow.

Open ServiceNow URL. Enter the Username and Password. Please seek the URL information and

access credentials from the Instructor / ITSM team, if you don’t have it already.

Click Login.
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HCL Service Integration and Management System

Welcome to

HCL Service Integration and
Management System

Log in to work on Tickets, Order things,Explore Knowledge Base or Report an Issue

Login

If you do not remember your password, please call Service Desk

Figure 253 — HCL Service Integration and Management System Login page

9. You will be redirected to the Home Page.

W -+  ITILHomepage & G
Add content

ITIL Homepage Change Layout

Users by Location C {8 (X)  Openitems by Escalation

%

W 8226baadacldsSeb0eb653c02649519 = 63 (T.87%)
8225b668ac1d55eb679878e192fcadls = 48 (5.99%)

/5%

Figure 254 - HCL Service Integration and Management System Home Page

10. Search for Incident in the Filter navigator tab on top left of the page.

The Incidents screen appears.
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Incidents [Self Service view] m Search | Number v | Search W 1 tolofl

All>Requester = Dryice userl > Active = true

Boaqom

Q, = Number v = short description = Status = Urgency = Created

@ INC0014913 CPU is down in server 10.1.140.146 Assigned 3-Low 2019-09-24 05:09:29

Actions on selected rows. v 1 |tolofl
Watched

Service Desk @
Incidents
Incident

Create New

Assigned to me

Figure 255 — Incident Screen

11. Click the New button to create a new incident.

The Incident New Record screen appears and allows you to provide the below information.

e Select the source of information about incident from the Source pull-down list
e Enter the Requester

e Enter the Contact Number

e Enter the Category of the Incident

e Enter the Sub-Category of the incident

e Enter the Assignment Group

e Enter the user to which this incident will be assigned in the Assigned To field.
e Enter the Cl details in the Affected CI.

e Enter the Short Description of the ticket

e Enter the detailed Description of the ticket



5 incident

=)
Self-Service
Incidents
Watched Incidents
Service Desk
Incid
Incident

Create New

W Maior Incidents

(O]

Please refer to the information sheet provided by the instructor which includes all the above

= Incident

< = Newrecord

Assigned In Progress

Number INC0014915

>k Reguester
Company

Location

s Contact Number
sk Category

* Subcategory
Business service

sk Affected CI

% Short description

Description

a
Q
--None - A
—None ~ v
a

Pending

% Source
Status

Impact

Urgency

Priority

>k Assignment group

Assignedto

Resolved

- None —

New

3-low

3-low

Priority 4

& oo

Closed

]
il

Submit

Save

Figure 256 — Incident New Record screen

information for the various use cases covered in this training.

12. Click Submit.

Service Desk.

Incident

Create New

The incident is created as shown in the image below.

¢ = Incident
= New record

New

Number
% Requester
Company

Location

% Contact Number
% Category

% Subcategory
Business service

sk Affected CI

s Short description

Description

Assigned In Progress
INCOO14915
BigFixuser 1 Q|| g

9644722880

Storage Device .
Storage Server .
Smoke Storage a || &

Disk utilization is high on server x.xx.x

Disk utilization is high on server xx.xx

Pending

* Source
Status

Impact

Urgency

Priority

sk Assignment group

Assigned to

Resolved

Phone
New
3-Llow
3-Llow
Priority 4

& ooo

Submit

Closed

[£]

Save

Figure 257 - Incident New Record screen
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ll\ddmlsn Search

All>Active = true
o} = Humber ¥ = Opened = shart description

- 20230329 Diskutilization is high
©  woones 23:27:36 N Server kXK

L 1 | to200f 162

= Priofity = suatus = Category = Astignment group

Figure 258 — Incident List

Once the ticket is created, login into BigFix Runbook Al using the Org Admin/Operational User

credentials to see the tickets.

13. Go to Actions = Tickets and click Actionable Tickets.

1@ Home Eﬁ Actions

Manage Data Sources
Runbooks

Build Models

Manage Jobs

RBAC

Tickets

Analysis

8| Configuration

B Reports

Actionable Tickets

Auto Execution View

Figure 259 — Actionable Tickets

14. Click All Tickets tab.

In this section, you will see all the tickets satisfying the criteria mentioned in the Entry criteria as

part of Configuration.
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Actionable Tickets

Organization * | BigfixRunbookAl ~  Module * | Incident Management ~
Wy Tickes N — 8 Ao Refiesn ©

24 Tickets 4 Assigned 0 Un-Assigned

TICKET DETAILS YT | INFORMATION RUNBOOK Y | ACTION

BigfixAl || Playbook will perform the creation of the oracle index. It will add new index in

oracle.||ComputerName:SRALIDBOTHCO003 || Index_Name:INDEX123 || Tabl Buide E— —
Seloct Runbool oloaso

BigfixAl || Playbook will perform the creation of the oracke index. It will add new index in oracle... view more Peloted Ticket 2

® INCOT67151 © 0¥27/2023 03:20.25 AM =

BigfixAl || Playbook will create an ADDM report in oracle. Playbook to generate ADDM report in _—
oracle.||ComputerName:SRALIDBOTHC003||mysid:CDB||Start_Date:Fill [ Guide

B ) . " 1] Select Runbook
BigfixAl || Playbook will create an ADDM report in oracle. Playbook fo generate ADDM report in oracl . view more IB Related Ticket

® INCO167150 03/27/2023 03:28 24 AM

BigfixAl || Playbook will create a new pluggable database in Oracle.Playbook will make a new pluggable database in

. Guide
oracle server.|admin_pass:pass14234|[Tenantl
l _pass:p d B [1J Select Runbook Roloase
BigfixAl || Playbook will create a new pluggable database in Oracle Playbook will make & new pluggab.. view more

@ INCO167140 © 0X27/2023 03:27-29 AM % Related Ticket

Figure 260— Actionable Tickets (cont.)
a. Click Release for any of the tickets in All Tickets tab, if you want to move the ticket from

your queue to business defined resolver group defined in the Manage Release Rules
section of Configuration.

b. Click Select Runbook for any ticket in All Tickets tab if you want to trigger the
automated resolution. It will launch a popup window as shown below:

Summary BigfixAl || Playbook will generate audit report in oracle.Playbook to create audit report in oracle. ||[ComputerName: SRALIDBOTHCO003 |[Tenantld: ActionSite
lImys

Description BigfixAl || Playbook will generate audit report in oracle Playbook to create audit report in oracle. ||[ComputerName: SRALIDBOTHCO003 |[Tenantld: ActionSite |jm
ysid: CDB|| Oracle_Audit_Data

SELECT RUNBOOK
Runbook Name Confidence Score % SME Approved
Oracle_Audit_Data 73 E v

RUNBOOK DESCRIPTION @&

Playbook will generate audit report in oracle.Playbook to create audit report in oracle.

Parameter Name Value

Tenantld ActionSite

mysid SRALIDBOTHC003

ComputerName

SRALIDBOTHCO003

Figure 261 - Pop-Up of automated solution
You will see the recommended list of runbooks.
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c. Click the down arrow on any of the runbooks which you think is relevant and all the
parameters will be automatically populated post parsing. You can go ahead and edit the
parameters, if required.

d. After ensuring that the parsed and extracted parameters are correct, click the Execute
button to execute the runbook. The ticket for which execution is in progress will appear
in My Tickets tab.

e. Go to Tickets and click Auto Execution View.

{2 Home fﬁ Actions E Configuration EI Reports

Manage Data Sources <

Runbooks >

Build Models 97

Manage Jobs Nk¢

RBAC >

Tickets > Actionable Tickets
Analysis > Auto Execution View

Ticket Logs

Figure 262 — Auto Execution View
User can view the tickets which are being executed automatically in the screen below.

My Tickets *Date Format = (MM/ODAYYYY hhommss)in UTC ) Auto Refresh (O

2 Tickets 2 In-Process 0 Failed

TICKET DETAILS T | INFORMATION RUNBOOK T | ACTION

Check if the CPU utilisation of the server 1.x.x x is higher than the threshold value 80
Check if the CPU utilisation of the server 1.xx x is higher than the threshold value 80. Guide
o INCDO32144 © 03/27/2023 03:26:26 AM

CPU utilization is high
CPU utilization is high @ Guide
® INC0014410 ® 037272023 03:25 48 AM

Figure 263 — Actionable Ticket
f. The ticket execution status can be viewed on Logs section available at the bottom.

BigFix Runbook Al Lab Manual
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Logs *Date Format ;- (MM/DD/YYYY hh:mm:ss) in UTC Auto Refresh O
NUMBER INTERACTION ID RUNBOOK NAME LOG DATE TIME RUNBOOK STATUS STATUS REASON
INC0167090 0 Oracle_Check_Databas.. view  03/30/2023 06:04:12 AM Initiated Manual Mode Initiated in Manual .. view

more more
INC0167147 0 Oracle_Start_DB 03/30/2023 06:03:48 AM Initiated Manual Mode Initiated in Manual .. view
more
INC0167148 0 Oracle_Start DB 03/30/2023 06:03:21 AM Initiated Manual Mode Initiated in Manual .. view
more
INC0166987 0 MSSQL_Backup_Transac. 03/30/2023 06:03:14 AM Initiated Manual Mode Initiated in Manual .. view
view more more
INC0167148 0 03/27/2023 11:29:57 AM Moved To Manual Mode Runbook Auto Executi.. view
more
INC0167147 0 03/27/2023 11:29:57 AM Moved To Manual Mode Runbook Auto Executi.. view
more
INC0166987 0 03/27/2023 11:29:57 AM Moved To Manual Mode Runbook Auto Executi.. view
more
INC0167090 03/27/2023 11:29:57 AM Moved To Manual Mode Runbook Auto Executi

Figure 264 — Job Logs

6.2.4 Conclusion

Post the completion of this exercise, you should have a good understanding of viewing, executing the

tickets based on the recommendations provided by BigFix Runbook Al.

This concludes this module. Let’s see how we can optimize the models used by BigFix Runbook Al for
recommendation as well as ticket clustering for more accurate identification of automation

opportunities.

6.2.5 Related Documentation

e BigFix Runbook Al Configuration Guide
e BigFix Runbook Al Troubleshooting Guide
e BigFix Runbook Al User Guide
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7.1

7.2

7.2

Module 5 — Model Optimization

Introduction

This module covers the procedure for optimizing the machine learning-based models used by BigFix
Runbook Al components like iRecommend and iUnique for recommendation of relevant runbooks and
ticket clustering, respectively. This module becomes helpful when organizations feel that the accuracy of
recommendations needs further improvement. The issues could be related to model hyperparameters
where configuration manager might not have configured correct values before using the same in a
production environment.

BigFix Runbook Al provides configurational capabilities where user can define or select a combination of
algorithms and their parameter values. These values known as hyperparameter templates are used to
check their applicability in particular customer environment via Workbench Analysis. In workbench
analysis, user can upload a sample set of ticket descriptions to system and verify whether configured
hyperparameters for iRecommend and iUnique is providing accurate results. If results are not as
expected, experimentation can be done by changing the parameter values to arrive at an optimized

model.

Let’s begin with the configuration of hyperparameters for iRecommend and iUnique.

Lab Exercise 1 — Configure Hyperparameters for

iIRecommend and iUnique

.1 Scenario

An organization has requested for further optimization of models for the recommendation of runbooks
and ticket clustering used for identification of automation candidates. The scenario will remain the same

for all the exercises covered in this module.
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7.2.2 Inthis lab, we will showcase the detailed procedure for
configuring hyperparameters for iRecommend and

iUniquePrerequisites

e User should have Organizational Admin or Super Admin credentials.

7.2.3 Solution

1. Open BigFix Runbook Al Web URL and login with Super Admin credentials.

2. Go to Advance Configuration -> Parameter and click Hyperparameter Configuration. The

Hyperparameter Configuration page appears.

Hyperparameter Configuration

Component Name* -Select-

Organization specific O

Figure 265 - Manage Hyper Parameters

3. Select Recommendation or Unique Clustering component from the drop-down list next to the

Component Name field.

Hyperparameter Configuration

Component Name* REC(iRecommend) -
Organization specific (m)

SemREe T | Baco Tompiate FEBEIEE B
BaseRecTemplate Yes Yes (] ]

“ - L 1-10f1items

Figure 266 - Hyperparameter Configuration

4. To add a new template for Recommendation, click @ next to the template selected for cloning. The

Clone Configuration page appears.
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Clone Configuration

Template Name

POS tag weights(rba.pos.tagweights) NOUN:0.50. VERB0

BM25 Algorithm(hp.usebm25)

K1(hp.bm25.k1) i

b(hp.bm25.b) 0o

POS Tagging(hp.usePO Sweights) TRUE

N-Gram Similarity(hp.useNGram Similarity)

N-Gram Similarity

04
Weight(hp.NGram SimilarityWeight)

Figure 267 - Clone Configuration
5. Type the Template Name.

6. Type in the values for each of the following parameters:

e rba.pos.tagweights: It specifies the weightage for each tag that is the part of a speech in a
ticket. Refer to below table for default tag values.

Table 8 — Default Tag Values

Tag Default Value
Noun 0.50
Verb 0.20

Adjective 0.20
Adverb 0.10

The values defined in the table represent the default values. User can change them based on
the requirement. The sum of these values must be 1.

e Usebm25: Use a toggle button with options such as True or False to enable this parameter.
Enabling this parameter prompts you to specify the values following parameters.

o K1:The user can provide any value of less than 2.0. The Default value is 1.5.

o B: The user can provide any value of less than 1.0. The Default value is 0.2



() BigFix

BM25 Algorithm{hp.usebm25)

K1(hp.bm25.k1) _

b{hp.bm25.b) 05

Figure 268 - Clone Configuration (cont.)
o usePOSWeights: Uses true or false values to enable or disable rba.pos.tagweights

parameter.

o NgramSimilarity: Administrators can activate or deactivate the functionality with the help
of a toggle button in terms of True or False. Selecting True prompts, the following
parameters:
= SimilarityWeight: Specifies the value for the combined weightage of bm25 and

textrank score. The value should be less than 1.
= TextRank.n: Specifies the number of words to be considered for summarizing

similarity weight. The number should be equal to or greater than 1.

POS Tagging(hp.usePO Sweights) TRUE

N-Gram Similarity(hp.useNGram Similarity)

N-Gram Similarity
Weight(hp.NGram SimilarityWeight)

Phrase length(hp.textrank.n)

Figure 269 - Clone Configuration (cont.)

e EntityModel: Specifies whether to use the entity model or as True or False conditions for
runbook recommendation.

e KMeasure: Specifies the weightage given to the entity model and recommendation model for
runbook recommendation.

o Oindicates that the entity model will be used for runbook recommendation.
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o 1indicates that the recommendation model will be used for runbook recommendation.
o Between 0 and 1 indicates that the recommendation model and entity model will be used

for runbook recommendation

Entity Model{rba.includeEntityModel) true

Recommendation to Entity Score 0.8
Weightage(rba.similarity.Kmeasure) )

Figure 270 - Clone Configuration (cont.)

7. Click Save.

8. To create a template for Unique Clustering, click © next to the template selected for cloning.

The Clone Configuration page appears.

Clone Configuration

Template Name

unig.bucket.threshold

Figure 271 - Clone Configuration

9. Type the Template Name. i.e. ‘BigFixRunbookAl _unique_v1’.

Type in the value for Uniq.bucket.threshold field carefully to set up the threshold value of
the bucket for runbook recommendation. Value of this parameter should be between 0 and
1.

If user increases the threshold value, the number of buckets will increase, and user will find
more buckets with a similar description. If user decreases the threshold value, the different
descriptions may be assigned to a single bucket.

10. Click Save.
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The new template is added and listed at the bottom of the template list. The templates created will be

used in the Workbench.

7.2.4 Conclusion

Post the completion of this exercise, you should have a good understanding of configuring the

hyperparameter templates for recommendation and Unique Clustering.

The next step is to perform the analysis to arrive at the optimal values of hyperparameters for iUnique

which will be covered in the next exercise.

7.3 Lab Exercise 2 — Identify Optimal Values of

Hyperparameters for iUnique

/7.3.1 Scenario

An organization has requested for further optimization of models for recommendation of runbooks and
ticket clustering used for identification of automation candidates. The scenario will remain the same for

all the exercises covered in this module.

In this lab, we will showcase the detailed procedure for analyzing and identifying optimal values of hyper

parameters for iUnique (Unique Clustering).

/.3.2 Prerequisites

e User should have Organizational Admin credentials.

7.3.3 Solution

1. Open BigFix Runbook Al Web URL and login with Super Admin credentials.
2. Go to Advance Configiration=>Workbench and click Unique Analysis.

3. Click Add New Analysis. It will bring up Upload Workbench Data page.
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Upload Workbench Data

Organization* BigfixRunbookAl
Module* IM(incident Management)
Runbook Tool Type BigFix

Analysis Name*

Download Template

Select File® Choose File | No file chasen

Hyper Parameter Template Version Selact

Cancel

Figure 272 - Upload Workbench Data

4. Select Organization and click Add Mock Organization. It prompts user to enter the Organization

Name.

Organization Name:

Figure 273 — Mock Organization

5. Click Save.

6. Select Module as ‘Incident’.

7. Type the Analysis Name.

8. Click Choose File to upload the sample tickets as per the provided template. The template can be

downloaded by clicking Download Template.

9. Select Hyper Parameter Template Version from the dropdown.

10. Click Start Analysis to begin the analysis for Unique Clustering.
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Alert X

Analysis created successfully. Enable job
(ProcessUniqueWorkBenchAnalysis) to view analysis.

Figure 274 — Analysis Created Successfully
On clicking Start Analysis, one job is created for Unique Analysis and another for Recommendation

Analysis. Newly added analysis is listed on the Manage Jobs page.

1. Toenable a job to view analysis, go to Actions = Manage Jobs.

2. Select the newly added job for unique analysis with status as Queued.

3. Click Enable Jobs.

A confirmation message appears.

Alert X

Job enabled successfully.

Figure 275 - Confirmation Message

This adds the analysis and lists it in Unique Analysis page with status as In Progress.

4. Once the analysis is complete, status changes to Pending Verification. You can now validate the

results.
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Unique Analysis
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Analysis Type

Analysis Name

Organization Module Runbook Tool Type Status
# csv ProcessUniqueWorkBenchAnalysis BigFxOng Incident Management BigFix Successful

Figure 276 — Unique Analysis

5. To analyze the added unique analysis data, click ® next to analysis to be verified.

Unique Analysis Refresh
Analysis Type Analysis Name Organization Module Runbook Tool Type Status Action
Ocsv ProcessUniqueWorkBenchAnalysss

Incident Management

Figure 277 - Unique Analysis (cont.)

Once you have verified the analysis results, you can publish the most optimized hyperparameter
template.

6. Go to Advance Configuration—-> Workbench = Unique Analysis, click & next to the analysis user
want to publish.

Unigue Analysis

Analysis Type

Analysis Name Organization Module Runbook Tool Type Status. Action
(== ProcessUniqueWiorkBanchAnalysis BigFxOrg Incident Management BigFix Successiul

[
1 BaseUniqTempiate

No

Figure 278 - Unique Analysis (cont.)

User can publish only successful iterations.

7. A confirmation dialog box appears. Click OK.
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Alert X

Iteration published successfully.

Figure 279 — Confirmation Message

8. Publish the selected hyperparameter configuration template and map the published

hyperparameter configuration template to organization under analysis. Click T tomapitto

organization.

Unigue Analysis sh | Add New Analysis

Analysis Type Analysis Name Organization Name

e csv ProcessUniqueWorkBenchAnalysis BigFOrg Incident Managemant Successful
herationNo ParameterTemplate Is Published Action
1 BaselniqTemplate Yes ®@Rae tt

Showin| Eport Parameter Template ||

Figure 280 - Unique Analysis (cont.)

9. Select the Template Name, Organization and Module from respective dropdowns.

10. Click Save.
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Template Name™
H H *
Organization -

Module®
A

Save

Figure 281 — Map Template with Organization

11. After successful mapping of hyperparameter configuration template with organization.

7.3.4 Conclusion

Post the completion of this exercise, you should have a good understanding of identifying the most
optimal values of hyperparameters for Unique Clustering Analysis following multiple iterations.
The next step is to perform the analysis to arrive at the optimal values of hyperparameters for

iRecommend which will be covered in the next exercise.

7.4 Lab Exercise 3 — Identify Optimal Values of

Hyperparameters for iRecommend

/7.4.1 Scenario

An organization has requested for further optimization of models for recommendation of runbooks and

ticket clustering used for identification of automation candidates. The scenario will remain the same for
all the exercises covered in this module.
In this lab, we will showcase the detailed procedure for analyzing and identifying optimal values of hyper

parameters for iRecommend (Recommendation).
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/.4.2 Prerequisites

e User should have Organizational Admin credentials.

7.4.3 Solution

1. Open BigFix Runbook Al Web URL and login with Super Admin credentials.

2. Go to Advance Configuration—> Workbench and click Recommend Analysis.

Recommendation Analysis
Search:
e o e e
Analysis Type Analysis Name Organization Type
FetchUniqueRecommendationBigfixTest BigfixOrg BigFix Successful (O] E‘,
csv FetchUniqueRecommendationBigfix200 BigfixOrg NA BigFix Successful (O] C‘,
Environment FetchUniqueRecommendationBigfixOrg BigfixOrg Incident Management BigFix Successful @ @

Figure 282 — Workbench Recommendation Analysis

3. Go to Actions = Manage Jobs and enable the Recommendation Job. It starts with prefix

FetchUniqueRecommendation and includes your organization name.

Manage Jobs
Avchived Analysis Jobs

No FetchUniqueRecommendatonBigh 300 BagfocRunbookAl Queved SenaceNow Incdent Management  iRecommend 032172023 114114 = o D
xRunbookAl

Y| Jobld y| Organization Y| Status T Service Name Module Name 7 Component Name T Next Run

Figure 283 - Recommendation Analysis (cont.)

Before enabling recommendation job, ensure that the unique analysis for the organization

for whom you are adding the new iteration, is published. Then enable the recommendation
job from the Manage Jobs page.

4. Go to Workbench and click Recommendation Analysis.

5. Click Run new lteration to run a new iteration for Recommendation Analysis for Organization.
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Recommend Analysis

#csv FetchUnigueRecommendationWorkBenchAnalysis BigFixOrg Incident Management BigFix Queued

Figure 284 - Recommendation Analysis (cont.)

6. A popup window for Template Version(s) appears.

Template Version(s)

Hyper Parameter Template:

—-Select--

Figure 285 — Template Version

7. Select a template form the Hyperparameter Template dropdown list.

Template Version(s)

Hyper Parameter Template:

--Select-- v

BaseRecTemplate
NewRecTemplate

Figure 286 — Template Selection

8. Click Run. A confirmation dialog box appears.
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Alert X

Iteration initiated successfully.

Figure 287 — Confirmation Message
The new iteration is added and appears at the bottom of the list in the grid below.

b 5 Fublished
1 No ® &

BaseRecTemplate

2 NewRecTemplate No ® &

Figure 288 — Addition of New Iteration

9. Toview the recommendation analysis results, click @ next to analysis for Organization.

1 No @ %

BaseRecTemplate

2 NewRecTemplate No @@ Click to View Analysis

Showing 1 to 2 of 2 entries

Figure 289 — View Analysis

10. User can even validate and enrich recommendation results. Below figure shows list of relevant
runbooks for corresponding ticket categories. If you are fine with the recommendation results, then

proceed with publishing of hyperparameter configuration template.
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Enrich Recommendation

Bucket Description T | Runbook Y | Approve Runbook ¥ | Confidence Score v | SOP Required T

10.x.x.x || health metric of DNS server DNSserverDiagnostics @ 52.00
9 add DNS A type record for host name dryi...more Hyper-V_HostStateVM_LoadBalancing @ & @ [0] 4500 @
L7 application needs dot net to be installe_more Hyper-V_HostStateV\M_LoadBalancing @ =] o 61.00 =]
(7] Azure | Health check | check the status ...more documentDB_loop @ & (] o 63.00 (]
L7 Check DNS server diagnostic and logging . .mare Hyper-V_HostStateVM_LoadBalancing @ =] o 4500 =]

Figure 290 — Enrich Recommendation

11. Goto Advance Configuration - Workbench - Recommendation Analysis. Click & next to the

analysis for Organization to publish.

Recommend Analysis m

Analysis Type Analysis Name Organization Name Module Runbook Tool Type Status. Action

@CSV Feichl hAnalyss BigFuOng Incident Management BigFix Queved

= S N = = B = = W—
BaseRecTemplate
2 NewRecTemplate No ® @

Click to Publish

Sh

Figure 291 - Publish Analysis

A confirmation dialog box appears.

12. Click OK.
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Alert X

lteration published successfully.

Figure 292 — Confirmation Message

13. To publish the selected hyperparameter configuration template and map it with organization, click

t

on icon.

WorkBench Recommendation Analysis

Refresh

Organization Name

Cesv FokhUnguaRocommondation WorkBenchAnalysss BigFaxOrg Incident Management Successful m
lerationMo Parameter Template I= Published Action
1 BaseRecTemplate No @& &
2 NewRecTemplate Yes ®ae it

Showing Import Parameter Template

Figure 293 — Import Parameter Template

14. Select the Template Name, Organization and Module from the respective dropdown lists for

mapping.

15. Click Save.
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Template Name*

Organization™

Module*

Figure 294 — Map Template with Organization

7.4.4 Conclusion

Post the completion of this exercise, you should have a good understanding of identifying the optimal

values of hyperparameters for Recommendation Analysis following multiple iterations.

This concludes this module covering the identification of optimal values of hyperparameters for

Recommendation and Unique Clustering.

Let’s see how a user can configure and use the Document Process and Analysis functionality in the next

module.

7.4.5 Related Documentation

e BigFix Runbook Al Configuration Guide
e BigFix Runbook Al Troubleshooting Guide
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8 Module 6 — Document Processing & Analysis

8.1 Introduction

This module covers the procedure for configuring internal and external knowledge repositories for
knowledge consumption. It helps all different types of users in performing knowledge search and analysis
to reduce MTTR for issues. BigFix Runbook Al helps in exploring multiple data repositories and presenting
relevant knowledge articles based on the ticket descriptions or the user search queries for further
consumption.

Let’s begin with the Configuration of Collections for Knowledge Search.

8.2 Lab Exercise 1 — Configuration of Collections for

Knowledge Search

8.2.1 Scenario

An organization is using Service Now as an internal knowledge repository which stores multiple
knowledge articles published over the years. Organization’s operational users have been finding it
difficult to search for relevant documents and the results are not relevant information based on user

search queries which is impacting the MTTR for incidents.

In this lab, we will showcase the detailed procedure for configuring knowledge sources and providing
relevant documentation for user search queries. We will create two collections — one for Service Now

(internal repository) and another for open domain sites (e.g. stackoverflow.com)

8.2.2 Prerequisites

e User should have Super Admin credentials
e Information about the Service Now repository and valid URL and access credentials

e Information about the open domain websites which needs to be configured



0 Big Fix BigFix Runbook Al Lab Manual

8.2.3 Solution

1. Open BigFix Runbook Al Web URL and login with Super Admin credentials.
2. Go to Advance configurations=> Knowledge a