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Document Revision History

This guide updates with each release of the product or when necessary.

This table provides the update history of this Integration Guide.

‘ June, 2023 BigFix Runbook Al v6.3 Integration Guide

Copyright © 2023 HCL Tech 23| Page



0 BIgFIX BigFix Runbook Al Integration Guide

1 Preface

This section provides information about the BigFix Runbook Al Integration Guide and includes the

following topics.

Intended Audience

About This Guide

Related Documents

Conventions

1.1 Intended Audience

This information is intended for administrators authorized for configuring BigFix Runbook Al and

enable integrations with various ITSM tools and Runbook Automation / Orchestrator Tools.

1.2 About this Guide

This guide provides instructions to enable integrations with various ITSM and Runbook Automation

tools, while configuring BigFix Runbook Al.

1.3 Related Documents

The following documents can be referenced in addition to this guide for further information on the

BigFix Runbook Al platform.

— BigFix Runbook Al Configuration Guide
— BigFix Runbook Al Troubleshooting Guide
— BigFix Runbook Al Lab Manual
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1.4 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element
Boldf Indicates graphical user interface elements associated with an action, or terms
oldface
defined in text or the glossary
Underlined Blue face Indicates cross-reference and links
italic Indicates document titles, occasional emphasis, or glossary terms

_ Indicates commands within a paragraph, URLs, code in examples, and paths
Courier New (Font) . . .
including onscreen text and text input from users
Numbered lists Indicates steps in a procedure to be followed in a sequence

Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a sequence
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2 BigFix Runbook Al Overview

BigFix Runbook Al is an Intelligent Runbook Automation product which is equipped with Artificial
Intelligence, Machine Learning and Natural Language Processing capabilities for simplifying and
automating the IT Operations issues resolution lifecycle including incidents, service request tasks,
change request tasks and events. It leverages its NLP capabilities for analyzing and understanding
the context of a specific issue, recommends the most relevant solution and even triggers the
execution, thereby enabling Zero Touch Automated Remediation. It also provides Al-driven
Knowledge Recommendation by suggesting relevant knowledge articles from various repositories,

both internal and external, as and when required by human agents.
When no runbook is available for automated remediation, it searches & downloads relevant

executable codes and scripts for subject matter expert to validate, customize, approve and publish

for future use.
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Figure 1 - BigFix Runbook Al Workflow
Intelligent automation powered by BigFix Runbook Al can make a tremendous impact in an

enterprise adjusting to the New Normal:

— Reduce Costs
e Achieve up to 30% reduction in service desk related costs

e Quick and High ROI
— Mitigate Risks
e Avoid operational risks and ensure compliance by avoiding critical outages
e Reduce escalations and improve SLA compliance by up to 20%
e Achieve up to 85% reduction in MTTTR
— Drive Efficiency
e Automate redundant tasks and let employees focus on more creative activities
e Reduce manual effort by 30% to 60%
e Improve customer satisfaction by up to 50% by providing faster incident and service request

resolutions.

— Rapid Time to Value
e Quick implementation in 6 to 8 weeks*
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e Leverage 300+ reusable and configurable runbooks out of the box
e Achieve zero-touch automation state in 4 to 5 months*

*Conditions Apply
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3 Integration Ecosystem

This section describes the different types of tools with which BigFix Runbook Al can integrate for

achieving end to end issue resolution.

Primarily, BigFix Runbook Al integrates with three types of tools —

ITSM Tools — The purpose is to fetch the ticket data from the IT Service Management tool to read
/ understand the ticket and for making any changes to the ticket like updating the status, work
notes, transferring to a different queue or close the ticket.

ITSM Tools support-

e ServiceNow

e BMC Remedy

e Cherwell ITSM

e BMC Remedyforce

e Jira

e ServiceXchange(SX)

Event Management Tools — The purpose is to fetch the event data from the Event Management
tool to understand the issue and recommend / trigger the relevant runbook for remediation. Event
Management Tools support -

e Moogsoft

e 7Zenoss

RBA / Orchestrator Tools — The purpose is to direct the RBA / orchestrator tools to trigger the
runbook for resolving the incident, after BigFix Runbook Al has identified the appropriate runbook.
BigFix Runbook Al also continuously pulls the current status of the execution from the RBA tool and
reports it in its Logs section.

RBA Tools support —

e HCL BigFix

The subsequent sections will cover the integrations with above tools in detail.
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4 Integration with IT Service Management Tools

Any IT Service management tool acts as a data source for BigFix Runbook Al from where it pulls the
ticket data and then performs appropriate actions for resolution. Thus, to enable integration with

ITSM, it requires for a data source to be created as part of BigFix Runbook Al configuration.

Given that the APIs for Incident Management, Service Request Tasks and Change Request Tasks
are different, a separate data source will have to be configured for each of the previously

mentioned categories.

Before proceeding with the configuration related to Data Source creation, user has to ensure that
an organization has been configured. If not done already, please refer to the Configuration Guide

for the same and create the organization before proceeding ahead

4.1 Common pre-requisite

— APl to Fetch tickets, Ticket In progress, Ticket Close, Ticket Release

— USER permission to query, modification on Tickets

4.2 Integration with ServiceNow

4.2.1 Incident Management

To fetch information about Incidents, usually, creation of a data source for Incident Management
should suffice. However, there could be scenarios where some additional fields / values are
required from CMDB for processing the tickets —recommending the relevant runbooks and parsing
the tickets to extract relevant parameters, for which separate data sources for CMDB Cl must be

created. Here, we will cover the procedure for creating both kinds of data sources.

4.2.1.1 Create Data Source for Incident Management

To create a data source for Incident Management, perform the following steps:
— On the main menu bar, click Actions Tab - Manage Data Sources.

— The Create Data Source page appears with the following tabs:
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e Organization

e Data Source

e Fetch Data Configuration

e Release Rules Configuration

e Close Rules Configuration (Optional — applicable only when the ticket closure status update is
managed by BigFix Runbook Al directly instead of RBA tool)

e InProgress Rules Configuration (Optional — applicable only when the ticket’s in progress status

updates is managed by BigFix Runbook Al directly instead of RBA tool)

Create Data Source

Organization Data Source Fetch Data Configuration

Organization Details
Organization™ Select-
Module*

Service”

Integration Type*

Figure 2 — Create Data Source

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

On the Organization tab,
e Select the Organization Name from the dropdown.

e Select the Module as Incident Management, since we are configuring this data source for
pulling the incident tickets.

e Select the Service as Service Now Tool as we are configuring the data source for ServiceNow
e Select the Integration Type as REST, since we will be integrating through REST APlIs.

e Check Is Ticket Closure Managed by BigFix Runbook Al job if you want BigFix Runbook Al to
manage the ticket closure updates instead of the RBA tool. In this scenario, an additional tab
Close Rules Configuration will be activated for providing further details, steps for which are
mentioned later.

e Check “Is ticket InProgress Managed by BigFix Runbook Al job” if you want BigFix Runbook Al
to manage the ticket’s in progress status updates instead of the RBA tool. In this scenario, an

Copyright © 2023 HCL Tech 31| Page



0 BIgFIX BigFix Runbook Al Integration Guide

additional tab “InProgress Rules Configuration” will be activated for providing further details,
steps for which are mentioned later.

e Click Next.

Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Organization Details

Organization*

Module

Service

Integration Type"

Is ticket Closure Managed by product job

o

Is ticket InProgress Managed by product job

<}

Figure 3 — Create Data Source (cont.)

— On the Data Source tab,
e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.
e Select Analysis Enabled if user wants to analyze the data retrieved from the data source.

Click Next.

Organization ala Sour Feich Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Name*

Timezone

Timestamp

Analysis Enabled

Figure 4 — Create Data Source (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.
— In the Connection Details section, enter the following details:

e URL-Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.
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e Sample URL - https://URL.service-
now.com/api/now/v1/table/incident?sysparm_fields=#Columns#&sysparm_query=sys_updat
ed_on>=#StartDate#"sys_updated_on<=#EndDate#"ORDERBYsys_updated _on

e Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password.

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

e Request Method — Select GET, POST or PUT as the Request method as per the URL
configured.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details
URL*
Authentication Type* JWT ~
User Id*
Password* B
Authentication URL*
Request Method* GET ~
Proxy Required (]
Test Connection
Request Authentication Parameters

Figure 5 — Create Data Source (Connection Details)

For password, click on the icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
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any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of
the configured details from the value field.

Secret Selector

Input Type Input text -

Value

(Jshow Password

Figure 6 — Password in Plaintext

Secret Selector

Input Type CyberArk M
Value SNOWPassword v
Key Value

Description I

ApplD I

Safe I

Folder [

Object [ ]

Figure 7 — Password from Key Vault (CyberArk)
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— Request Authentication Parameters — If the user has additional parameters, click Add
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Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table.

Table 2— Sample Authentication Parameters

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
= == ===
password <password> @ @ i}
AutiMethod POST i
AuthPrefic X I~
TokenKey access_token i
RaspanseType TEXT o}
Figure 8 — Create Data Source (Request Authentication Parameters for
JWT)
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Request Authentication Parameters 0 Add Authentication Parameters Delete All

a

‘ = | TS ‘ @
password | <password> ‘ i

‘ AuthMethod | ‘ POST ‘ o = i
‘ AuthPrefix | ‘ Bearer ‘ il
‘ dlient_id | <dlientiD> ‘ o
‘ client_secret | ‘ <dlientsrcret> ‘ o
TokenKey | access_token ‘ @

ResponseType | ‘ JSON ‘ WE

T

grant_type

Figure 9 — Create Data Source (Request Authentication Parameters for
OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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URL Path Parameters @

#Columns#

‘ Text v ‘ number,sys_updated_on short_description description. assignment_group incident_state, clos:

#StartDate#

‘ SQL UDF v‘ ‘@@Gmﬁ DateTimeUsinginci ifiedDate ‘

N ‘ ‘

#EndDate#

‘ SQL UDF ‘ @@GetToolCurrentDateTime

Figure 10— URL Path Parameters

Request Header Parameters — Please enter the request header parameters as required.
Request Body — Please enter the request body for the configured URL, if applicable.
Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below.

After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below:
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Table 3— Sample Mandatory Parameter Mapping

Key Value Type Value
TicketNumber JSON.Keys result.0.number
Summary JSON.Keys result.0.short_description
Description JSON.Keys result.0.description
CreationDate JSON.Keys result.0.sys_created_on
StatusCode JSON.Keys result.0.incident_state
ResolvedDate JSON.Keys result.0.closed_at
LastModifiedDate JSON.Keys result.0.sys_updated_on

Mandatory Parameter Mapping

TicketNumber

Summary

Description

CreationDate

StatusCode

ResolvedDate

LastModifiedDate

result.0.number

result.0.description
result.0.description
result.0.sys_created _on
result.0.incident_state

result.0.closed_at

result.0.sys_updated on

Add Response Parameter Delete All

Figure 11 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 4— Sample Optional Parameters

Key Value Type Value
AssignedGroup JSON.Keys result.0.assignment_group.value
Coll JSON.Keys result.0.sys_id
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Optional

. T

esult.0.assignment_group.value

esult.0.sys_id - @

3

Figure 12 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.

— On Release Rules Configuration tab, type in the details as per the requirement.

— In the Connection Details section, enter the following details:

URL - Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

Sample URL - https://<URL>.service-now.com/api/now/table/incident/#incident#

Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

User Id: Enter the user id for the configured ITSM.

Password: For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text -

Value

(OShow Password

Figure 13 — Password in Plaintext

Secret Selector

Input Type CyberArk i
Value SNOWPassword v
Key Value

Description ]

ApplD I

Safe |

Folder ]

Object I

Figure 14 — Password from Key Vault (CyberArk)
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— Request Method — Select Request Method as PUT from the drop-down.

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.

— Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details
e . | |
Authentication Type* () Basic v|
U@ ' |
Password" () =l
Request Method* () ‘ PUT v|
Proxy Required () ]

Test Connection ()

Test Connection

Request Authentication Parameters @& Add Authentication Parameters Delete All

URL Path Parameters ()

Figure 15 — Release Rules Configuration (Connection Details)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

URL Path Parameters @

#incident#

Table.Columns v

Col2 -

Figure 16 — Release Rules Configuration (URL Path Parameters)
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— Request Header Parameters — Please enter the request header parameters as required.

— Request Body — In this section, please enter the request body in JSON format. A sample request is

mentioned below:

Request Body 0

{ "assignment_group” : "#AssignmentGroup#","work_notes" : "#work_notes#" }

4|
#AssignmentGroup#

#work_notes#

Figure 17 — Release Rules Configuration (Request Body)

— Response Body — In this section, please enter the response body in JSON format. A sample response

is mentioned below.

Response Body O

{"result” : "#success#" }

el

#success# Text . | oK ‘

Figure 18 — Release Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.

Table 5— Sample Response Key Value Mapping

#success# Text OK
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— On Close Rules Configuration tab, type in the details as per the requirement. Check Same as
Release if similar configurations as mentioned in “Release Rules Configuration” are required, else
proceed ahead.

— In the Connection Details section, enter the following details:

e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

e Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

e User Id: Enter user id for the configured ITSM tool.

e Password: For password, click on icon next to it. If the password is available in plaintext, then
select Input Text as Input Type and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text v

Value

(Jshow Password

Figure 19 — Password in plaintext
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Secret Selector

Input Type CyberArk v
Value SNOWPassword v
Key Value

Description ]

ApplD I

Safe ]

Folder [

Object I

Figure 20 — Password from Key Vault (CyberArk)

— Request Method — Select Request Method as PUT from the drop-down.

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.

— Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.
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Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration
Same as Release ()

onnection Detalls

uRLO . |
Authentication Type € Basic M ‘
eria0 — |
Password () El
Request Method ) ‘ PUT v ‘
Proxy Required () ]

Test Connection {3

Test Connection

R t Authentication Par ters O Add Authentication Parameters Delete All

URL Path Parameters ©)

Figure 21 — Close Rules Configuration (Connection Details)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

URL Path Parameters ()

#incident?

Table.Columns v Col2 =

Figure 22 — Close Rules Configuration (URL Path Parameters)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body — In this section, please enter the request body in JSON format. A sample request is

mentioned below.
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Request Body @&

{"incident_state”: "6"}

Figure 23 — Close Rules Configuration (Request Body)

— Response Body - In this section, please enter the response body in JSON format. A sample response

is mentioned below.

Response Body ©

{ "result” : "#success#" }

e

#success#

Text v

|OK

Figure 24 — Close Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.

Table 6— Sample Response Key Value Mapping

#success#

Text

OK

— On InProgress Rules Configuration tab, type in the details as per the requirement. Check Same as

Release if similar configurations as mentioned in “Release Rules Configuration” are required, else

proceed ahead.

— In the Connection Details section, enter the following details:
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e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

e Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

e User Id — Enter the user id for the configured ITSM tool.

e Password- For password, click on icon next to it. If the password is available in plaintext then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text v

Value

[JShow Password

Figure 25 — Password in plaintext
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Secret Selector

Input Type CyberArk M
Value SNOWPassword v
Key Value

Description I

ApplD |

Safe I

Folder [

Object [ ]

Figure 26 — Password from Key Vault (CyberArk)

— Request Method — Select Request Method as PUT from the drop-down.

— Proxy Required — Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.

— Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.
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Same as Release ()
onnection Details
URL O . | |
Authentication Type () Basic ¥ ‘
Userld @ ]
Password () =l
Request Method (3 ‘ PUT v ‘
Proxy Required () ]

Test Connection ()

Test Connection

Request Authentication Parameters @ Add Authentication Parameters Delete All

URL Path Parameters ©)

Figure 27 — InProgress Rules Configuration (Connection Details)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

URL Path Parameters @

#incident#

Table.Columns v Col2 =

Figure 28 — InProgress Rules Configuration (URL Path Parameters)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body &

{"incident_state”:"2"}

Figure 29 — InProgress Rules Configuration (Request Body)

— Response Body — In this section, please enter the response body in JSON format. A sample response

is mentioned below.

Response Body @)

{ "result” : "#success#" }

el

#success# Text B ‘ | oK ‘

Figure 30 — InProgress Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table:

Table 7— Sample Response Key Value Mapping

#success# Text OK

— Click Submit to add the data source.

— In order to bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the ITSM tool and the same has to be configured in BigFix Runbook Al. This is achieved through
Manage the Entry Criteria. Please perform the below steps —

— Go to Action Tab and click Manage Data Sources.
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— Onthe Data Sources tab, click * next to the data source that user wants to manage. Manage Entry

Criteria screen appears.

Manage Data Sources

Q
] ] o [ —
SNOW

Datasource_BigfRunbookAl Inodent Management REX

Figure 31 — Manage Entry Criteria

— Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
— Enter the sys_id of the assignment group in ServiceNow in the Value field.

— Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

e6274ic1db9b3c10a635c00030961003

BighixAl

Figure 32 — Manage Entry Criteria (cont.)

— Click Save.

4.2.1.2 Create Data Source for CMDB Cl

To use the field values of CMDB CI for the purpose of Recommendation and Parsing by BigFix
Runbook Al services, two data sources need to be created.

To create a data source for CMDB Cl, please refer to Create Data Source for Incident Management.

To create a data source for CMDB Cl, perform the following steps:
— On the main menu bar, click Actions Tab - Manage Data Sources.
— The Create Data Source page appears with the following tabs:
e Organization
e Data Source

e Fetch Data Configuration
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Create Data Source
Organization Data Source Fetch Data Configuration
Organization Details
Organization™

-Select-

Module*
Service”

Integration Type*

Figure 33 — Create Data Source — CMDB ClI

Release Rules Configuration is only applicable for the following Module types:
- Incident Management,

- Change Request Task and

- Service Request Task. (This tab will not be activated for other module types.)

— On the Organization tab:
e Select the Organization Name from the dropdown.

e Select the Module as CMDB Cl, since we are configuring this data source for using its field
value for the incidents.

e Select the Service as Service Now Tool as we are configuring the data source for ServiceNow
e Select the Integration Type as REST, since we will be integrating through REST APlIs.
e Click Next.

Edit Data Source

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Organization Details

Organization®

Module”

Service"

Integration Type*

Is ticket Closure Managed by product job

s ticket InProgress Managed by product job

Figure 34 — Create Data Source — CMDB CI (cont.)
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— On the Data Source tab:

e Type the new data source in the Name field.

e Select the Timezone to specify the time zone of the selected data source.

e Select Timestamp to view the present data with date and time.

e Select Analysis Enabled if user wants to analyze the data retrieved from the data source.

e Click Next.

Edit Data Source
Organization Data Source Feleh Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Name
Timezone

Timestamp -]

Analysis Enabled

Figure 35 — Create Data Source — CMDB CI (cont.)
— On the Fetch Data Configuration tab, type in the details as per the environment.
— In the Connection Details section, enter the following details:

e URL-Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

e Sample URL - https://URL.service-
now.com/api/now/v1/table/cmdb_ci_server?sysparm_fields=#Columns#&sysparm_query=sys
_updated_on>=#StartDate#"sys_updated_on<=#EndDate#*ORDERBYsys_updated_on

e Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password.

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld

o Password
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o Authentication URL

— Request Body - Select GET, POST or PUT as Request Method as per the configured URL.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.
— Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details

URL*

Authentication Type* JWT ~
User Id*

Password* E

Authentication URL*

Request Method* GET -
Proxy Required O

Test Connection Test Connection

Request Authentication Parameters Add Authentication Parameters Delete All

Figure 36 — Create Data Source — CMDB CI (Connection Details)

— Password — For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in any Key
Vault such as CyberArk then select Input Type as CyberArk and then select any of the configured

details from the value field.
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Secret Selector

Input Type Input text -

Value

(Jshow Password

Figure 37 — Password in plaintext

Secret Selector

Input Type CyberArk v
Value SNOWPassword v
Key Value

Description I

ApplD [ ]

Safe I

Folder [

Object I

Figure 38 — Password from Key Vault (CyberArk)

— Request Authentication Parameters — If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.
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— Based on the Authentication Type, add the parameters mentioned in the below table.

Table 8— Sample Authentication Parameters — CMDB Cl

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
= = == R
password e ‘ v o}
Aubitetod posT ®
AuthPref ARIWT @
Tovanky e ®
ResponseType TEXT T
= “§
Figure 39 — Create Data Source — CMDB Cl (Request Authentication
Parameters for JWT)
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ication F i} Add Authentication Paramelers Detete Al

| usemams <usemame> ||® o}
‘passvmn:l ‘ |<passwurd> ‘ T
‘AntheIhnd ‘ |PDST ‘ o =] w
‘Athmﬁx ‘ |Beaml ‘ o o o}
‘diemfid ‘ |<dienll[!> ‘ i}
‘diem_secrel <clientsrcret> ‘ T
‘TukenKey ‘ |aocessJaken ‘ =] s} o]
‘RespanseTypE ‘ |JSDN ‘ =] (=] T

o T

‘ grant_type

Figure 40 — Create Data Source -CMDB CI (Request Authentication
Parameters for OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.
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URL Path Parameters ¢

#Columns# | Text v‘ sys_id,name category,sys_updated_on.subcategory |
AR AT | SQL UDF v‘ |@@GetmeDateﬁmeUsingicMDBMud'rﬁedDate |
#EndDatex | SQL UDF v‘ |@@Geﬂuo|<:unemnanenme |

Figure 41— URL Path Parameters — CMDB ClI

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - Please enter the request body as per the configured URL, if applicable.
— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below:

— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below.

Table 9— Sample Mandatory Parameter Mapping — CMDB ClI
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ToolClld JSON.Keys result.sys_id
ToolCIName JSON.Keys result.name
ToolClCategory JSON.Keys result.category

Mandatory Parameter Mapping

ToolClld
result sys_id

ToolCIName
result name

ToolCICategory

result category

Add Response Parameter Delete All

Figure 42 — Mandatory Parameter Mapping — CMDB Cl

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.

For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 10— Sample Optional Parameters — CMDB ClI

Key Value Type Value
Col3 JSON.Keys result. subcategory
Optional
S S N
result.subcategory - o

Figure 43 — Optional Parameter Mapping — CMDB Cl

— Click Next to proceed to Release Rules Configuration.

— Click Submit to add the data source.

4.2.1.3 Configuration of additional parameters for Recommendation

and Parsing

To use the field values of CMDB CI for the purpose of Recommendation and Parsing by BigFix

Runbook Al services, they need to be mapped to Incident Management.
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To do so, perform the following steps -

— On the main menu bar, click Advance Configuration ->Parameter > Manage Column.

Manage Column
Organization Name*

-Select- v

Module*

-

[Base (ISecondary m

Figure 44 — Map CMDB Cl to Incident Management

— Select Organization Name from dropdown. Select Incident Management as the Module.

-Select- o -Select- [CJBase [ Secondary m
_
Summary
Description Y N N b4
RunbookToolTenantlD Y N N X
ModuleType Y N N b 4

M4 M 1-4of 4items.

Figure 45 — Map CMDB Cl to Incident Management (cont.)

Summary, Description, RunbookToolTenantID, ModuleType are the default entries.
— Select iCMDB in Table dropdown.

— Select the column of CMDB which has to be mapped to incident in the Column dropdown. In this
case, we are selecting subcategory.

— Check the fields Use For Parsing and ‘Base’ in Use For Recommendation.
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Manage Column

Organization Name” BigfxRunbookAl N

Module” Incident Management ~

Table Column Use For Parsing Use For Recommendation Action

iCMDB . subcategory v EBase CSecondary

Figure 46 — Map CMDB Cl to Incident Management (cont.)

— Click Save. The page lists one additional entry i.e. ‘Subcategory’, as depicted below:

Manage Column

Organization® BigfxRunbiookAl h

[ ncidont Management -]

Table Column Use For Parsing Use For Recommendation Action

Solect - Select » [CE ] Base () Sacondary “

Summary

Dascription

N
N
N
N

¥ 5
¥ N
RunbookToolTananti Y N
¥ N

ModulaType

Figure 47 — Map CMDB Cl to Incident Management (cont.)

— For Recommendation, above steps are sufficient. But for Parsing, additional steps are required to

be performed.
— On the main menu bar, click on Advance configuration -> Parameter.

— Click Configure Parameter Type. By default, there are several entries already defined.

Configure Parameter Type Add New
WebAppPool regexlproximity Description
18 SnapshotName RegEx Description X
19 VMESXHost regex Description X
20 UserPassword regex Description = X
2 ADGroupName regexlproximity Description = X
23 DriveName regex Description = x
2 LocalGroupName regexlproximity Description = X
25 Instance regexlproximity Description & x
2% ThresholdValue regexlproximity Description = x
27 GenericText regex Description = x

Figure 48 — Map CMDB Cl to Incident Management (cont.)

— Click Add New.
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Configure Parameter Type

Parameter Type*
Parse by* -Select- M
Regular Expression* -Select- i

Proximity Words *

Parse Order* -

Default Field Name* -Select- Y

Figure 49 — Map CMDB Cl to Incident Management (cont.)

— Mention Parameter Type, for e.g. Category
— Select ‘Equal Search’ in the Parse By field.
— Select ‘Description’ in the Default Field Name field.

— Click Submit.

Configure Parameter Type

Parameter Type* Category |

Parse by* ‘ Equal Search v|
Proximity Words ‘ ‘ Add

Parse Order* Equal Search - n
Default Field Name* Description "|

Figure 50 — Map CMDB ClI to Incident Management (cont.)
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— Next step is to map this Parameter Type i.e. ‘Category’, to the one that was created via Manage
Columns in earlier step by the name subcategory. To do that, perform the following steps:
— On the main menu bar, click Advance Configuration - Parameter.

— Click Manage Parameter Configuration.

Manage Parameter Configuration

Organization*

-Select- v
Data Source® Select- o~
Parameter Type* Select- -

Figure 51 — Map CMDB Cl to Incident Management (cont.)

— Select Organization.

— Select ‘Incident Management’ as the Data Source.

— Select the newly created parameter ‘Category’ from Parameter Type dropdown.

— From the Field dropdown, select ‘subcategory’, the parameter that has been mapped via Manage

Columns.

Parameter Config

Organization” BigfoRunbookal >
Data Source” Datasource_BigxRunbookAl (Incident Managemen) v
Parameter Type* Category -
Add New Configuration
Change | Field Parse By Parse Order Grid Details Index Level Action
Ovder

a subcategory Equal Search - Equal Search a 1 x

Summary

Description

RunbookToolTenantiD

— =]

Figure 52 — Map CMDB Cl to Incident Management (cont.)

— Click Save.

— To verify whether this parameter is successfully parsed or not, perform the following steps -

Copyright © 2023 HCL Tech 63|Page



0 BIgFIX BigFix Runbook Al Integration Guide

e On the main menu bar, click Runbooks.
e Click Manage Runbooks.

e Select the Runbook Tool mapped with the organization.

Manage Runbooks

Runbook Tool* BigfixRBA

Search Column SR

Search Text

B Downiload Templale

Count 184

Figure 53 — Map CMDB Cl to Incident Management (cont.)

— The parameter, Category, which was created in earlier steps, has to be added as one of the

parameters to the existing runbook. You can also create a new runbook with Category as one of

the parameters.
— Click the Edit icon to edit the runbook.

— In the Parameters section, add a new parameter with any relevant Parameter Name, Parameter

Label, Parameter Description, Default Parameter Value. Ensure that Parameter Type is selected as

Category.
Parameters
Parameter Parameter Is Mandatory | Parameter Description Default Field Type Parameter Type | IsClBased IsReadOnly
Name Label Parameter Parameter Parameter
Value
True v Text v | -Select- ~ O O +

Note: Tenantld and ComputerName are mandatory in case of BigFix tool type.

Figure 54 — Map CMDB Cl to Incident Management (cont.)

— Add the parameter and click Update.
— Ensure that the runbook in which the parameter is added is mapped with the organization.

— Next step is to build the Recommendation model and to do that perform the following steps:

— On the main menu bar, click Actions -> Build Model.
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— ReBuild / Re-build the model for the Organization under Incident Management module for the

mapped runbook tool.

Build Models

Runbook Tool T
Organization Y| Module Runbook Tool Type Status Last Build Model Type Y| Remarks Latast Version Published Version | Action

BigfixRunbookAl Successful 032212023 Entity Mode! Maodel Creation
045814 PM Successiul

Figure 55 — Map CMDB Cl to Incident Management (cont.)

— Runthe entire flow and see if the runbook recommended for the ticket in which the parameter was

added has the parameter Category with its expected value.

summary CPU utilization is high

Description CPU utilization is high

SELECT RUNBOOK

RunbookName Confidence Score (%age) SME Approved -

CPU_Utilization_High

RUNBOOK DESCRIPTION

CPU utilization is high on server
TargetName =
Threshold a0
TicketMumber =

Categary Windows

Execute

Figure 56 — Map CMDB Cl to Incident Management (cont.)

4.2.2 Service Request Management

To fetch information about Service Requests, usually, creation of a data source for Service Request
Tasks should suffice. However, there could be scenarios where some additional fields / values are
required for processing the tickets — recommending the relevant runbooks and parsing the tickets

to extract relevant parameters, for which separate data sources for Service Request and Service
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Request Item must be created. Here, we will cover the procedure for creating all 3 kinds of data

sources.

4.2.2.1 Create Data Source for Service Request

To create a data source for Service Requests, perform the following steps:

— On the main menu bar, click Action Tab - Manage Data Sources.

— The Create Data Source page appears with the following tabs:

Organization
Data Source

Fetch Data Configuration

Create Data Source

Organization Data Source Fetch Data Configuration

Organization Details

Organization*

Module*

Service”

Integration Type*

Select-

Next

Figure 57 - Create Data Source — Service Request

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab:

Select the Organization Name from the dropdown.

In the Module field, select ‘Service Request’, since we are using this data source for using its
field value for the Service Request Tasks.

In the Service field, select Service Now Tool as we are configuring the data source for
ServiceNow.

In the Integration Type field, select REST API, since we will be integrating through REST APIs.
Click Next.
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Data Source Felch Data Configuration Release Rules Configuration Ciose Rules Configuration InProgress Rules Configuration

Organization Details

Organization”

Service

Integration Typs*

Is tickst Closure Managed by product job ]

s ticket InProgress Managed by product job

Figure 58 - Create Data Source — Service Request (cont.)

— On the Data Source tab,

Type the new data source in the Name field.

Select the Timezone to specify the time zone of the selected data source.

Select Is Datetime to view the present data with date and time.

BigFix Runbook Al Integration Guide

Select Analysis Enabled if user wants to analyze the data retrieved from the data source.

Click Next.

Organization ata Sous Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Name*

Timezone

Timestamp ]

Analysis Enabled

— On the Fetch Data Configuration tab, populate the details as per the environment.

Figure 59 - Create Data Source — Service Request (cont.)

— In the Connection Details section, enter the following details:

URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the

tool.

Sample URL - https://URL.service-now.com/api/now/v1/table/

sc_request?sysparm_fields=#Columns#&sysparm_query=sys_updated_on>=#StartDate#”"sys_

updated_on<=#EndDate#"ORDERBYsys_updated_on
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Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

Request Body — Select the GET, POST or PUT as Request Method as per the configured URL.

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

URL™
Authentication Type*
UserId*

Password*

Authentication URL*

Request Method * =

Proxy Required O

Test Connection

Test Connection

Request Authentication Parameters

Add Authentication Parameters Delete All

Figure 60 — Create Data Source — Service Request (Connection Details)

Password — For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text -

Value

OShow Password

Figure 61 — Password in plaintext

Secret Selector X
Input Type CyberArk v
Value SNOWPassword v
Key Value
Description |
ApplD ]

Safe _
Folder [
Object [ ]

Figure 62 — Password from Key Vault (CyberArk)

— Request Authentication Parameters — If the user has additional parameters, click Add
Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table:
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Table 11 — Sample Authentication Parameters — Service Request

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
= == ==
password <password> . . o
AuthMethod PoST ]
AuthPrefix ARIWT @
TokenkKey access_token @
RaspanseType TEXT @
T ————.———
Figure 63 — Create Data Source — Service Request (Request Authentication
Parameters for JWT)
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Request Authentication Parameters 0 Add Authentication Parameters Delete All

a

== = | 8
password | <password> ‘ W

‘ AuthMethod | ‘ POST ‘ = o o
‘ AuthPrefix | ‘ Bearer ‘ o O T
‘clientiid | <clientiD> ‘ T
‘ client_secret | <clientsrcret> ‘ mf
TokenKey | access_token ‘ a =] T

ResponseType | ‘ JSON ‘ [} (] E

Password ‘ =] Ty

‘ grant_type

Figure 64 — Create Data Source — Service Request (Request Authentication
Parameters for OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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URL Path Parameters &

#Columns#

| Text V| number,sys_updated_on,sys_id,sys_created_on,shert_description, description,state, request_: |
#StartDate# | saL UDE v| ‘@@GelFmmDale'ﬁrneusingSewiﬂeRequesIMﬂdiﬁedDale |
#EndDate# | SELUEE v| ‘@@eeﬂndc-mnmatenme |

Figure 65 — URL Path Parameters — Service Request (Service Request Task
Management)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - Enter the request body in JSON format as per the configured URL, if applicable.
— Response Body — In this section, please enter the output of URL query for one of the service request

tasks in JSON format. A sample response is mentioned below.
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below.

Table 12— Sample Mandatory Mapping Parameters — Service Request

Key Value Type Value
TicketNumber JSON.Keys result.number
Summary JSON.Keys result.short_description
Description JSON.Keys result.description
StatusCode JSON.Keys result.state
LastModifiedDate JSON.Keys result.sys_updated_on
TicketToolUID JSON.Keys result.sys_id

Mandatory Parameter Mapping

TicketNumber

result.number

Summary result short_description

Description result description

StatusCode result state

LastModifiedDate result sys_updated_on

TicketToolUID
result.sys_id

Add Response Parameter Delete All

Figure 66 — Mandatory Parameter Mapping (Service Request
Management)

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 13— Sample Optional Mapping Parameters — Service Request

Key Value Type Value
Col3 JSON.Keys result.request_state
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Optional

- w

result request_siate

Figure 67 — Optional Parameter Mapping (Service Request Management)

— Click Submit to add the data source.

4.2.2.2 Create Data Source for Service Request Tasks

To create a data source for Service Requests Tasks Management, perform the following steps:
— On the main menu bar, click Actions Tab = Manage Data Sources.
— The Create Data Source page appears with the following tabs:
e Organization
e Data Source
e Fetch Data Configuration

e Release Rules Configuration

Create Data Source
Organization Data Source Fetch Data Configuration
Organization Details
Organization™

-Select-

Module*
Service”

Integration Type*

Figure 68 - Create Data Source — Service Request Tasks

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,

e Select the Organization Name from the dropdown.
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¢ In the Module field, select ‘Service Request Task’, since we are configuring this data source for
pulling the service requests tasks.

¢ In the Service field, select Service Now Tool as we are configuring the data source for
ServiceNow

¢ In the Integration Type field, select REST, since we will be integrating through REST APlIs.
e Click Next.

Edit Data Source

Organization Data Source Falch Data Configuration Releass Rules C Close Rules C InProgress Rules Configuration

Organization Details

Organization”
Module*
Service"
Integration Type

s ticket Closure Managed by product job

s ticket InProgress Managed by product job

Figure 69 - Create Data Source — Service Request Tasks (cont.)

— On the Data Source tab,
e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.

e Select Analysis Enabled, if user wants to analyze the data retrieved from the data source.

e Click Next.

Organization Jata Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Name*
Timezone *

Timestamp

Analysis Enabled

3 £

Figure 70 - Create Data Source — Service Request Tasks (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.

— In the Connection Details section, enter the following details:
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e URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

e Sample URL - https://URL.service-
now.com/api/now/v1/table/sc_task?sysparm_fields=#Columns#&sysparm_query=active=true
Asys_updated_on>=#StartDate#”sys_updated_on<=#EndDate#"ORDERBYsys_updated_on

e Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

e Request Method - Enter the request method as GET, POST or PUT as per the configured URL.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.
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QOrganization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration
Connection Details
URL*
Authentication Type* T "
User Id*
Password” B
Authentication URL*
Request Method* & "
Proxy Required o
Test Connection e —
Request Authentication Parameters Add Authentication Parameters Delete All

Figure 71 — Create Data Source — Service Request Tasks (Connection
Details)

e Password — For password, click on icon next to it. If the password is available in plaintext then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text v

Value

OShow Password

Figure 72 — Password in plaintext
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Input Type

Value

Key
Description
ApplD
Safe
Folder

Object

CyberArk

SNOWPassword

Value

BigFix Runbook Al Integration Guide

Secret Selector X

Figure 73 — Password from Key Vault (CyberArk)

Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table:

Table 14 — Sample Authentication Parameters — Service Request Tasks

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
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OAuth2.0 TokenKey access_token NO NO

OAuth2.0 ResponseType JSON NO NO

OAuth2.0 grant_type Password NO YES
Request Authentication Parameters @& Add Authentication Parameters

L O N =
‘ username ‘ <usemname> ‘ @ = i
‘ password ‘ <password> ‘ 5] @ T
‘AutheIhud ‘ |POST ‘ o o W
‘ AuthPrefix ‘ | AR-IWT ‘ =] o W
TokenKey ‘ access_token ‘ =] (=] @
‘ ResponseType ‘ | TEXT ‘ @

Figure 74 — Create Data Source — Service Request Tasks (Request
Authentication Parameters for JWT)

Request Authentication Parameters @ Add Authentication Parameiers Delete All

m]

username | <usemame> ‘ @

‘ password | <password> ‘ jif
‘ AuthMethod | | POST ‘ o o T
‘ AuthPrefix | Bearer ‘ =] B jof
client_id | <dlientlD> ‘ i
client_secret | <clientsreret> ‘ @
TokenKey | access_token ‘ ] =] @
‘ ResponseType | | JSON ‘ o O i
‘ o “ jof

‘ grant_type | | Password

Figure 75 — Request Authentication Parameters for OAuth2.0

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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URL Path Parameters ¢

#Columns# o o m

Text v number, sys_updated_on, short_description, description, state, request_item, request, sys_cr
#StariDate# ‘ P o | @@GetFromDateTimeUsingSRTaskModifiedDate ‘
#EndDate# ‘ SQL UDF v | @@GetToolCurrentDateTime ‘

Figure 76 — URL Path Parameters (Service Request Task)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - Enter the request body in JSON format as per the configured URL, if applicable.

— Response Body - In this section, please enter the output of URL query for one of the service request

tasks in JSON format. A sample response is mentioned below.
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below.

Table 15— Sample Mandatory Mapping Parameters — Service Request

Tasks
Ky ValueType  Vale
TicketNumber JSON.Keys result.0.number
Summary JSON.Keys result.0.short_description
Description JSON.Keys result.0.description
StatusCode JSON.Keys result.0.state
LastModifiedDate JSON.Keys result.0.sys_updated_on
Requestltemld JSON.Keys result.0.request_item.value
SRId JSON.Keys result.0.request.value
CreationDate JSON.Keys result.0.sys_created_on
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Mandatory Parameter Mapping

TicketNumber

result.0.number -

Summary result.0.short_description -

Description result.0.description T

StatusCode P
result.0.state -

LastModifisdDats
astModifiedDate result.0.sys_updated_on M

Requestitemld o N »
result.0request_item.value -

SRId o o
result.0.request.value >

CreationDate result.0.sys_created_on -

Add Response Parameter Delete All

Figure 77 — Mandatory Parameter Mapping (Service Request Task)

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 16— Sample Optional Mapping Parameters — Service Request Tasks

Key Value Type Value
Coll JSON.Keys result.sys_id
Optional
S S LN
: @

result.sys id

o] -

Figure 78 — Optional Parameter Mapping (Service Request Task)

— Click Next to proceed to Release Rules Configuration.
— On Release Rules Configuration tab, type in the details as per the requirement.
— In the Connection Details section, enter the following details:

e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.
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e Sample URL - https://<url>.service-now.com/api/now/table/sc_task/#incident#

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

e Request Method — Select Request Method as PUT from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Organization Data Source Fetch Data Configuration Release Rules Configuration
Connection Details
vRe I
Authentication Type* JWT v
Password* B
futhentication URLS |
Request Method* POST o
Proxy Required O
Test Connection TSl BT =seD

Figure 79 — Release Rules Configuration — Service Request Tasks
(Connection Details)

e Password — For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text v

Value

JShow Password

Figure 80 — Password in plaintext

Secret Selector

Input Type CyberArk M
Value SNOWPassword v
Key Value

Description I

ApplD [

Safe |

Folder [

Object [

Figure 81 — Password from Key Vault (CyberArk)
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— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

URL Path Parameters ¢

#incident?

Table Columns v Col2 \e

Figure 82 — Release Rules Configuration — Service Request Tasks (URL Path
Parameters)

— Request Header Parameters — Please enter the request header parameters as required.

— Request Body — In this section, please enter the request body in JSON format. A sample request is

mentioned below.

Request Body 0

{ "assignment_group™ : "#AssignmentGroup#","work_notes" - "#work_notes#" }

#
#AssignmentGroup#

#work_notes#

Figure 83 — Release Rules Configuration — Service Request Tasks (Request
Body)
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— Response Body - In this section, please enter the response body in JSON format. A sample response
is mentioned below.

Response Body -

{ "result" : "#success#" }
Response Body

d

#success#

Text v oK

Figure 84 — Release Rules Configuration — Service Request Tasks
(Response Body)

— Response Key Value mapping can be done as per the below table.

Table 17— Sample Response Key Value Mapping — Service Request Tasks

#tsuccess# Text OK

— Click Submit to add the data source.

— Inorderto bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the ITSM tool and same has to be configured in BigFix Runbook Al. This is achieved through
Manage the Entry Criteria. Please perform the below steps —

— Go to Actions tab and click Manage Data Sources.

— On the Data Sources tab, click * next to the data source user wants to manage. Manage Entry

Criteria screen appears.

Data Sources Creale Data Source
e ]
BigFixRunbook Al SRTask_Ds Saervice Request Task SNOW w @

Figure 85 — Manage Entry Criteria (Service Request Task)

— Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.

— Enter the sys_id of the assignment group in ServiceNow in the Value field.
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— Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

AssignedGroup v equals te 8d95ff1e0fbe 714011 dfd4ce1050edd

Figure 86 — Manage Entry Criteria (Service Request Task) cont.

— Click Save.

4.2.2.3 Create Data Source for Service Request Item

To create a data source for Service Requests ltems, perform the following steps:
— On the main menu bar, click Actions Tab 2 Manage Data Sources.
— The Create Data Source page appears with the following tabs:
e Organization
e Data Source

e Fetch Data Configuration

Create Data Source
Organization Data Source Fetch Data Configuration
Organization Details
Organization*

-Select-

Module*
Service”

Integration Type™

Figure 87 - Create Data Source — Service Request Item

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab:

e Select the Organization Name from the dropdown.
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¢ In the Module field, select ‘Service Request Item’, since we are using this data source for using
its field value for the Service Request Tasks.

e In the Service field, select ‘Service Now Tool’ as we are configuring the data source for
ServiceNow.

e In the Integration Type field, select ‘REST API’, since we will be integrating through REST APIs.
e Click Next.

Create Data Source
Organization Data Source Fetch Data Configuration

Organization Details

Organization”
Module*
Service*

Integration Type*

Figure 88 - Create Data Source — Service Request Item (cont.)

— On the Data Source tab:

e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.

e Select Analysis Enabled? if user wants to analyze the data retrieved from the data source.

e Click Next.

Create Data Source
Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Name* SRItem_DataSource

Timezone* GMT (GMT GMT+00:00) v

Timestamp

Analysis Enabled

Figure 89 - Create Data Source — Service Request Item (cont.)
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— On the Fetch Data Configuration tab, type in the details as per the environment.

— In the Connection Details section, enter the following details:

URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

Sample URL - https://URL.service-now.com/api/now/v1/table/
sc_req_item?sysparm_fields=#Columns#&sysparm_query=sys_updated on>=#StartDate#"sys
_updated_on<=#EndDate#"ORDERBYsys_updated _on

Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password.

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

Request Body — Select the request method as GET, POST or PUT as per the configured URL.

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.
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QOrganization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details

URL*

Authentication Type* JWT ~

User Id*

Password” 2

Authentication URL*

Request Method*® GET ~

Proxy Required O

Test Connection

Request Authentication Parameters

Figure 90 — Create Data Source — Service Request Item (Connection
Details)

e Password — For password, click on icon next to it. If the password is available in plaintext then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text v

Value

OShow Password

Figure 91 — Password in plaintext
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Value

Key
Description
ApplD

Safe
Folder

Object

CyberArk

SNOWPassword

Value
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Figure 92 — Password from Key Vault (CyberArk)

— Request Authentication Parameters — If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table.

Table 18 — Sample Authentication Parameters — Service Request ltem

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
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OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES

Request Authentication Parameters @) Add Authentication Parameters Delete All
o - === R =N ==
o 7}

usermame <usemame> @
password <password:> 2] 2 T
AuthMsthod POST = = W
AuthPrafix AR-IWT = O T
TokenKey access_token @ @ T
ResponseType TEXT o O T

Figure 93 — Create Data Source — Service Request Item (Request
Authentication Parameters for JWT)

Request Authentication Parameters ¢ Add Authentication Parameters Delete Al
] 52

username <usemames o
password <password> 5] @ T
AuthMsthod POST o o W
AuthPrefix Bearer [m] [} Ty
client_id <clientiD> ] 7] Ty
client_secret <clientsrcret> 5] 52 T
TokenKey access_token a a T
ResponseType JSON ] (=] T
grant_type Password a ] @

Figure 94 — Service Request Item (Request Authentication Parameters for
OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path
Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Key: #Columns#
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URL Path Parameters @

#Columns# 0 . o

Text - numbersys_updated_on,sys_id,sys_created_on short_description,description, state request,
FRITILAES | saQL UDF v‘ ‘ @@GetFromDateTimeUsingiRequestitemModifedDate |
#EndDate# | SQL UDF v‘ ‘ @@GetTodlCurrentDateTime |

Figure 95 — URL Path Parameters — Service Request Item (Service Request
Task Management)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - Enter the request body in JSON format as per the configured URL, if applicable.
— Response Body - In this section, please enter the output of URL query for one of the service request

tasks in JSON format. A sample response is mentioned below:
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.

— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below:

Table 19— Sample Mandatory Mapping Parameters — Service Request Item

TicketNumber JSON.Keys result.number
Summary JSON.Keys result.short_description
Description JSON.Keys result.description
StatusCode JSON.Keys result.state
LastModifiedDate JSON.Keys result.sys_updated_on
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RequestNumber JSON.Keys result.request.value
TicketToolUID JSON.Keys result.sys_id

Mandatory Parameter Mapping ©

TicketNumber
resuit. number -

Summary result short_description T

Description result.description -

StatusCode
resuit state -

LastMadifiedDate result sys_updated_on -

RequestNumber
result request.value -

TicketToolUID

result.sys_id -

Add Response Parameter Delete All

Figure 96 — Mandatory Parameter Mapping (Service Request Item)

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 20— Sample Optional Mapping Parameters — Service Request Item

Key Value Type Value

Col2 JSON.Keys result.approval

Optional &

. Ty

result.approval

Figure 97 — Optional Parameter Mapping (Service Request Item)

— Click Submit to add the data source.
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4.2.2.4 Configuration of additional parameters for Recommendation

and Parsing

To use the field values of Service Request and Service Request Item for the purpose of
Recommendation and Parsing by BigFix Runbook Al services, they need to be mapped to Service
Request Task.

To do so, perform the following steps -

— On the main menu bar, click Advance Configuration = Parameter - Manage Column.

Manage Column

izati "
Organization Name -Select- v

Module*

v

I + [C] [JJBase (ISecondary m

Figure 98 — Map fields of Service Request and Service Request Item to
Service Request Task

— Select Organization Name from dropdown. Select Service Request Task as the Module.

Manage Column

Organization Name* BigFixRunbook Al -]
Module™ Service Request Task v
-Select- v -Select- «| O DBase (Secondary Save

Use for Parsing Base({Recommendation) | Secondary(Recommendation) Action

Summary Y Y M x
Description Y N N x
RunbookTooTenantiD Y N N x
ModuleType Y N N x
< G 1-4of 4items

Figure 99 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

Summary, Description, RunbookToolTenantID, ModuleType are the default entries.
— To map the column of Service Request, select iServiceRequest in Table dropdown.
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— Select the column of Service Request which has to be mapped to Service Request Task in the

Column dropdown. In this case, we are selecting request_state.

— Check the fields Use For Parsing and select ‘Base’ in Use For Recommendation.

Manage Column

Organization Name* BigFixRunbook Al -

Module* Service Request Task

Table Column Use For Parsing Use For Recommendation m

iServiceRequest - request_state Base [Secondary

Figure 100 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

— Click Save.

— To map the column of Service Request Item, select iRequestltem in Table dropdown.

— Select the column of Service Request Item which has to be mapped to Service Request Task in the

Column dropdown. In this case, we are selecting approval.

— Check the fields Use For Parsing and select ‘Base’ in Use For Recommendation.

Manage Column

Organization Name* BigFixRunbook Al v

Module® Service Requast Task
iRequestitem - approval ., 8 E3Base [ISecandary E

Figure 101 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

— Click Save. The page lists two additional entries, request_state and approval, as depicted below.
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Manage Column

Organization Name BigFixRunbook Al bl

Module” Sarvice Request Task i

Use For Parsing Use For Recommendation

_Select- " _Select- . | O [Base [ JSecondary
_ Use for Far:;ln_q Ela';e{R(-':(:rnrn(-mjmur_:n} Scc(nm_‘lar)-{ﬂc{-mn\menuannn}

Summary Y Y N x
Description Y N N b 4
RunbookToelTenantiD Y N N b 4
ModuleType Y N N x
approval Y Y N b4
request_stale Y Y N X

“ - b 1-6of6items

Figure 102 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

— For Recommendation, above steps are sufficient. But for Parsing, additional steps are required to
be performed.
— On the main menu bar, click Environment.

— Click Configure Parameter Type. By default, there are several entries already defined.

Configure Parameter Type Add New
VWebAppPool regex]|proximity Description I'_:
18 SnapshotName RegEx Description [ X
19 VMESXHost regex Description = x
20 UserPassword regex Description [ X
22 ADGroupName regexiproximity Description = X
23 DriveName regex Description [ X
24 LocalGroupName regex|proximity Description = X
25 Instance regex|proximity Description = X
26 ThresholdValue regexlproximity Description = X
27 GenericText regex Description & X

Figure 103 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

— Click Add New.
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Configure Parameter Type

Parameter Type* ‘ |

Parse by*

-Select-

Regular Expression _Select- '|

Proximity Words ‘ | m

Parse Order* - n
(v

Default Field Name™* -Select- v|

Figure 104 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

— Mention Parameter Type for Service Request column, for e.g. RequestState
— Select ‘Equal Search’ in the Parse By field.
— Select ‘Description’ in the Default Field Name field.

— Click Submit.

Configure Parameter Type

Parameter Type™ RequestState |

Parse by" ‘ Equal Search "|
Proximity Words ‘ ‘ add
Parse Order” Equal Search S 4 |

Default Field Name* Description M |

Cancel Submit

Figure 105 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

— Click Add New.

— Mention Parameter Type for Service Request Item column, for e.g. ApprovalState.
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— In the Parse By field, select ‘Equal Search’.
— In the Default Field Name field, select ‘Description’.

— Click Submit.

Configure Parameter Type

Parameter Type* ApprovalState
Parse by*

Equal Search v

Proximity Words o

Parse Order” Equal Search

Default Field Name*

Description ~

Figure 106 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

— Next step is to map this Parameter Type i.e. ‘RequestState’ and ‘ApprovalState’, to the one that
was created via Manage Columns in earlier step by the name ‘request_state’ and ‘approval’,
respectively. To do that, perform the following steps:

— On the main menu bar, click Advance Configurations - Parameter.

— Click Manage Parameter Configuration.

Manage Parameter Configuration

Organization -Select- v
Data Source*

-Select- v

Parameter Type . "

Save

Figure 107 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

— Selection Organization.

— Select relevant ‘Service Request Task’ as the Data Source.
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— Select the newly created parameter RequestState from Parameter Type dropdown.

— From the Field dropdown, select ‘request_state’, the parameter that has been mapped via Manage

Columns.

Manage Parameter Configuration

Organization* BigFixRunbook Al N

Data Source® SRT_DataSource (Service Request Task) 4

Parameter Type* RequestState N

Add New Configuration

Change Parse By Parse Order Grid Details Index Level
Order
a request_state v Equal Search o Equal Search a 1 X

Summary

Description
RunbookToolTenantiD
ModuleType

Save
approval

request_state

Figure 108 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

— Click Save.

— Selection Organization.

— Select relevant ‘Service Request Task’ as the Data Source.

— Select the newly created parameter i.e. ‘ApprovalState’ from Parameter Type dropdown.

— From the Field dropdown, select ‘approval’, the parameter that has been mapped via Manage
Columns.

— Click Save.
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Manage Parameter Configuration

Organization*

BigFixRunbook Al
Data Source” SRT_DataSource (Service Request Task)
Parameter Type* ApprovalState

Add N gur
Change Parse By Parse Order Grid Details Index Level Action
Order
E approval = Equal Search ¥ Equal Search H 1 X

Desc

ModuleTyps

approval

request_state

Figure 109 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

To verify whether this parameter is successfully parsed or not, perform the following steps -
e On the main menu bar, click Runbooks.

e Click Manage Runbooks.

e Select the Runbook Tool mapped with the organization.

Manage Runbooks

Runbook Tool BigfiRBA

Search Column Select-

Search Text

[ Download Template [l Add Runbook [l Import Runbook

Count: 184

Figure 110 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

e The parameter, RequestState and ApprovalState, which were created in earlier steps, have to

be added as the parameters to the existing runbook. You can also create a new runbook with
RequestState and ApprovalState as the parameters.

e Click the Edit icon to edit the runbook.

In the Parameters section, add two new parameters with relevant Parameter Name,

Parameter Label, Parameter Description, Default Parameter Value. Ensure that Parameter
Type is selected as RequestState and ApprovalState respectively.
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Parameters

Parameter Label Is Mandatory Default Parameter Value | Field type Parameter Type

ApprovalState Approva ApprovalState Pending ApprovalState
IState

RequestState Request True RequestState Assigned Text ReguestState &1
State

TargetName TargetN True TargetName lacalhost Text TargetName [ERm]
ame

Threshold Thresho True Thresheld 80 Text ThresholdValue =
Id

ticketnumber ticketnu True ticketnumber ticketnumber Text TicketNumber =
mber

True v Text v -Select- v +

Figure 111 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

e Add the parameters and click Update.

e Ensure that the runbook in which the parameters are added is mapped with the organization.
— Next step is to build the Recommendation model and to do that perform the following steps:

e On the main menu bar, click Actions tabs = Runbooks.

e Click Build Models.

e ReBuild / Re-build the model for the Organization under Service Request Task module for the
mapped runbook tool.

DRYICE Serwvice Reguest Task DRYICE_Tool Clueued 5272020 11:10:29 AM Recommend Model ‘}c

2]
Click te build model

Figure 112 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)

e Run the entire flow and see if the runbook recommended for the ticket in which the
parameters were added have the parameter RequestState and ApprovalState with their
expected values.
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Summary CPU wtilization is high
Descriptien CPU wtilization is high
SELECT RUNBOOK

RunbookName Confidence Score (%hage) SME Approved -
96 E v

CPU_Utilization_High

RUNBOOK DESCRIPTION

Check whether CPU utilization is high on server

Parameter Name Yalue

ApprovalState

approved
RequestsState in_process
Targethame localhost
Threshold &0

ticketnumber :

Figure 113 — Map fields of Service Request and Service Request Item to
Service Request Task (cont.)
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4.2.3 Change Request Management

To fetch information about Change Requests, usually, creation of a data source for Change Request
Task should suffice. However, there could be scenarios where some additional fields / values are
required from Change Request for processing the tickets — recommending the relevant runbooks
and parsing the tickets to extract relevant parameters, for which separate data source for Change
Request has to be created. Here, we will cover the procedure for creating both kinds of data

sources.

4.2.3.1 Create Data Source for Change Request

To create a data source for Change Request, perform the following steps:
— On the main menu bar, click Actions Tab - Manage Data Sources.
— The Create Data Source page appears with the following tabs:

e Organization
e Data Source

e Fetch Data Configuration

Create Data Source

Organization Data Source Fetch Data Configuration

Organization Details
Organization™ Select-
Module*

Service”

Integration Type*

Figure 114 - Create Data Source — Change Request

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,

e Select the Organization Name from the dropdown.
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e Select the Module as Change Request since we are using this data source for using its field
value for the change requests.

e Select the Service as Service Now Tool as we are configuring the data source for ServiceNow

e Select the Integration Type as REST, since we will be integrating through REST APlIs.

e Click Next.
Create Data Source
Organization Data Source Feich Data Configuration
Organization Details
Organization®
Madule*

Service®

Integration Type*

Figure 115 - Create Data Source — Change Request (cont.)

— On the Data Source tab:

e Type the new data source in the Name field.

e Select the Timezone to specify the time zone of the selected data source.

e Select Timestamp to view the present data with date and time.

e Select Analysis Enabled if user wants to analyze the data retrieved from the data source.

e Click Next.

Create Data Source
Organization Data Source Fetch Data Configuration
Data Source
Name*

Timezone*

Timestamp
Analysis Enabled

Seed limit*

1000

Figure 116 - Create Data Source — Change Request (cont.)
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— On the Fetch Data Configuration tab, type in the details as per the environment.

— In the Connection Details section, enter the following details:

URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

Sample URL - https://URL.service-now.com/api/now/v1/table/
change_request?sysparm_fields=#Columns#&sysparm_query=active=true” sys_updated_on
>=#StartDate#”" sys_updated_on <=#EndDate#"ORDERBYsys_updated_on

Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

Request Body — Select the request method as GET, POST or PUT as per the configured URL.

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.
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Crganization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details

URL*"

Authentication Type* IWT ~
UserId*

Password*® B

Authentication URL*

Request Method* GET o
Proxy Required O

Test Connection Test Connection

Request Authentication Parameters Add Authentication Parameters Delete All

Figure 117 — Create Data Source — Change Request (Connection Details)

e Password — For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text v

Value

JShow Password

Figure 118 — Password in plaintext
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Secret Selector

Input Type CyberArk v
Value SNOWPassword v
Key Value

Description ]

ApplD I

Safe ]

Folder [

Object I

Figure 119 — Password from Key Vault (CyberArk)

— Request Authentication Parameters — If the user has additional parameters, click Add
Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table.

Table 21— Sample Authentication Parameters— Change Request

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
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Authentication
Key Value Is Encrypted? Is Key?
Type
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsrcret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES

Request Authentication Parameters

Add Authentication Parameters Delete All
o 72}

usermame <usemame> @
password <password> (%] (] Ty
AuthMethod POST o (] @
AuthPrafix AR-IWT = O T
TokenKey access_token u g T
ResponseType TEXT u o mf

Figure 120 — Create Data Source — Change Request (Request
Authentication Parameters for JWT)

Request Authentication Parameters

Add Authentication Parameters Delete All
(=] ]

usemame <usemame> o
password <password> [ci [ci W
AuthMethod POST = 2 W
AuthPrefix Bearer = =] W
dlient_id <clientiD> @ 7] T
client_secret <clientsrcret> 4 ¥ )
TokenKey access_token u g w
ResponseType JSON u g W
grant_type Password o @ w

Figure 121 — Change Request (Request Authentication Parameters for
OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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URL Path Parameters

#Columns# - -

Text v number,approval sys_updated_on,sys_created_on,short_description, description, state due_d:
EEEEES | SQL UDF v| |@@GEIFrumDate'I'lrneUsinglChangeRequalMud'rﬁedDate |
#EndDate# | ST v| |@@Gmm|t:unenmatenme |

Figure 122 — URL Parameters (Change Request)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - Enter the request body in JSON format as per the configured URL, if applicable.
— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below.
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.

— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below:

Table 22— Sample Mandatory Mapping Parameters— Change Request

TicketNumber JSON.Keys result.number
Summary JSON.Keys result.short_description
Description JSON.Keys result.description
StatusCode JSON.Keys result.state
LastModifiedDate JSON.Keys result.sys_updated_on
TicketToolUID JSON.Keys result.sys_id
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Mandatory Parameter Mapping

TicketNumber

result.number -

Summary result.short_description -

D i
escription result description -

StatusCode result state -

LastModifiedDate result sys_updated_on -

TicketToolUID
result sys_id -

Add Response Parameter Delete All

Figure 123 — Mandatory Parameter Mapping (Change Request)

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.

For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 23 — Sample Optional Mapping Parameters— Change Request

Key Value Type Value
AssignedGroup JSON.Keys result.assignment_group.value
Coll JSON.Keys result.sys_id
Optional
L S
S — . o
Colt - JSON Keys v result priorty - [l

Figure 124 — Optional Parameter Mapping (Change Request)

— Click Submit to add the data source.

4.2.3.2 Create Data Source for Change Request Task

To create a data source for Change Request Task Management, perform the following steps:

— On the main menu bar, click Actions Tab - Manage Data Sources.
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— The Create Data Source page appears with the following tabs:
e Organization
e Data Source
e Fetch Data Configuration

e Release Rules Configuration

Create Data Source
Organization Data Source Fetch Data Configuration
Organization Details
Organization™

-Select-

Module*
Service”

Integration Type*

Next

Figure 125 - Create Data Source — Change Request Task

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,
e Select the Organization Name from the dropdown.

e Inthe Module field, select ‘Change Request Task’, since we are configuring this data source
for pulling the change requests.

e Inthe Service field, select ‘Service Now Tool’ as we are configuring the data source for
ServiceNow.

¢ In the Integration Type field, select REST, since we will be integrating through REST APlIs.
e Click Next.
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Create Data Source
Crganization Data Source Felch Data Configuration Reijease Rules Configuration
Organization Details

Organization®
Module*
Service®

Integration Type®

Figure 126 - Create Data Source — Change Request Task (cont.)

— On the Data Source tab,
e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.
e Select Analysis Enabled? if user wants to analyze the data retrieved from the data source.

e Click Next.

Create Data Source

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration
Data Source
Blayse CRT_DataSource
Timezone* IST (India Standard Time GMT+05:30) v
Timestamp
Analysis Enabled

[ v |

Figure 127 - Create Data Source — Change Request Task (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.
— In the Connection Details section, enter the following details:

e URL-Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.
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Sample URL - https://<URL>.service-
now.com/api/now/v1/table/change_task?sysparm_fields=#Columns#&sysparm_query=active
=true” sys_updated_on >=#StartDate#” sys_updated_on
<=#EndDate#"ORDERBYsys_updated_on

Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details
URL*
Authentication Type* T v
User Id*
Password" B
Authentication URL*
Request Method* GET v
Proxy Required O
Test Connection
Request Authentication Parameters

Figure 128 — Create Data Source — Change Request Task (Connection

Details)

e Password — For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
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any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text v

Value

JShow Password

Figure 129 — Password in plaintext
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Input Type

Value

Key
Description
ApplD

Safe
Folder

Object

CyberArk

SNOWPassword

Value
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Figure 130 — Password from Key Vault (CyberArk)

— Request Authentication Parameters — If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table.

Table 24— Sample Authentication Parameters— Change Request Task

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
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Authentication
Type Key Value Is Encrypted? Is Key?
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsrcret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
L S LB RN
usemame <usemame> o @ o
password <password> @ @ Tar
AstiMethad posT C C ®
AuthPref ARIWT o o @
Tokenkey access_token = = o}
T e O O ®

Figure 131 — Request Authentication Parameters for JWT

Request Authentication Parameters Add Authentication Parameters Delete All

L S S N
username <usemame> ] 5] i
password <password> =] 2 T
AuthMethod POST 8 = jof
AuthPrefix Bearer ] (=] T
client_id <clientlD> ] @ Ty
client_secret <clientsrcret> 5] 52 @
TokenKey access_token ] a T
ResponseType JSON o (0] mf
grant_type Password a ] @

Figure 132 — Change Request Task (Request Authentication Parameters
for OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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URL Path Parameters @
#Columns# = &
| Text v number, short_description, description, state, change_request, sys_updated_on, sys_created |
#StariDate# | saL UDF o | @@GetFromDateTimelsing|Change TaskModifisdDate |
#EndDatex | SQL UDF v | @@GstToolCurrentDatsTime |

Figure 133 — URL Parameters (Change Request Task)

— Request Header Parameters — Please enter the request header parameters as required.

— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below:
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.

— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below.

Table 25— Sample Mandatory Mapping Parameters— Change Request Task

TicketNumber JSON.Keys result.number

Summary JSON.Keys result.short_description
Description JSON.Keys result.description
StatusCode JSON.Keys result.state
LastModifiedDate JSON.Keys result.sys_updated_on
Changeld JSON.Keys result.change_request.value
CreationDate JSON.Keys result.sys_created on
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Mandatory Parameter Mapping

TicketNumber
result.number

Summary result.short_description

Descripti i
escription result.description

StatusCode result state

LastModifiedDate result sys_updated_on

Changeld result. change_request value

CreationDate

result.sys_created_on

Add Response Parameter Delete All

Figure 134 — Mandatory Parameter Mapping (Change Request Task)

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 26 — Sample Optional Mapping Parameters— Change Request Task

Key Value Type Value
Coll JSON.Keys result.sys_id
Optional
Colt v JSON Keys v result sys_id B i}

(]

Figure 135 — Optional Parameter Mapping (Change Request Task)

— Click Next to proceed to Release Rules Configuration.
— On Release Rules Configuration tab, type in the details as per the requirement.
— In the Connection Details section, enter the following details:

e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.
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e Sample URL - https://<url>.service-now.com/api/now/table/change_task/#incident#

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

e Request Method — Select Request Method as PUT from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details

URL*
Authentication Type* JWT v

User Id*

Password* =l

Authentication URL*

Request Method* POST v
Proxy Required [m]

Test Connection

Request Authentication Parameters

Figure 136 — Release Rules Configuration — Change Request Task
(Connection Details)

e Password — For password, click on icon next to it. If the password is available in plaintext then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text v

Value

JShow Password

Figure 137 — Password in plaintext

Secret Selector

Input Type CyberArk M
Value SNOWPassword v
Key Value

Description I

ApplD ]

Safe I

Folder [

Object [

Figure 138 — Password from Key Vault (CyberArk)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path
Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Key: #incident#
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URL Path Parameters ()

#incident

| Table.Columns v Col2 =

Figure 139 — Release Rules Configuration — Change Request Task (URL
Path Parameters)

— Request Header Parameters — Please enter the request header parameters as required.

— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:

Request Body 0

{ "assignment_group” : "#AssignmentGroup#","work_notes" : "#work_notes#" }

#
#AssignmentGroup#

#work_notes#

Figure 140 — Release Rules Configuration — Change Request Task (Request
Body)

— Response Body - In this section, please enter the response body in JSON format. A sample response

is mentioned below.
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{ "result" : "#success#" }
Response Body

el

#success#

Text v oK

Figure 141 — Release Rules Configuration — Change Request Task
(Response Body)

— Response Key Value mapping can be done as per the below table.

Table 27— Sample Response Key Value Mapping Parameters— Change
Request Task

#success# Text OK

— Click Submit to add the data source.

— Inorderto bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the ITSM tool and same has to be configured in BigFix Runbook Al. This is achieved through
Manage Entry Criteria. Please perform the below steps:

e Go to Actions Tab and click Manage Data Sources.

e On the Data Sources tab, click * next to the data source user wants to manage. Manage
Entry Criteria screen appears.

Data Sources Creale Data Source

N T S S N
Dryice CHGTask_DS Change Request Task SNOW < |

Figure 142 — Manage Entry Criteria (Change Request Task)

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enter the sys_id of the assignment group in ServiceNow in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.
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Manage Entry Criteria

AssignedGroup v equals te 8d95ff1e0f5e71401f1dfd4ce1050edd

Figure 143 — Manage Entry Criteria — Change Request Task (cont.)

e Click Save.
4.2.3.3 Configuration of additional parameters for Recommendation

and Parsing

To use the field values of Change Request for the purpose of Recommendation and Parsing by
BigFix Runbook Al services, they need to be mapped to Change Request Task.
To do so, perform the following steps -

— On the main menu bar, click Advance Configuration - Parameter 2 Manage Column.

Manage Column
Organization Name* -Select- M

Module*

~

OBase Csecondary

Figure 144 — Map fields of Change Request to Change Request Task

— Select Organization Name from dropdown. Select ‘Change Request Task’ as the Module.
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Manage Column

Organization Name* BigFixRunbook Al -

Module™

Change Request Task w

Table Column Use For Parsing Use For Recommendation Action

-Select- R -Select- - 0O [Base [Jsecondary Save

Name Use for Parsing Base({Recommendation) Secondary(Recommendation)
Summary Y Y N »
Description ¥ N N b 4
RunbookToolTenantiD ¥ N N x
ModuleType Y N N X
R | - M 1- 4 of 4items

Figure 145 — Map fields of Change Request to Change Request Task (cont.)

Note - Summary, Description, RunbookToolTenantID, ModuleType are the default entries.

Select ‘iChangeRequest’ in Table dropdown.
Select the column of Change Request which has to be mapped to Change Request in the Column
dropdown. In this case, we are selecting ‘priority’.

Check the fields Use For Parsing and select ‘Base’ for Use For Recommendation field.

Manage Column

Organization Name"* BigFixRunbock Al ]
Module* Change Request Task v

iChangeRequest - priority v Bease (Sacondary m

Figure 146 — Map fields of Change Request to Change Request Task (cont.)

Click Save. The page lists one additional entry i.e. ‘priority’, as depicted below.
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Manage Column
Organization Name* BigFixRunbook Al ¥

Module* Change Request Task

iChangeRequest v priority v O [DBase CSecondary Save
_ Use for Parsing Secondary(Recommendation)
Summary Y Y N b4
Description Y N N x
RunbookToolTenantiD Y N N x
ModuleType ¥ N N *®
priaity Y ¥ N x

LI U 1-50f 5 items

Figure 147 — Map fields of Change Request to Change Request Task (cont.)

— For Recommendation, above steps are sufficient. But for Parsing, additional steps are required to
be performed.
— On the main menu bar, click Environment.

— Click Configure Parameter Type. By default, there are several entries already defined.

Configure Parameter Type Add New
WebAppPool regex|proximity Description
18 SnapshotName RegEx Description # x
19 VMESXHost regex Description = X
20 UserPassword regex Description & X
22 ADGroupName regex|proximity Description = x
23 DriveName regex Description &= X
24 LocalGroupName regex|proximity Description = x
25 Instance regex|proximity Description # x
26 ThresholdValue regex|proximity Description = b 4
27 GenericText regex Description # x

Figure 148 — Map fields of Change Request to Change Request Task (cont.)

— Click Add New.
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Configure Parameter Type

Parameter Type* ‘ ‘

Parse by" Select- v ‘

Regular Expression -Select- M ‘

Proximity Words ‘ | Add

Parse Order” - n

Default Field Name* Select. v ‘

Figure 149 — Map fields of Change Request to Change Request Task (cont.)

— Type Parameter Type, for e.g. Priority
— Select ‘Equal Search’ as Parse By.
— Select ‘Description’ as Default Field Name.

— Click Submit.

Configure Parameter Type

Parameter Type* Priority ‘

Parse by" | Equal Search v ‘

Proximity Words | | m

Parse Order™ Equal Search -

Default Field Name*

Descriptien v

Figure 150 — Map fields of Change Request to Change Request Task (cont.)
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— Next step is to map this Parameter Type ‘Category’, to the one that was created via Manage
Columns in earlier step by the name priority. To do that, perform the following steps:
— On the main menu bar, click Organization.

— Click Manage Parameter Configuration.

Manage Parameter Configuration

Organization* e .
Data Source”® Select- o~
Parameter Type* Select- -

Figure 151 — Map fields of Change Request to Change Request Task (cont.)

— Selection Organization. Select ‘Change Request Task’ as the Data Source.
— Select the newly created parameter ‘Priority’ from Parameter Type dropdown.
— From the Field dropdown, select ‘priority’, the parameter that has been mapped via Manage

Columns.

Manage Parameter Configuration
Organization”

BigFixRunbook Al v

Data Source” CRTask_DS (Change Request Task) il

Parameter Type™ Priodity

Add New Connguration

Change Parse By Parse Order Grid Details Index Level
Order
EQ 1 x
priority - Equal Search v

Summary
Description

RunbookToolTenantiD

ModuleType
priority

Save

Figure 152 — Map fields of Change Request to Change Request Task (cont.)

— Click Save.

— To verify whether this parameter is successfully parsed or not, perform the following steps:
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e On the main menu bar, click Runbooks.
e Click Manage Runbooks.

e Select the Runbook Tool mapped with the organization.

Manage Runbooks

Runbook Tool* BigfixRBA ¥

Search Column Select- Y

Search Text Search
[ Download Template Add Runbook Impart Runbook
Count: 1
e e ™ S
Restar_Server The runbook will restan & given windows server @ X

Figure 153 — Map fields of Change Request to Change Request Task (cont.)

e The parameter, Priority, which was created in earlier steps, has to be added as one of the

parameters to the existing runbook. You can also create a new runbook with Priority as one of
the parameters.

e Click the Edit icon to edit the runbook.

e Inthe Parameters section, add a new parameter with any relevant Parameter Name,
Parameter Label, Parameter Description, Default Parameter Value. Ensure that Parameter
Type is selected as Priority.

Parameters
Parameter Name Parameter Label Is Mandatory | Parameter Description Default Parameter Field type Parameter Type Action
Value

targetMame Server True |P Address/ Hostname of the server to 10.10.41.29 Text GenericText
IPiHostn be rebooted
ams

TagkMumber Task True Task number of the gervice now request  SCTASKOOOOD1112 Text Tickethumber = ﬁ[
Mumber

. . +
Priority Priority True v Priority 2 Text ~ Priarity v

4

Figure 154 — Map fields of Change Request to Change Request Task (cont.)

e Add the parameter and click Update.
e Ensure that the runbook in which the parameter is added is mapped with the organization.

— Next step is to build the Recommendation model and to do that perform the following steps:
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e On the main menu bar, click Actions Tab = Runbooks.
e Click Build Model.

e ReBuild / Re-build the model for the Organization under Change Request Task module for the
mapped runbook tool.

BigfixRunbookAl Change Request Task  BigfixRBA Queued 03/302023 08:10:53PM  Recommend Model x 0

Figure 155 — Map fields of Change Request to Change Request Task (cont.)

e Run the entire flow and see if the runbook recommended for the ticket in which the
parameter was added has the parameter Priority with its expected value.

Summary Restart service Spooler on target server

Description Restart service Spooler on target server

SELECT RUNBOOK

RunbeekName Cenfidence Score (%age) SME Approved -
82 E v

Restart_Server

RUNBOOK DESCRIPTION

The runbook will restart & given windows server
Priority 4
targetMame :
TaskMumber =

Execute

Figure 156 — Map fields of Change Request to Change Request Task (cont.)

4.3 Integration with BMC Remedy

4.3.1 Incident Management

To create a data source for Incident Management, perform the following steps:
— On the main menu bar, click Action tab 2 Manage Data Sources.
— The Create Data Source page appears with the following tabs:

e Organization
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e Data Source
e Fetch Data Configuration

e Release Rules Configuration

Create Data Source
Organization Data Source Fetch Data Configuration
Organization Details
Organization™

-Select-

Module*
Service”

Integration Type*

Figure 157 - Create Data Source

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab:
e Select the Organization Name from the dropdown.

e Select the Module as Incident Management since we are configuring this data source for
pulling the incident tickets.

e Select the Service as Remedy Tool as we are configuring the data source for BMC Remedy
e Select the Integration Type as REST, since we will be integrating through REST APlIs.
e Click Next.
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Create Data Source

Organization Data Source Feich Data Configuration Release Rules Configuration
Organization Details

Organization*

Maodule*

Service*

Integration Type "

Figure 158 - Create Data Source (cont.)

— On the Data Source tab,

Type the new data source in the Name field.

Select the Timezone to specify the time zone of the selected data source.

Select Timestamp to view the present data with date and time.

Select Analysis Enabled? if user wants to analyze the data retrieved from the data source.

Click Next.

Organization Jala Source Feich Dala Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Name*

Timezone

Timestamp

Analysis Enabled

Figure 159 - Create Data Source (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.

— In the Connection Details section, enter the following details:

URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

Sample URL - http://URL/api/arsys/v1/entry/HPD:Help%20Desk/?q="Assigned
Group'="#Group#" AND 'Last Modified Date'>"#StartDate#" AND 'Last Modified
Date'<"#EndDAte#"&fields=values(#Columns#)
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OAuth 2.0
Selection of Basic / Windows requires you to enter -

o Userld
o Password

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

Here, we will be using JWT as the Authentication Type.

data sources outside the firewall.

not mandatory, you can still create Data source.

Connection Details

URL*

Authentication Type* WT

User 1d*

Password*

Authentication URL*

Request Method* POST

Proxy Required O

Test Connection

Test Connection

Request Authentication Parameters

Add Authentication Parameters Delete All

Figure 160 — Create Data Source (Connection Details)

select Input type as Input Text and enter the password in Value field. Else if it is av
any Key Vault such as CyberArk then select Input Type as CyberArk and then select
configured details from the value field.
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Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,

Proxy Required — Check Proxy Required, if the environment needs access to content from

Click on Test Connection to check accessibility of URL from service. Testing the connection is

Password — For password, click on icon next to it. If the password is available in plaintext then

ailable in
any of the
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Secret Selector

Input Type Input text -

Value

(Jshow Password

Figure 161 — Password in plaintext

Secret Selector

Input Type CyberArk v
Value SMOWPassword v
Key Value

Description I

ApplD [

Safe I

Folder [

Object ]

Figure 162 — Password from Key Vault (CyberArk)

— Request Authentication Parameters — If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.
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— Based on the Authentication Type, add the parameters mentioned in the below table.

Table 28— Sample Authentication Parameters

JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
q ication Par o Add Authentication Paramelers
S S O N
username <usememe> | e o
password <password> | i}
‘AmhMeﬂmd \ |P05T | e @ i
e [mam I§ e
Toenker P IE @ {l
ResponseType \ |TEXT | e o i

Figure 163 — Create Data Source (Request Authentication Parameters for
JWT)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Copyright © 2023 HCL Tech 138 |Page



® BlgFlX BigFix Runbook Al Integration Guide

Request Authentication Parameters O Add Authentication Parameters

URL Path Parameters

o e
#oroup# Text v | iAutomate |
il | SQL UDF v @@GetFromDateTimeUsingIncidentModifiedDate_Remedy |
#EndDAte# | SQL UDF v | @@GetToolCurremDateTime_Remedy |
el Text v Incident Number,Description.Entry ID,Detailed Decription, Submit Date, Status Last Resolve |

Figure 164 — URL Path Parameters (BMC Remedy — Incident Management)

— Request Header Parameters — Please enter the request header parameters as required.
— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below:
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After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.

Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below.

Table 29— Sample Mandatory Mapping Parameters

) entries.0.values.Incident
TicketNumber JSON.Keys

Number
Summary JSON.Keys entries.0.values.Description
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o entries.0.values.Detailed
Description JSON.Keys o
Description
. entries.0.values.Submit
CreationDate JSON.Keys
Date
StatusCode JSON.Keys entries.0.values.Status
entries.0.values.Last
ResolvedDate JSON.Keys
Resolved Date
" entries.0.values.Last
LastModifiedDate JSON.Keys .
Modified Date

Mandatory Parameter Mapping

TicketNumber

Summary

Description

CreationDate

StatusCode

ResolvedDate

LastModifiedDate

entries.0.values.Incident Number

entries.0.values.Description

entries_0.values_Detailed Decription

entries 0.values Submit Date

entries 0 values Status

entries.0.values.Last Resolved Date

entries.0.values.Last Modified Date

Add Response Parameter Delete All

Figure 165 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.

For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 30— Sample Optional Mapping Parameters

Key Value Type Value
AssignedGroup JSON.Keys entries.0.values.Assigned Group
Coll JSON.Keys entries.O.values.Entry ID
Col2 JSON.Keys entries.O.values.Parent_SAP_ID
Col3 JSON.Keys entries.0.values.Fraud Alert No.
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Add Response Parameter Delete All

Optional

" . jof

entries.0.values.Assigned Group

B B B

Figure 166 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.

— On Release Rules Configuration tab, type in the details as per the requirement.

— In the Connection Details section, enter the following details:

URL - Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

Sample URL - http://URL/api/arsys/vl/entry/HPD:IncidentInterface/#TicketID# | #TicketID1#

Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

Request Method — Select Request Method as PUT from the drop-down.

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.
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‘Organization Data Source Feich Data Configuration Release Rules Configuration

Connection Details

URL* )

Authentication Type* { JWT -
Userld* ¢

Password " ( B

Authentication URL* {

Request Method™ () POST ~
Proxy Required { (]

Test Connection {

Request Authentication Parameters

Figure 167 — Create Data Source (Connection Details)

For password, click on icon next to it. If the password is available in plaintext then select
Input type as Input Text and enter the password in Value field. Else if it is available in any
Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text v

Value

BEEEEREREEEERARRY

[JShow Password

Figure 168 — Password in plaintext

Copyright © 2023 HCL Tech 144 |Page



® BlgFlX BigFix Runbook Al Integration Guide

Secret Selector

Input Type ‘ CyberArk . |
Value ‘ SNOWPassword . |
Key Value

Descrtr E—

ApplD ]

Safe ]

Folder -

Obiec I

Figure 169 — Password from Key Vault (CyberArk)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.
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URL Path Parameters )

#TicketD# ‘ Table.Columns v ‘ Coll M
#TicketD1# ‘ Table.Columns v ‘ Coll M
Request Header Parameters (1 Add Request Header Delete All

Figure 170 — Release Rules Configuration (URL Path Parameters)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body — In this section, please enter the request body in JSON format. A sample request is

mentioned below.
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Request Header Parameters @ Add Request Header Delete Al

Request Body O

#AssignedSupportCompany#
#AssignedSupportOrganization#
#AssignedGroup#

#AssignedGrouplD#

Figure 171 — Release Rules Configuration (Request Body)

— Response Body — In this section, please enter the response body in JSON format. A sample response

is mentioned below.

Response Body @)

{

“values™ {

"Description™"test iAutomate 04 Dec18"

Fetatus# | Text v Success |

Figure 172 — Release Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.
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Table 31— Sample Response Key Value Mapping

#success# Text Success

— Click Submit to add the data source.

— Inorderto bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured

in the ITSM tool and same has to be configured in BigFix Runbook Al. This is achieved through

Manage the Entry Criteria. Please perform the below steps —

e Go to Action tab and click manage Data Sources.

e On the Data Sources tab, click * next to the data source user wants to manage. Manage
Entry Criteria screen appears.

iAu DRYIiCE iAutomate

Knowledge = Organization = RBAC = Analysis = Tickets Dashboard = WorkBench more

£ Environment Runbooks

Data Sources

N

iBasis Remedy Prod Incident Management Remedy 3;7 £ m

Action

Figure 173 — Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.

e Enter the sys_id of the assignment group in ServiceNow in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

. X

AssignedGroup A containgr iAutomate A

Figure 174 — Manage Entry Criteria (cont.)

e C(lick Save.

4.4 Integration with Cherwell ITSM

4.4.1 Incident Management

To create a data source for Incident Management, perform the following steps:
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— On the main menu bar, click Action tab - Manage Data Sources.

— The Create Data Source page appears with the following tabs:

Organization
Data Source
Fetch Data Configuration

Release Rules Configuration

Create Data Source

Organization Data Source Fetch Data Configuration

Organization Details

Organization™
Module*
Service”

Integration Type*

-Select-

Figure 175 — Create Data Source

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,

Select the Organization Name from the dropdown.

Select the Module as Incident Management, since we are configuring this data source for
pulling the incident tickets.

Select the Service as Cherwell Tool as we are configuring the data source for Cherwell
Select the Integration Type as REST, since we will be integrating through REST APIs.
Click Next.
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Create Data Source

QOrganization Data Source Feich Data Configuration Release Rules Configuration

Organization Details

Organization*
Module*
Service®

Integration Type*

Figure 176 — Create Data Source (cont.)

— On the Data Source tab,

Data Source

Name"

Timezone®

Timestamp

Analysis Enabled

Type the new data source in the Name field.

Select the Timezone to specify the time zone of the selected data source.

Select Timestamp to view the present data with date and time.

Select Analysis Enabled? if user wants to analyze the data retrieved from the data source.

Click Next.

rganization Data Source Fedch Data Configuration Release Rules Configuration Close Rules InProgress Rules Ci

Figure 177 — Create Data Source (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.

— In the Connection Details section, enter the following details:

URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

Sample URL -
http://<iAutomate_API_URL>/iAutomateAPIl/Request/GetIncidentTicketData/<Org_ID>?start_
date>=#Start_Date#&end_date<=#End_Date#&
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e Here, <iAutomate_API_URL > is the API URL of BigFix Runbook Al where Push APIs are present
and <Org_ID> is the OrglID for the organization for which you are creating the data source. It is
available in Organization Master in Database.

e Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

The user details that are entered here should be an APl User

Selection of Basic / Windows requires you to enter -

o Userld
o Password.

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Connection Details

URL*

Authentication Type* JWT v
User Id*

Password* B

Authentication URL*

Request Method* POST v
Proxy Required O

Test Connection

Request Authentication Parameters

Figure 178 — Create Data Source (Connection Details)

e Password — For password, click on icon next to it. If the password is available in plaintext then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text v

Value

JShow Password

Figure 179 — Password in plaintext

Secret Selector

Input Type CyberArk v
Value SMOWPassword v
Key Value

Description I

ApplD [

Safe I

Folder [

Object ]

Figure 180 — Password from Key Vault (CyberArk)
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— Request Authentication Parameters — If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table.

Table 32— Sample Authentication Parameters

BigFix Runbook Al Integration Guide

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
= == ===
password e —— v @
Authlethod POST i}
e X i}
Tekenkey E——— C
RaspanseType TEXT o}
Figure 181 — Create Data Source (Request Authentication Parameters for
JWT)
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Request Authentication Parameters @ Add Authentication Parameters
N S T S R
usemame | <usemame> ‘ = @ &
password | <passwords ‘ = @ i
‘ AuthMethod | | POST ‘ o = i
‘ AuthPrefix | | Bearer ‘ ] o T
client id | <clientiD> ‘ ¥l “ w
client_secret | | <clientsrcret> ‘ =] c2 Ty
TokenKey | access_token ‘ =] (=] @
ResponseType | | JSON ‘ o O .@
‘ grant_type | | Password ‘ B “ Ty

Figure 182 — Create Data Source (Request Authentication Parameters for
OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

URL Path Parameters @

#Start_Date#

SQL UDF v | | @@GetFromDateTimeUsinglncidentPushStagingModifiedDate |

#End_Date# | saL UDF v | | @@GetToolCurrentDateTime |

Figure 183— URL Path Parameters

— Request Header Parameters — Please enter the request header parameters as required.
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Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below.

After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.

Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below:

Table 33— Sample Mandatory Parameter Mapping

TicketNumber JSON.Keys result.0.TicketNumber

Summary JSON.Keys result.0.Summary
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Description JSON.Keys result.0.Description
CreationDate JSON.Keys result.0.CreationDate
StatusCode JSON.Keys result.0.StatusCode
ResolvedDate JSON.Keys result.0.ClosedDate
LastModifiedDate JSON.Keys result.0.LastModifiedDate

Mandatory Parameter Mapping @&

TicketNumber result.0. TicketNumber -

Summary result.0.Summary -

Description result.0.Description M

CreationDate result.0.CreationDate -

StatusCode result.0.StatusCode -

ResolvedDate result.0.ClosedDate -

LastModifiedDate

result.0.LastModifiedDate A

Add Response Parameter Delete All

Figure 184 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 34— Sample Optional Parameters

AssignedGroup JSON.Keys result.0.AssignedGroup
Coll JSON.Keys result.0.sys_id
Optional O
L S S N
. @

result 0.AssignedGroup

result.0.sys _id - 1

Figure 185 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.
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— On Release Rules Configuration tab, type in the details as per the requirement.

— In the Connection Details section, enter the following details:

BigFix Runbook Al Integration Guide

URL - Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or APl provided by the tool.

Sample URL -
https://<url>.cherwellondemand.com/CherwellAPI/api/V1/savebusinessobjectbatch

Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously. For e.g., JWT.

Request Method — Select Request Method as POST from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from

data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is

not mandatory, you can still create Data source.

Organization Data Source Feich Data Configuration Release Rules Configuration
Connection Details

URL*
Authentication Type* JWT
User Id*

Password* B

Authentication URL*
Request Method* e

Proxy Required O

Test Connection

Test Connection

Request Authentication Parameters

Add Authentication Paramelers Delete All
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Figure 186 — Release Rules Configuration (Connection Details)

Password — For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text -

Value

OShow Password

Figure 187 — Password in plaintext

Secret Selector

Input Type CyberArk v
Value SMOWPassword v
Key Value

Description I

ApplD [

Safe I

Folder [ ]

Object ]

Figure 188 — Password from Key Vault (CyberArk)
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— Request Authentication Parameters - If the user has additional parameters, click Add
Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table

Table 35— Sample Authentication Parameters

Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType JSON N N
TokenKey access_token N N
Request Authentication Parameters @ P = —
N = === - =N
|9ranl_type | password | o T
|u5emame | ‘= | m] |
Passward /3 | O m
client id I 1 | W
| AuthPrefix | Bearer | 0 O Tl
s | [ E c
|ResponseType | ‘JSON | u] [ T
TokenKey | access_token | ] (] |

Figure 189 — Create Data Source (Request Authentication Parameters)

— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body @

{

"saveRequests™ [

"busObld™ "6dd53665c0c24cab86870a21cf6434ae",

NEE 1

#sys_id#

#Reassign_comment#

#icket_sys_id#

Figure 190 — Release Rules Configuration (Request Body)

Response Body — In this section, please enter the response body in JSON format. A sample request
is mentioned below:
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Response Body

p

#success#

Text v oK

Figure 191 — Release Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.

Table 36— Sample Response Key Value Mapping

#success# Text OK

— Click Submit to add the data source.

— Inorderto bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the ITSM tool and same has to be configured in BigFix Runbook Al. This is achieved through
Manage the Entry Criteria. Please perform the below steps:

e Go to Action tab and click Manage Data Sources.

e On the Data Sources tab, click * next to the data source user wants to manage. Manage
Entry Criteria screen appears.

Data Sources Create Data Source
BigFixRunbook Al Testcherwell_DS Incident Management Cherwell wE®

Figure 192 — Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enter the sys_id of the assignment group in Cherwell in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.
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Manage Entry Criteria

AssignedGroup v equals te 8d95ff1e0f5e71401f1dfd4ce1050edd

Figure 193 — Manage Entry Criteria (cont.)

— Click Save.
— To configure the Release rules for the data source created earlier, perform the below steps:
e Go to Action Tab 2 Runbooks > Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.

Manage Release Rules

Organization”

BigFixRunbook Al v
Data Source Testcherwell_DS (Incident Management) v
-No Rule-- ﬁ

Figure 194 — Manage Release Rules

e Clickon & corresponding to —No Rule—

e Map the parameters #sys_id# to the column in which sys_id was mapped while performing
the mandatory parameter mapping while data source creation.

e Mention the reason for releasing ticket in #reassign_comments#.

e Map #ticket_sys_id# again to the column in which sys_id was mapped while performing the
mandatory parameter mapping while data source creation.
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Parameters

#sys_id#

Table Columns v Call v
#Reassign_comment# Text v Reassigning incident as the automation tool cannot resolve it.
#ticket, id#
s Table Columns v Col1 v

Figure 195 — Manage Release Rules (cont.)

e Click OK.

Manage Release Rules

Organization® BigFixRunbook Al S
Data Source” Testcherwell_DS (Incident Management) v
Rule Name Parameters Actions

-No Rule-- Col1) i incident as the tool cannot resolve it Coll ﬁ

Figure 196 — Manage Release Rules (cont.)

e Click Save Rule.
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4.4.2 Service Request Task Management

To create a data source for Service Request Task Management, perform the following steps:
— On the main menu bar, click Actions tab - Manage Data Sources.
— The Create Data Source page appears with the following tabs:
e Organization
e Data Source
e Fetch Data Configuration

e Release Rules Configuration

Create Data Source

Organization Data Source Fetch Data Configuration

Organization Details
Organization™ Select-
Module*

Service”

Integration Type*

Figure 197 — Create Data Source

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,
e Select the Organization Name from the dropdown.

e Inthe Module field, select Service Request Task, since we are configuring this data source for
pulling the service request task tickets.

e In the Service field, select Cherwell Tool as we are configuring the data source for Cherwell
e In the Integration Type field, select REST, since we will be integrating through REST APIs.
e Click Next.
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Create Data Source
Organization Data Source Felch Data Configuration Release Rules Configuration

Organization Details

Organization*
Module*
Service”

Integration Type*

Figure 198 — Create Data Source (cont.)

— On the Data Source tab,
e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.
e Select Analysis Enabled if you want to analyze the data retrieved from the data source.

e Click Next.

Create Data Source
Organization Data Source Feich Data Configuration Release Rules Configuration
Data Source
Name*

Timezone*

Timestamp
Analysis Enabled

Seed limit*

1000

Figure 199 — Create Data Source (cont.)

— On the Fetch Data Configuration tab, populate the details as per the environment.
— In the Connection Details section enter the following details:

e URL-Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.
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Sample URL - http://<iAutomate_API_URL>/iAutomateAPl/Request/
GetSRTicketData/<Org_ID>?start_date>=#Start_Date#&end_date<=#End_Date#&
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e Here, <iAutomate_API_URL > is the API URL of BigFix Runbook Al where Push APIs are present
and <Org_ID> is the OrgID for the organization for which you are creating the data source. It is

available in Organization Master in Database.

e Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,

OAuth 2.0

The user details that are entered here should be an APl User

Selection of Basic / Windows requires you to enter -

o Userld
o Password

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password

o Authentication URL

e Proxy Required — Check Proxy Required, if the environment needs access to content from

data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is

not mandatory, you can still create Data source.

Connection Details

URL*"

Authentication Type* JWT

User Id*

Password* %

Authentication URL*

Request Method* POST

Proxy Required O

Test Connection Test Connection

Request Authentication Parameters

Add Authentication Parameters Delete All

Figure 200 — Create Data Source (Connection Details)

e For Password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in any Key
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Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text v

Value

JShow Password

Figure 201 — Password in plaintext

Secret Selector

Input Type CyberArk M
Value SNOWPassword v
Key Value

Description I

ApplD ]

Safe I

Folder [

Object [

Figure 202 — Password from Key Vault (CyberArk)

— Request Authentication Parameters — If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.
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Based on the Authentication Type, add the parameters mentioned in the below table.
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Table 37— Sample Authentication Parameters

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
= == ===
password e v v @
Authiethod PoST W
AuthPref ARWT @
Tokenkey access_token i
RespanseType TEXT o
= “§
Figure 203 — Create Data Source (Request Authentication Parameters for
JWT)
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Request Authentication Parameters @ Add Authentication Parameters
N S T S R
usemame | <usemame> ‘ = @ &
password | <passwords ‘ = @ i
‘ AuthMethod | | POST ‘ o = i
‘ AuthPrefix | | Bearer ‘ ] o T
client id | <clientiD> ‘ ¥l “ w
client_secret | | <clientsrcret> ‘ =] c2 Ty
TokenKey | access_token ‘ =] (=] @
ResponseType | | JSON ‘ o O .@
‘ grant_type | | Password ‘ B “ Ty

Figure 204 — Create Data Source (Request Authentication Parameters for
OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

URL Path Parameters @&

#Start_Date#

| 5QL UDF v ‘ ‘ @@GelFromDateTimeUsingSRTaskPushStagingModifiedDate ‘

#End_Date#

| SQL UDF v‘ ‘ @@GetToolCurrentDate Time ‘

Figure 205— URL Path Parameters

— Request Header Parameters — Please enter the request header parameters as required.
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— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below.

— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.
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— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below:

Table 38— Sample Mandatory Parameter Mapping

Key Value Type Value
TicketNumber JSON.Keys result.0.TicketNumber
Summary JSON.Keys result.0.Summary
Description JSON.Keys result.0.Description
StatusCode JSON.Keys result.0.StatusCode
LastModifiedDate JSON.Keys result.0.LastModifiedDate
Requestltemld JSON.Keys result.0.Requestltemid
SRId JSON.Keys result.0.SRId
CreationDate JSON.Keys result.0.CreationDate
Mandatory Parameter Mapping

TicketNumber

Summary

Description

StatusCode

LastModifiedDate

Requestltemld

SRId

CreationDate

resuit.0

result 0

result. 0

result.0.

result.0.

resuit.0

result 0

result. 0

TicketNumber

Summary

Description

StatusCode

LastModifiedDate

Requestitemid

SRId

CreationDate

Add Response Parameter Delete All

Figure 206 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.

For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 39— Sample Optional Parameters

Key Value Type Value
AssignedGroup JSON.Keys result.0.AssignedGroup
Coll JSON.Keys result.0.sys_id

Copyright © 2023 HCL Tech

173 |Page



0 BIgFIX BigFix Runbook Al Integration Guide

Optional

L S S =N
esult.0 AssignedGroup - w
esult.0.sys id - i

Figure 207 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.

— On Release Rules Configuration tab, type in the details as per the requirement.

— In the Connection Details section, enter the following details:

URL - Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

Sample URL - https://<url>.
cherwellondemand.com/CherwellAPl/api/V1/savebusinessobjectbatch

Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously. For e.g., JWT.

Request Method — Select Request Method as POST from the drop-down.

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.
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Organization Data Source Fetch Data Configuration Release Rules Configuration

Connection Details

URL*

Authentication Type* JWT v
User Id*

Password™ B

Authentication URL*

Request Method* POST v
Proxy Required m]

Test Connection

Request Authentication Parameters

Figure 208 — Release Rules Configuration (Connection Details)

e For Password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in any Key
Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text v

Value

[JShow Password

Figure 209 — Password in plaintext
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Value

Key
Description
ApplD
Safe
Folder

Object

CyberArk

SNOWPassword

Value

Figure 210 — Password from Key Vault (CyberArk)
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— Request Authentication Parameters - If the user has additional parameters, click Add
Authentication Parameters under the Request Authentication Parameters tab.
— Based on the Authentication Type, add the parameters mentioned in the below table
Table 40— Sample Authentication Parameters
Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType JSON N N
TokenKey access_token N N
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Request Authentication Parameters @& Add Authentication Parameters
| grant_type | password | ] T
| usemams oy — I @
Passviord | ‘= | O @
|dient_id [ | Tl
|AuthPreﬁx | ‘Bearer | u] (] Tl
|Authethud | ‘POST | u u Tl
ResponseType | ‘ JSON | ] O @
TokenKey | access_token | u] O W

Figure 211 — Create Data Source (Request Authentication Parameters)

— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body ©

{ -

"busObld": "9460045/680a57b6747774eda%abfa2f5d0e73db1", |
“cacheScope™: "Tenant”, .
“fields™ [

Key

#sys_id#
#reassign_comment#
#5R_sys_id#

#icket_number#

Figure 212 — Release Rules Configuration (Request Body)

Response Body — In this section, please enter the response body in JSON format. A sample request

is mentioned below.
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Response Body

p

#success#

Text v oK

Figure 213 — Release Rules Configuration (Response Body)
— Response Key Value mapping can be done as per the below table.

Table 41- Sample Response Key Value Mapping

#success# Text OK

— Click Submit to add the data source.

— Inorderto bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the ITSM tool and same has to be configured in BigFix Runbook Al. This is achieved through
Manage the Entry Criteria. Please perform the below steps:

e Go to Actions tab and click Manage Data Sources.

e On the Data Sources tab, click * next to the data source user wants to manage. Manage
Entry Criteria screen appears.

Data Sources Create Data Source
BigFixRunbook Al TestSR_Cherwell Service Request Task Chenwell X EE

Figure 214 — Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enter the sys_id of the assignment group in Cherwell in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.
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Manage Entry Criteria

AssignedGroup v equals te 8d95ff1e0f5e71401f1dfd4ce1050edd

Figure 215 — Manage Entry Criteria (cont.)

e Click Save.

— To configure the Release rules for the data source created earlier, perform the below steps:
e Go to Actions Tab = Runbooks and click Manage Rules.
e Select the Organization and the data source created from Data Source dropdown.

Manage Release Rules

Organization™ BigFixRunbook Al M

Data Source” TestSR_Cherwell (Service Request Task) o

Add New Save Rule

Rule Name Parameters Actions

~Mo Rule— O

Figure 216 — Manage Release Rules

e C(lickon & corresponding to —No Rule—.

e Map the parameters #sys_id# to the column in which sys_id was mapped while performing
the mandatory parameter mapping while data source creation.

e Mention the reason for releasing ticket in #reassign_comments#.

e Map # SR_sys_id # again to the column in which SRId was mapped while performing the
mandatory parameter mapping while data source creation.
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Parameters

Feye ok Table Columns v Col1 v

#reassign_commentf Text v reassigning ticket to service desk

#ERsys (2 Table Columns + | | sRud S

#ticket ber#
icket_numbel Table Columns - TicketNumber M

Figure 217 — Manage Release Rules (cont.)

e Click OK.

Manage Release Rules

Organization*

BigFixRunbook Al v
Data Source® TestSR_Cherwell (Service Request Task) v
Rule Name Parameters ‘ Actions
—No Rule-- Col1 reassigning ticket to service desk SRId TicketNumber &

Figure 218 — Manage Release Rules (cont.)

e Click Save Rule.

4.4.3 Change Request Task Management

To create a data source for Change Request Task Management, perform the following steps:
— On the main menu bar, click Actions tab - Manage Data Sources.
— The Create Data Source page appears with the following tabs:
e Organization
e Data Source
e Fetch Data Configuration

e Release Rules Configuration
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Create Data Source
Organization Data Source Fetch Data Configuration
Organization Details
Organization™

-Select-

Module*
Service”

Integration Type*

Figure 219 — Create Data Source

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,
e Select the Organization Name from the dropdown.

e Select the Module as Change Request Task since we are configuring this data source for
pulling the change request task tickets.

e Select the Service as Cherwell Tool as we are configuring the data source for Cherwell
e Select the Integration Type as REST, since we will be integrating through REST APIs.
e Click Next.

Create Data Source
Organization Data Source Feich Data Configuration Release Rules Configuration

Organization Details

Organization®
Module”
Service®

Integration Type"

Figure 220 — Create Data Source (cont.)

— On the Data Source tab,
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Type the new data source in the Name field.

Select the Timezone to specify the time zone of the selected data source.

Select Timestamp to view the present data with date and time.

Select Analysis Enabled? if user wants to analyze the data retrieved from the data source.

Click Next.

Create Data Source

Organization Data Source Feich Data Configuration Release Rules Configuration

Data Source

Name*

Timezone*

Timestamp
Analysis Enabled

Seed limit*

Figure 221 — Create Data Source (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.

— In the Connection Details section, enter the following details:

URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

Sample URL - http://<iAutomate_API_URL>/iAutomateAPI/Request/
GetChangeTicketData/<Org_ID>?start_date>=#Start_Date#&end_date<=#End_Date#&

Here, < iAutomate_API_URL > is the APl URL of BigFix Runbook Al where Push APIs are present
and <Org_ID> is the OrglID for the organization for which you are creating the data source. It is
available in Organization Master in Database.

Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

The user details that are entered here should be an API User

Selection of Basic / Windows requires you to enter -

o Userld
o Password.

Selection of JWT / OAuth 2.0 requires you to enter -
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o Password

o Authentication URL
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e Proxy Required — Check Proxy Required, if the environment needs access to content from

data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is

not mandatory, you can still create Data source.

Connection Details

URL*
Authentication Type* JWT

User 1d*

Password” B

Authentication URL*

Request Method* POST

Proxy Required O

Test Connection

Request Authentication Parameters

Add Authentication Parameters Delete All

Figure 222 — Create Data Source (Connection Details)

e For Password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in any Key
Vault such as CyberArk then select Input Type as CyberArk and then select any of the

configured details from the value field.
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Secret Selector

Input Type Input text v

Value

JShow Password

Figure 223 — Password in plaintext

Secret Selector

Input Type CyberArk v
Value SMOWPassword v
Key Value

Description I

ApplD [

Safe I

Folder [

Object ]

Figure 224 — Password from Key Vault (CyberArk)
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— Request Authentication Parameters — If the user has additional parameters, click Add
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Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table.

Table 42— Sample Authentication Parameters

Authentication
Key Value Is Encrypted? Is Key?

Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES

Request Authentication Parameters
N = === R

password <password> C @ il

AuthMethod POST m

AuthPrefi ARIWT f

Tokankey access.token i}

ResponseType TEXT i}

Figure 225 — Create Data Source (Request Authentication Parameters for
JWT)
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Request Authentication Parameters 0 Add Authentication Parameters Delete All

a 52}

username | <usemame> ‘ @
password | <password:> ‘ “ 5] '@

‘ AuthMethod | ‘ POST ‘ o o o
‘ AuthPrefix | Bearer ‘ =] ] W
client_id | <dlientlD> ‘ ] [ o
client_secret | <clientsrcret> ‘ [C] 5] ﬁl
‘ TokenKey | ‘ access_token ‘ =] =] i
‘ ResponseType | ‘ JSON ‘ ] ] i
Password ‘ o 5] Tl

‘ grant_type

Figure 226 — Create Data Source (Request Authentication Parameters for
OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.

URL Path Parameters ()
S
#Start_Date# | SQL UDF v| ‘ @@GetFromDateTimeUsingChangeTaskPushStagingModifiedDate ‘
PR L | SQL UDF v| ‘ @@GstToolCurrentDateTime ‘

Request Header Parameters @ Add Request Header Delete All

Figure 227— URL Path Parameters

— Request Header Parameters — Please enter the request header parameters as required.
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— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below.
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]

— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.

— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values
as mentioned in the screenshot below.

Table 43— Sample Mandatory Parameter Mapping

Key Value Type Value

TicketNumber JSON.Keys result.0.TicketNumber
Summary JSON.Keys result.0.Summary
Description JSON.Keys result.0.Description
StatusCode JSON.Keys result.0.StatusCode
LastModifiedDate JSON.Keys result.0.LastModifiedDate
Changeld JSON.Keys result.0.Changeld
CreationDate JSON.Keys result.0.CreationDate

Mandatory Parameter Mapping

N = =

TicketNumber result.0.TicketNumber -

Summal
o resull.0.Summary -

Description result 0. Description T

StatusCode result.0.StatusCode -

LastModifiedDate result.0.LastModifiedDate -

Changeld result 0.Changeld -

CreationDate

result.0.CreationDate -

Add Response Parameter Delete All

Figure 228 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.
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Table 44— Sample Optional Parameters

Key Value Type Value
AssignedGroup JSON.Keys result.0.AssignedGroup
Coll JSON.Keys result.0.sys_id

L S S =N
esult.0 AssignedGroup - w

esult.0.sys_id - ]E

Figure 229 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.

— On Release Rules Configuration tab, type in the details as per the requirement.

— In the Connection Details section, enter the following details:

URL - Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

Sample URL - https://<url>.
cherwellondemand.com/CherwellAPI/api/V1/savebusinessobjectbatch

Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously. For e.g., JWT.

Request Method — Select Request Method as POST from the drop-down.

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.
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Organization Data Source Fetch Data Configuration Release Rules Configuration

Connection Details

URL*

Authentication Type* JWT v
User Id*

Password™ B

Authentication URL*

Request Method* POST v
Proxy Required m]

Test Connection

Request Authentication Parameters

Figure 230 — Release Rules Configuration (Connection Details)

e For Password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in any Key
Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text M

Value

JShow Password

Figure 231 — Password in plaintext
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Secret Selector

Input Type

CyberArk o
Value SNOWPassword v
Key Value
Description I
ApplD I
Safe I
Folder [
Object I

Figure 232 — Password from Key Vault (CyberArk)

— Request Authentication Parameters - If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, JWT, add the parameters mentioned in the below table

Table 45— Sample Authentication Parameters

Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType JSON N N
TokenKey access_token N N
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Request Authentication Parameters @& Add Authentication Parameters
| grant_type | password | ] T
| usemams oy — I @
Passviord | ‘= | O @
|dient_id [ | Tl
|AuthPreﬁx | ‘Bearer | u] (] Tl
|Authethud | ‘POST | u u Tl
ResponseType | ‘ JSON | ] O @
TokenKey | access_token | u] O W

Figure 233 — Create Data Source (Request Authentication Parameters)

— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body @

{
"busObld™: "946004f5f680a57b6747774edadabla2i5d0e73db1",
"cacheScope™: "Tenant",
“fields™ [

SR [

Key

#ays_id#
#Reassign_comment#
#change_sys_id#

#icket_number#

Figure 234 — Release Rules Configuration (Request Body)

— Response Body — In this section, please enter the response body in JSON format. A sample request

is mentioned below.
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Response Body

p

#success#

Text v oK

Figure 235 — Release Rules Configuration (Response Body)
— Response Key Value mapping can be done as per the below table.

Table 46— Sample Response Key Value Mapping

#success# Text OK

— Click Submit to add the data source.

— Inorderto bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the ITSM tool and same has to be configured in BigFix Runbook Al. This is achieved through
Manage the Entry Criteria. Please perform the below steps:

e Go to Actions tab and click Manage Data Sources.

e On the Data Sources tab, click * next to the data source user wants to manage. Manage
Entry Criteria screen appears.

Data Sources Create Dala Source

BigFixRunbook Al TestiCR_Chenwel Change Request Task Cherwell w &= @

Figure 236 — Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enter the sys_id of the assignment group in Cherwell in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.
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Manage Entry Criteria

AssignedGroup v equals te 8d95ff1e0f5e71401f1dfd4ce1050edd

Figure 237 — Manage Entry Criteria (cont.)

e Click Save.

— To configure the Release rules for the data source created earlier, perform the below steps:
e Go to Actions tab = Runbooks and click Manage Rules.
e Select the Organization and the data source created from Data Source dropdown.

Manage Release Rules

Organization®

BigFixRunbook Al .
Deta Source TestCR_Cherwell (Change Request Task) -
Rule Name Parameters Actions
--No Rule-- o

Figure 238 — Manage Release Rules

e Clickon ﬁ corresponding to —No Rule—.

e Map the parameters #sys_id# to the column in which sys_id was mapped while performing
the mandatory parameter mapping while data source creation.

e Mention the reason for releasing ticket in #reassign_comments#.

e Map #change_sys_id # again to the column in which Changeld was mapped while performing
the mandatory parameter mapping while data source creation.
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Parameters

L | Table Columns v ‘ Col1 v
#Reassign_comment# | Text - Reassigning ticket as iAutomate could not resolve it ‘
#change_sys_id# | Table Columns v ‘ Changeld v
#icket_number# | Table Columns v ‘ TicketNumber v

Figure 239 — Manage Release Rules (cont.)

e Click OK.

Manage Release Rules

Organization*

BigFixRunbook Al v
D Souce” TestCR_Cherwell (Change Request Task) v
Rule Name | Parameters Actions
~No Rule-- Col1 Reassigning ticket as iAutomate could not resolve it.Changeld TicketNumber Q

Figure 240 — Manage Release Rules (cont.)

e Click Save Rule.
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4.5 Integration with BMC Remedyforce

4.5.1 Incident Management

To create a data source for Incident Management, perform the following steps:
— On the main menu bar, click Actions - Manage Data Sources.
— The Create Data Source page appears with the following tabs:
e Organization
e Data Source
e Fetch Data Configuration

e Manage Rules Configuration

Create Data Source

Organization Data Source Fetch Data Configuration

Organization Details
Organization™ Select-
Module*

Service”

Integration Type*

Figure 241 - Create Data Source

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,
e Select the Organization Name from the dropdown.

e Select the Module as Incident Management, since we are configuring this data source for
pulling the incident tickets.

e Select the Service as Remedyforce Tool as we are configuring the data source for BMC
Remedyforce.

e Select the Integration Type as REST, since we will be integrating through REST APlIs.
e Click Next.
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Create Data Source
Organization Data Source Fetch Data Configuration Release Rules Configuration

Organization Detalls

Organization”
Module*
Service®
Integration Type*

Is ticket Closure Managed by iAutomate job ]

Is ticket InProgress Managed by ifutomate job ]

Figure 242 - Create Data Source (cont.)

— On the Data Source tab,
e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.

e Select Analysis Enabled if user wants to analyze the data retrieved from the data source.

e Click Next.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Timezone*

Timestamp.

Analysis Enabled

Figure 243 - Create Data Source (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.
— In the Connection Details section, enter the following details:

e URL-Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.
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e Sample URL -
https://localhost/services/data/v45.0/query?q=SELECT+#Fields##+from+BMCServiceDesk__Inci
dent_ c+WHERE+BMCServiceDesk _queueName__ c+=+'#AssignmentGroup#'+AND+BMCServ
iceDesk__ Status_ID__ c+IN+(#State#)

e Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password.

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld

o Password

o Authentication URL

Here, we will be using JWT as the Authentication Type.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Connection Details

URL*

Authentication Type* JWT ~
User Id*

Password” 2

Authentication URL*

Request Method* POST ~
Proxy Required O

Test Connection

Request Authentication Parameters

Figure 244 — Create Data Source (Connection Details)

e For Password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in any Key
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Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text -

Value

(Jshow Password

Figure 245 — Password in plaintext

Secret Selector

Input Type CyberArk M
Value SNOWPassword v
Key Value

Description I

ApplD [ ]

Safe I

Folder [

Object ]

Figure 246 — Password from Key Vault (CyberArk)
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— Request Authentication Parameters — If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table:

Table 47— Sample Authentication Parameters

BigFix Runbook Al Integration Guide

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
= == ===
password e —— v @
Authlethod POST i}
e X i}
Tekenkey E——— C
RaspanseType TEXT o}
Figure 247 — Create Data Source (Request Authentication Parameters for
JWT)
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Request Authentication Parameters 0 Add Authentication Parameters Delete Al

a

‘ = | <usemame> ‘ W
password | <passwords ‘ i
‘ AuthMethod | | POST ‘ o = i
‘ AuthPrefix | | Bearer ‘ o =] T
‘ client id | <clientiD> ‘ w
‘ client_secret | | <clientsrcret> ‘ Ty
TokenKey | access_token ‘ =] (=] @
ResponseType | | JSON ‘ o O .@

‘ (5] of

‘ grant_type | | Password

Figure 248 — Create Data Source (Request Authentication Parameters for
JWT)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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URL Path Parameters @
#Ficlds# = . ' )
ext v id,Name CreatedDate, LastModifiedDate BMCServiceDesk__Status_ID__¢ BMCSe
R e | Text v‘ ‘ SMl-automate-L 26 |
Hetatet | Text v‘ ‘ “ASSIGNED","OPENED" "IN PROGRESS" |

Figure 249 — URL Path Parameters (BMC Remedy — Incident Management)

— Request Header Parameters — Please enter the request header parameters as required.
— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below.
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below.

Table 48— Sample Mandatory Mapping Parameters

TicketNumber JSON.Keys records.0.Name

Summary JSON.Keys records.0.BMCServiceDesk__shortDescription__c
Description JSON.Keys records.0.BMCServiceDesk__incidentDescription__c
CreationDate JSON.Keys records.0.CreatedDate

StatusCode JSON.Keys records.0.BMCServiceDesk__Status_ID__c
ResolvedDate JSON.Keys records.0.BMCServiceDesk _completedDate_ ¢
LastModifiedDate JSON.Keys records.0.LastModifiedDate
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Mandatory Parameter Mapping

TicketMumber

JBON Keys ~ recards.0.Name -
Sumrmary JSON Keys ~ records. 0.BMCSendceDesk_ shortDescription_ ¢ T
Description JSON Keys ~ records.0.BMCSeniceDesk_incidentDescription__c 7
i JSON Kays ~ recards.0.CreatedDate M
StatusCods JSON Keys v recards 0 BMCSeniceDesk__Status_ID__c <
ResalvedDate JSON Keys v records 0 BMCSerdceDesk_completedDate__c =
LastModifiedDate JSON Keys ~ records 0 LasthodifiedDate -

Add Response Parameter Delete All

Figure 250 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 49— Sample Optional Mapping Parameters

Value
Key Value
Type
AssignedGroup JSON.Keys records.0.BMCServiceDesk__queueName__c
Coll JSON.Keys records.0.id
AssignedGroupUniqueld JSON.Keys records.0.BMCServiceDesk__queueName__c
Status JSON.Keys records.0.BMCServiceDesk__ FKStatus_ c
Optional
N
AssignedGroup v JSON Keys v records.0.BMCServiceDesk__queueName_ ¢ - o]
AssignedGroupUniqueld ~ JSON Keys v records.0.0wnerld - @
Status ~ JSON Keys ~ records 0 BMCServiceDesk__FKStatus__c - @
Coll A JSON Keys v records.0.ld - ﬁl

Figure 251 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.

— On Release Rules Configuration tab, type in the details as per the requirement.
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In the Connection Details section, enter the following details:

BigFix Runbook Al Integration Guide

URL - Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

Sample URL - http://localhost:8005/Release/#Ticket|D#

Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

Request Method — Select Request Method as PUT from the drop-down.

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

QOrganization Data Source Fetch Data Configuration

Connection Details

URL*"

Authentication Type*

User Id*

Password”

Authentication URL*

Request Method*

Proxy Required

Test Connection

Request Authentication Parameters

Release Rules Configuration

JwT

POST
=]

Test Connection

Add Authentication Parameters Delete All
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Figure 252 — Test Connection

For Password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in any Key
Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text v

Value

JShow Password

Figure 253 - Password in plaintext

Secret Selector

Input Type CyberArk v
Value SMOWPassword v
Key Value

Description I

ApplD [

Safe I

Folder [ ]

Object ]

Figure 254 - Password from Key Vault (CyberArk)
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— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.

URL Path Parameters ¢

Key Value Type Vahle
#TicketlD# Table Columns. i | o }

Figure 255 — Release Rules Configuration (URL Path Parameters)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body — In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body @

| I

"grptransfer”: {
"Qumerld”: "#AssignmentGrouplD#",
"BMCServiceDesk qui <" "#AssignmentGroup#"

Key

#AssignmentGrouplD#
#AssignmentGroup#
#ActionCode#

#WorkNotes#

#IncidentiD#
#iAutomateWorkNotesManual#

#UserlD#

Figure 256 — Release Rules Configuration (Request Body)

— Response Body - In this section, please enter the response body in JSON format. A sample response

is mentioned below.

Response Body ©

{ "result” : "#success#" }

b

#success? Text . | oK ‘

Figure 257 — Release Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.

Table 50— Sample Response Key Value Mapping

#success# Text Success

— Click Submit to add the data source.
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— Inorderto bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the ITSM tool and same has to be configured in BigFix Runbook Al. This is achieved through
Manage the Entry Criteria. Please perform the below steps:

e Go to Action tab and click Manage Data Sources.

e On the Data Sources tab, click ¥ next to the data source user wants to manage. Manage
Entry Criteria screen appears.

Data Sources Create Data Source
N S S S
Dryice Dryice_DS Incident Management SNOW ® B W

Figure 258 — Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.

e Enter the sys_id of the assignment group in Remedyforce in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

AssignedGroup v equals te 8d95ff1e0fbe 714011 dfd4ce1050edd

Figure 259 — Manage Entry Criteria (cont.)

e Click Save.
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4.6 Integration with JIRA

4.6.1 Incident Management

For Integration of Jira ITSM tool with BigFix Runbook Al, perform the following steps:

Incident Management Jira -

Service Request Task -Select- T

Change Request Task -Select- -

CMDB CI _Select- -

SR Request item -Select- v

Service Request -Select- M

Change Request -Select- v

Event Management -Select- -

Sub-Task Management

Jira <

Figure 260 — Integration with Jira ITSM Tool

Create Data Source:

— Fetch Data Configuration:

— URL: <URL>/rest/api/2/search?fields=#columns#&jgl=issuetype=Incident AND status=Open AND
updated >= "#start_date#" AND updated <= "#end_date#" ORDER BY updated DESC

— Authentication Type: Basic

— Request Method: GET

— URL Path Parameters:

Key Value Type Value
key,description,summary,created,updated,
H#columnstt Text ) )
status,assignee,resolutiondate
#start_date# SQL UDF @ @GetFromDateTimeUsingIncidentModifiedDate
#end_date# SQL UDF @ @GetToolCurrentDateTime

— Response Body:
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— Mandatory Parameter Mapping:

Mandatory Parameter Mapping @

TicketNumber

| JSON Keys v‘ issues. 0 key -
Summary | JSON Keys v‘ issues 0 fields. summary T
Deseription | ISON Keys v‘ issues 0 fields description -
CreationDate | ISON Keys v‘ issues. 0 fields created <
StatusCode | ISON Keys v‘ issues 0 flelds status id <
ResolvedDate | ISON Keys v‘ Is5Ues.0.elds resolutiondate o
LastModifiedDate | ISON Keys v‘ issues 0 fields updated <

Add Response Parameter Delete All

Figure 261 — Mandatory Parameter Mapping

— Optional:
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Optional &
e T S L
‘ Colt | | JSON Keys issues.0.key

Figure 262 — Optional

Release Rule Configuration:

For release, since Jira has 3 different APIs to change the assignee, to add a comment and to add
worklog. So, we are using BigFix Runbook Al’s Custom Script APl to update all 3 operations with

one single API.

To create Custom API go to Manage Custom Script Section.
e URL: http://10.1.152.20:8080/rest/api/2/issue/#tkey#/assignee

e Authentication Type: Basic

e Userld: ApiUser@hcl.com

e Password: user_password

e Request Method: POST

e Request Body:

e Response Body:
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Response Body @)

{"result™"#success#'}

4

Text @ | ‘ 0K ‘

Figure 263 — Response Body

Close Rules Configuration:

— URL: http://10.1.152.20:8080/rest/api/2/issue/#key#/transitions

— Authentication Type: Basic

— Request Method: POST
— URL Path Parameters:

Key Value Type Value

H#key# Table.Columns Coll

— Request Body:
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— Response Body:

InProgress Rules Configuration:

URL: http://10.1.152.20:8080/rest/api/2/issue/#sysid#/transitions

Authentication Type: Basic

Request Method: POST
URL Path Parameters:

Key Value Type Value

H#key# Table.Columns Coll

— Request Body:
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— Response Body:

{ "result" : "ok" }

JsResponseConverter: After successful creation of data source,

— Go to Collectincident job under menu Environment = Manage Jobs.

— Click on ﬁ icon. A popup will be opened.

— Goto parameter tab and search for ‘JsResponseConverter’ in the end. Replace its value with below
string:
if (json.issues) {for (var

result=[],1=0;i<json.issues.length;i++)result.push(json.issues[i])

;customJobject.dataCollectorNode.data.issues=result}

Manage Rules:

For each of the release, close, and in-progress rules are defined as follows:

— Release Rules

Parameter Value Type Value
#assignee_name# Text Assignee_user
#Hticketld# Table.Columns Coll
— Close Rules:
Parameter Value Type Value
Ticket closed from BigFix Runbook
#worknote# Text Al
#Hticketld# Text 91
— In Progress Rules:
Parameter Value Type Value
#worknote# Text Ticket marked to in progress
#Hticketld# Text 31
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Manage Custom Script:

To use multiple Jira APIs that are being used while releasing an incident, you need a python script
that contains the calling of all required APIs.
— For that go to page Environment - Manage Custom Script = Create Script.
— Select Input Mode as Manual, Script Language as Python, enter the name of script in the Script
Name textbox.

— Enter Tags (if needed) and paste below content in the Script Text textbox.
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4.6.2 Sub-Task Management

For Integration of Jira ITSM Sub-Task with BigFix Runbook Al tool, perform the following steps:
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Incident Management Jira -

Service Request Task -Select- -

Change Request Task -Select- -

CMDEB CI Select- -

SR Request Item -Select- v

Service Request -Select- -

Change Request -Select- M

Event Management -Select- -

Sub-Task Management

Jira <

Figure 264 - Integration of Jira IITSM Sub-Task

Create Data Source:

Fetch Data Configuration:

Sample URL: http://<JIRA_URL>/rest/api/2/search?fields=#columns#&jql=issuetype="Sub-task"
AND status=Open AND updated >= "#start_date#" AND updated <= "#end_date#" ORDER BY
updated

Authentication Type: Basic

Request Method: GET

URL Path Parameters:

Key Value Type Value

H#columns# Text

key,description,summary,created,updated,status,assignee,resolutiondate,

issuetype
#start_date# SQL UDF @ @GetFromDateTimeUsingTaskModifiedDate_lira
#end_date# sSQL UDF @ @GetToolCurrentDateTime_Jira

Response Body:
{

"expand": "schema,names",

"startAt": O,
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TicketNumber

‘ JSON Keys
Summary ‘ JSON Keys
Description ‘ JSON Keys
CreationDate ‘ JSON Keys
StatusCode ‘ JSON Keys
ResalvedDate ‘ JSON Keys
LastModifiedDate ‘ JSON Keys

V| Issues.0.key

V| issues.0.fields.summary

V| issues.0.fields.description
R? | issues.0.fields.created

V| issues.0 fields status.id

V| issues.0 fields.resolutiondate
K | issues.0.fields.updated

Add Response Parameter Delete All

Figure 265 — Mandatory Parameter Mapping

Optional:

Optional &

JSON Keys v issues.0.key

‘ Colt v‘

mw

Figure 266 — Optional
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Release Rule Configuration:

For release, since Jira has 3 different APIs to change the assignee, to add a comment and to add
worklog. So, we are using BigFix Runbook Al’s Custom Script APl to update all 3 operations with a
single API.

e URL: http://10.1.152.20:8080/rest/api/2/issue/#key#/assignee

e Authentication Type: Basic

e Userld: <ApiUser@hcl.com>

e Password: <user_password>

e Request Method: POST

e Request Body:

Response Body @

{"result™"#success#'}

y

#success# Text - ‘ ‘ oK |

Figure 267 — Response Body

Close Rules Configuration:

e URL: http://10.1.152.20:8080/rest/api/2/issue/#key#/transitions
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@ BigFix

Authentication Type: Basic

Request Method: POST
URL Path Parameters:
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Key Value Type

Value

tkey# Table.Columns

Coll

Request Body:

InProgress Rules Configuration:

e URL: http://10.1.152.20:8080/rest/api/2/issue/#sysid#/transitions

e Authentication Type: Basic
e Request Method: POST
e URL Path Parameters:

Key Value Type

Value

tkey# Table.Columns

Coll
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e Request Body:

e Response Body:

JsResponseConverter: After successful creation of data source,

— Go to CollectIncident job under menu Environment—> Manage Jobs.

— Clickon & icon. A popup will be opened.
— Go to parameter tab and search for ‘JsResponseConverter’ in the end.

— Replace its value with below string:

Manage Rules

For each of the release, close and inprogress, rules will be defined as follows:
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— Release Rules:

Parameter Value Type Value
#assignee_namett Text <Assignee_user>
#ticketld# Table.Columns Coll

— Close Rules:
Parameter Value Type Value
Ticket resolved from BigFix
#worknote# Text
Runbook Al
#statuscode# Text 61
— In Progress Rules:

Parameter Value Type Value
#worknote# Text Ticket marked to in progress
#statuscode# Text 11

Manage Custom Script:

To use multiple Jira APIs that are being used while releasing an incident, we need a python script
that contains the calling of all required APlIs.
— For that go to page Environment->Manage Custom Script = Create Script.
— Select Manual as Input Mode, Python as Script Language, enter the name of script in the Script
Name textbox.
— Enter tags if needed and paste below content as it is in Script Text textbox.
import json
import requests

import sys

try:
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4.7 Integration with ServiceXchange

4.7.1 Incident Management

In order to create data source for Incident Management, perform the following steps.
On the main menu bar, click Action > Manage Data Sources .
— The Create Data Source page appears with the following tabs:
e QOrganization
e Data Source
e Fetch Data Configuration
e Release Rules Configuration
e Close Rules Configuration

e InProgress Rules Configuration
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Create Data Source
Organization Data Source Fetch Data Configuration
Organization Details
Organization™

-Select-

Module*
Service”

Integration Type*

Figure 268 - Create Data Source

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,

e Select the Organization Name from the dropdown.

e Select the Module as Incident Management, since we are configuring this data source for
pulling the incident tickets.

e Select the Service as SX Tool as we are configuring the data source for Cherwell

Select the Integration Type as REST, since we will be integrating through REST APlIs.

Click Next.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Organization Details

Organization®
Module®
Service”
Integration Type*

Is ticket Closure Managed by iAutomate job

Is ticket InProgress Managed by iAutomate job

Figure 269 — Create Data Source (Contd.)

— On the Data Source tab,
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e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.

e Click Next.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Name”*

Timezone* GMT (GMT GMT+00:00) h

Timestamp

Analysis Enabled

. |

Figure 270 — Create Data Source (Contd.)
— On the Fetch Data Configuration tab, type in the details as per the environment.

— In the Connection Details section, enter the following details:

e URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the

data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

e Sample URL — http://<iAutomate_API_URL>/iAutomateAPI/Request/
GetlncidentTicketData/<Org_ID>?

Moduleld=1&start_date>=#Start_Date#&end_date<=#End_Date#&

Here, < iAutomate_API|_URL > is the API URL of BigFix Runbook Al where Push APIs are present and
<Org_ID> is the OrglD for the organization for which you are creating the data source. It is available in
Organization Master in Database.

e Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

The user details that are entered here should be an API User

Selection of Basic / Windows requires you to enter -

o Userld
o Password.

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
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o Authentication URL

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Connection Details

URL*

Authentication Type*

User Id*

Password”

Authentication URL*

Request Method*

Proxy Required

Test Connection

Request Authentication Parameters

JWT v
B
POST v
[m]
Test Connection
Add Authentication Parameters Delete All

Figure 271 — Create Data Source (Connection Details)

e Password — For password, click on icon next to it. If the password is available in plaintext then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text -

Value

[JShow Password

Figure 272 — Password in plaintext

Secret Selector

Input Type CyberArk v
Value SNOWPassword v
Key Value

Description ]

ApplD ]

Safe ]

Folder [

Object I

Figure 273 — Password from Key Vault (CyerArk)
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Authentication Parameters under the Request Authentication Parameters tab. Based on the

Authentication Type, add the parameters mentioned in the below table.

Table 51— Sample Authentication Parameters

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
I == === =R ==
usemame <usemame> = |
password <password> . ‘ ]
AuthMethod POST ol
AuthPrafx ARLIWT o
Tokenkey access_token @
ResponssType TEXT i}
T
Figure 274 — Create Data Source (Request Authentication Parameters for
JWT)
Copyright © 2023 HCL Tech 238 |Page



mailto:mydbdatasync2@hcl.com

® Blg le BigFix Runbook Al Integration Guide

Authentication o Add Authentication Parameters

e S 7 B T T
| eeeeeee ‘ | <usemame> ‘ = W
| password ‘ | <password> ‘ Ty
| AuthMethod ‘ | POST ‘ =] =] o)
| AuthPrefix ‘ | Bearer ‘ =] =] ™
| dlient_id ‘ | <clientiD> ‘ Ty
| client_secret ‘ | <clientsrcret> ‘ @ Ty
| TokenkKey ‘ | ess_token ‘ @ @ W
| ResponseType ‘ | JSON ‘ =] =] T
|| | = - o

| grant_type

Figure 275 — Create Data Source (Request Authentication Parameters for
OAuth 2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Key Value Type Value
#start_date# SQL UDF @ @GetFromDateTimeUsingIncidentModifiedDate_ServiceXchange
#end_date# SQL UDF @ @GetToolCurrentDateTime_ServiceXchange

#startDate#

‘ SQL UDF 2 ‘ | @@GetFromDateTimeUsinglncidentModifiedDate_ServiceXchange ‘

#enddate#

‘ SQL UDF v ‘ | @@GetToolCurrentDateTime_ServiceXchange ‘

Figure 276 — URL Path Parameters

— Request Header Parameters — Please enter the request header parameters as required.
— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below:
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below:

Table 52— Sample Mandatory Parameter Mapping

TicketNumber JSON.Keys result.0.TicketNumber
Summary JSON.Keys result.0.Summary
Description JSON.Keys result.0.Description
CreationDate JSON.Keys result.0.CreationDate
StatusCode JSON.Keys result.0.StatusCode
ResolvedDate JSON.Keys result.0.ClosedDate
LastModifiedDate JSON.Keys result.0.LastModifiedDate

Key Value Type

TicketNumber

‘ JSON Keys v ‘ result.0.TicketNumber
Summary ‘ JSON Keys ~ ‘ result.0.Summary
Description ‘ JSON Keys ~ ‘ result.0.Description
CreationDate ‘ JSON Keys ~ ‘ result.0.CreationDate
StatusCode JSON Keys ~ ‘ result.0.StatusCode
JSON Keys v ‘ result.0.ClosedDate

ResolvedDate ‘
LastModifiedDate ‘

JSON Keys v ‘ result.0.LastModifiedDate

Figure 277 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.
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Table 53 - Sample Optional Parameters

Key Value Type Value
AssignedGroup JSON.Keys result.0.AssignedGroup
Optional
AssignedGroup v JSON Keys v result.0.AssignedGroup A W

Figure 278 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.
— On Release Rules Configuration tab, type in the details as per the requirement.
— In the Connection Details section, enter the following details:

e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

Sample URL - https://inboundBoomiDevCHN1.dryicehcl.com/ws/simple/updatelncidentInSX

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously. For e.g., Basic.

e Request Method — Select Request Method as POST from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Qrganization Data Source Fetch Data Configuration Release Rules Configuration

Connection Details

URL”
Authentication Type* T v
User Id*

Password* B

Authentication URL*

Request Method* FSST "

Proxy Required [}
Test Connection
Request Authentication Parameters Add Authentication Parameters Delete All

Figure 279 — Release Rules Configuration (Connection Details)

e Password — For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
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any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.

Secret Selector

Input Type Input text -

Value

(Jshow Password

Figure 280 — Password in plaintext

Secret Selector

Input Type CyberArk v
Value SNOWPassword v
Key Value

Description I

ApplD ]

Safe |

Folder [

Object I

Figure 281 — Password from Key Vault (CyberArk)
— Request Authentication Parameters - If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.
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— Based on the Authentication Type, add the parameters mentioned in the below table

Table 54 - Sample Authentication Parameters

Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType JSON N N
TokenKey access_token N N
Request Authentication Parameters © Add Authentication Paramelers
N S B N
|9,mm_.ypa | aseeed | ] o]
username | |= | ] i
s — & .
dlient,id I '] | o}
|Authreiix | Bearer | 0 O o}
| AuthMethod | | POST | m] (] W
ResponseType | | JSON | u] [ o]
|TokenKey | | access_token | u (] Tl

Figure 282 — Create Data Source (Request Authentication Parameters)

— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body ()

USRSUIUITIDET  FUCKE
"status": "#status#",
"worknote": "#worknote#", .

"assignmentgroup”: "#assignmentgroup#", >
"clientName": "#clientname#",

Key

#icket#

#status#
#worknote#
#assignmentgroup#

#clientname#

#clientitenumber#

Figure 283 — Request Body (Key)

— Response Body — In this section, please enter the response body in JSON format. A sample request

is mentioned below:

Response Body @)

{ "result” : "#success#" }

e

#success# Text B | oK ‘

Figure 284 — Release Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.

Table 55 - Sample Response Key Value Mapping

#success# Text OK

— Click Submit to add the data source.

— On Close Rules Configuration tab, type in the details as per the requirement.
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— In the Connection Details section, enter the following details:

Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

Sample URL - https://inboundBoomiDevCHN1.dryicehcl.com/ws/simple/updatelncidentInSX

Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously. For e.g., Basic.

Request Method — Select Request Method as POST from the drop-down.

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Create Data Source

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Same as Release
Connection Details
e L
Authentication Type Basic v
eerid |
Password@® [
Cshow Password
Request Method PUT >
Proxy Required (m]
Test Connection Test Connection
Request Authentication Parameters Add Authentication Parameters
URL Path Parameters

Figure 285 — Close Rules Configuration (Connection Details)

Password — For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text v

Value

[Dshow Password

Figure 286 — Password in plaintext

Secret Selector

Input Type CyberArk W
Value SNOWPassword A
Key Value

Description ]

ApplD |

Safe ]

Folder ]

Object I

Figure 287 — Password from Key Vault (CyberArk)
— Request Authentication Parameters - If the user has additional parameters, click Add
Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table —
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Table 56 - Sample Authentication Parameters

Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType JSON N N
TokenKey access_token N N
Request Authentication Parameters (3 T = ——
N S S R N
|gmnuwe | e | O W
e | ‘= | 0 c]
Password | ‘= | o m
|client_id | ‘. ' | |
|Authreiix | Bearer | o O Tl
|Authethud | ‘POST | ] (] o}
ResponseType | ‘ JSON | u] O W
il

TokenKey

access_token | ] (]

Figure 288 — Create Data Source (Request Authentication Parameters)

— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body

"lCKEINUMDET ™ "FICKET#", N
"status™ "#status#"

"worknote™ "#worknote#",

"clientName": "#clientname#", v
"clientitemNumber”: "#clientitemnumber#" %

Key

#ticket#
#worknote#
#status#
#clientname#

#clientitemnumber#

Figure 289 — Close Rules Configuration (Request Body)

— Response Body - In this section, please enter the response body in JSON format. A sample request
is mentioned below:

Response Body -

{ "result" : "#success#" }

Response Body

{"result" : "#success#" }

Y

#success#

Text v ok

Figure 290 — Close Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.

Table 57 - Sample Response Key Value Mapping

#success# Text OK

— Click Submit to add the data source.
— On InProgress Rules Configuration tab, type in the details as per the requirement.
— In the Connection Details section, enter the following details:

e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.
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e Sample URL - https://inboundBoomiDevCHN1.dryicehcl.com/ws/simple/updatelncidentinSX

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously. For e.g., Basic.

e Request Method — Select Request Method as POST from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Password — For password, click on icon next to it. If the password is available in plaintext, then
select Input type as Input Text and enter the password in Value field. Else if it is available in
any Key Vault such as CyberArk then select Input Type as CyberArk and then select any of the
configured details from the value field.
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Secret Selector

Input Type Input text v

Value

UJshow Password

Figure 291 — Password in plaintext

Secret Selector

Input Type CyberArk W
Value SNOWPassword v
Key Value

Description I

ApplD I

Safe ]

Folder [

Object [ ]

Figure 292 — Password from Key Vault (CyberArk)
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— Request Authentication Parameters - If the user has additional parameters, click Add
Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table

Table 58— Sample Authentication Parameters

Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType JSON N N
TokenKey access_token N N
Request Authentication Parameters
L O (T (N
grant_type password o Tl
usemame | e—— | m] i
Password — [m] T
client_id I 1 T
AuthPrefix Bearer O O Tl
AuthMethod POST ] (] Tl
ResponseType JSON ] [m] Tl
TokenKey access_token u] O Tl

Figure 293 — Create Data Source (Request Authentication Parameters)

— Request Body - In this section, please enter the request body in JSON format. A sample request is
mentioned below:

Request Body -

{
"ticketnumber": "#ticket#",

"status": "#status#",
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Request Body @

cKe! er"t "HUCKEH, N
"status™ "#status#",
"worknote™ "#worknote#", .
"clientName™: "#clientname#",
"clientitemNumber”: "#clientitemnumber#" %

Key

#ticket#
#worknote#
#status#
#clientname#

#clientitemnumber#

Figure 294 - Request body

— Response Body — In this section, please enter the response body in JSON format. A sample request

is mentioned below:

Response Body @

{"result” : "#success#" }

g

#success#

E . E |

Figure 295 — InProgress Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table -
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Table 59 - Sample Response Key Value Mapping

#success# Text OK

— Click Submit to add the data source.

— Inorder to bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the ITSM tool and same has to be configured in BigFix Runbook Al. This is achieved through
Manage the Entry Criteria. Please perform the below steps:

e Go to Actions tab and click Manage Data Sources.

e On the Data Sources tab, click ¥ next to the data source user wants to manage. Manage
Entry Criteria screen appears.

Data Sources Create Data Source
__m

TestOrgForSX DSforSX Incident Management ServiceXchange

Figure 296 — Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.

e Enter the sys_id of the assignment group in SX in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

AssignedGroup v equals te 8d95ff1e0f5e71401f1dfddce1050edd

Figure 297 — Manage Entry Criteria (cont.)

e Click Save.
— To configure the rules for the data source created earlier, perform the below steps:

e Go to Actions Tab = Runbooks and then click Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.
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Manage Rules
Organization™ TestOrgForSX v

Data Source™ DStorSX (Incident Management) v

Configuration™

Release v

Figure 298 — Manage Rules

e Clickon & corresponding to —No Rule—

e Map the parameter #Assignmentgroup# with ElasticOps Rhythm ROW as value and value
Type is Text.

e Map the parameter #ticket# with ilncident.TicketNumber as value and value type is Table
Columns.

e Map the parameter #status# with Assigned as value and text as Value Type.
e Map the parameter #clientname# with DB Cheques as value and text as Value Type.

e Map the parameter #clientitemnumber# with ilncident.TicketNumber as value and table
column as Value Type.

e Map the parameter #worknote# with @ @GetReleaseWorkNoteForincident as Value and SQL
UDF as Value Type.

e Click OK.

Parameters

#AssignmentGroup# Text v ElasticOps Rhythm ROW

#ticket# Table Columns v ilncident. TicketNumber

#status# Text v assigned

#worknote# SQL UDF @@GetReleaseWorkNoteForincident

#clientname# Text DB Cheques

#clientitenumber# Table Columns iincident. TicketNumber

Figure 299 — Manage Rules (cont.)

e Click Save Rule.

— To configure the Close rules for the data source created earlier, perform the below steps:
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e Goto Actions Tab and select Runbooks and then click Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.

Manage Rules
Organization® TestOrgForSX M

Data Source® DSforSX (Incident Management) v

Configuration™

Close v

Figure 300 — Manage Rules (cont.)

e Clickon & corresponding to —No Rule—

e Map the parameter #ticket# with ilncident.TicketNumber as value and value type is Table
Columns.

e Map the parameter #status# with Fixed as value and text as Value Type.

e Map #worknote# again to the value type as SQL UDF in which #worknote# was mapped with
function @ @GetToolWorkNoteForincident.

e Map the parameter #clientname# with DB Cheques as value and text as Value Type.

e Map the parameter #clientitemnumber# with ilncident.TicketNumber as value and table
column as Value Type

Parameters

Hicket# Table Columns v iincident. TicketNumber v

#worknote# sQL UDF v @@GetToolWorkNoteForincident v

Lo Text v Fixed

#dclientname# Text v DB Cheques

#clientitemnumber# Table Columns v ilncident. TicketNumber v

Figure 301 — Manage Rules (cont.)

e Click OK.
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e Click Save Rule.
— To configure the InProgress rules for the data source created earlier, perform the below steps:
e Go to Actions Tab = Runbooks and then click Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.

Manage Rules
Organization® TestOrgForSX i

Data Source™ DsforSX (Incident Management) v

Configuration™

InProgress v

Figure 302 — Manage Release Rules

e Clickon & corresponding to —No Rule—

e Map the parameter #ticket# with ilncident.TicketNumber as value and value type is Table
Columns.

e Map the parameter #status# with InProgress as value and text as Value Type.

e Map the parameter #worknote# with BigFix Runbook Al is working on the ticket as Value and
text as Value Type.

e Map the parameter #clientname# with DB Cheques as value and text as Value Type.

e Map the parameter #clientitemnumber# with ilncident.TicketNumber as value and table
column as Value Type.

Parameters

- o e —

#Hticket# Table Columns lincident. TicketNumber

#status# Text InProgress

#worknote#

Text iAutomate Is working on the ticket

#clientname# Text DB Cheques

#clientitemnumber# Table Columns iincident. TicketNumber

Figure 303 — Manage Rules (cont.)
e Click OK.

e Click Save Rule.
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Integration with Event Management Tools

Any Event Management tool acts as a data source for BigFix Runbook Al from where it pulls the
event or Probable Root Cause data and then performs appropriate actions for resolution. Thus, to
enable integration with Event Management, it requires for a data source to be created as part of

BigFix Runbook Al configuration.

Before proceeding with the configuration related to Data Source creation, user has to ensure that
an organization has been configured. If not done already, please refer to the Configuration Guide

for the same and create the organization before proceeding ahead.

Please note that for integration with Event Management tool, while creating the organization, user

needs to select the Event Management tool from the dropdown.

4.8 Integration with Moogsoft

4.8.1 Incident Management with ITSM (ServiceNow)

This scenario is applicable when the ITSM tools is available in the client environment and both
event management & BigFix Runbook Al is integrated with the ITSM, which acts as a system of
record. The event data flows from event management tool to the ITSM leading to a ticket, based
on the probable root cause. Upon ticket creation, BigFix Runbook Al picks the ticket from the ITSM

tool and performs the appropriate action for resolution.

The user has the option to view the tickets and trigger the resolutions via Moogsoft as well as BigFix

Runbook Al console.

To create a data source, perform the following steps:
— On the main menu bar, click Actions = Manage Data Sources.
— The Create Data Source page appears with the following tabs:

e QOrganization
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e Data Source
e Fetch Data Configuration
e Release Rules Configuration

e Close Rules Configuration (Optional — applicable only when the ticket closure status update is
managed by BigFix Runbook Al directly instead of RBA tool)

e InProgress Rules Configuration (Optional — applicable only when the ticket’s in progress status

updates is managed by BigFix Runbook Al directly instead of RBA tool)

Create Data Source

Organization Data Source Fetch Data Configuration

Organization Details

Organization* -Select-
Module*
Service”

Integration Type*

Next

Figure 304 — Create Data Source

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,
e Select the Organization Name from the dropdown.

e Select the Module as Event Management, since we are configuring this data source for pulling
the event data.

e Select the Service as Moogsoft Tool as we are configuring the data source for Moogsoft
e Select the Integration Type as REST, since we will be integrating through REST APlIs.

e Check Is ticket Closure Managed by BigFix Runbook Al job if you want BigFix Runbook Al to
manage the ticket closure updates instead of the RBA tool. In this scenario, an additional tab
Close Rules Configuration will be activated for providing further details, steps for which are
mentioned later.

e Check “Is ticket InProgress Managed by BigFix Runbook Al job” if you want BigFix Runbook Al
to manage the ticket’s in progress status updates instead of the RBA tool. In this scenario, an
additional tab “InProgress Rules Configuration” will be activated for providing further details,
steps for which are mentioned later.
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e Click Next.

Create Data Source
Organization Data Source Fetch Data Configuration Release Rules Configuration
Organization Details

Organization*
Module®
Service*
Integration Type*

Is ticket Closure Managed by iAutomate job O

Is ticket InProgress Managed by iAutomate job O

Figure 305 — Create Data Source (cont.)

— On the Data Source tab,
e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.

e Select Analysis Enabled? if user wants to analyze the data retrieved from the data source.

e Click Next.

Organization Data Source Feich Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Timezone "

Timestamp

Analysis Enabled

Figure 306 — Create Data Source (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.
— In the Connection Details section, enter the following details:

e URL-Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
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data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

e Sample URL - https://URL.service-
now.com/api/now/v1/table/incident?sysparm_fields=#Columns#&sysparm_query=sys_updat
ed_on>=#StartDate#"sys_updated_on<=#EndDate#"ORDERBYsys_updated _on

e Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Create Data Source
Organization Data Source Fetch Data Configuration Release Rules Configuration

Connection Details

URL*
Authentication Type* JWT
User ld*

Password*
Show Password

Authentication URL*

Proxy Required

Test Connection Test Connection
Request Authentication Parameters Add Authentication Parameters

Figure 307 — Create Data Source (Connection Details)
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— Request Authentication Parameters — If the user has additional parameters, click Add
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Authentication Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table.

Table 60— Sample Authentication Parameters

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
o S = S R
usemanme <usemame> @ oy
password <password> o o Ty
AuthMethod PoST W
AuthPrefix AR-IWT i}
Tokeniey access_token i}
ResponseType TEXT i
Figure 308 — Create Data Source (Request Authentication Parameters for
JWT)
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Request Authentication Parameters 0 Add Authentication Parameters Delete Al

a

‘ = | <usemame> ‘ W
password | <passwords ‘ i
‘ AuthMethod | | POST ‘ o = i
‘ AuthPrefix | | Bearer ‘ o =] T
‘ client id | <clientiD> ‘ w
‘ client_secret | | <clientsrcret> ‘ Ty
TokenKey | access_token ‘ =] (=] @
ResponseType | | JSON ‘ o O .@

‘ (5] of

‘ grant_type | | Password

Figure 309 — Create Data Source (Request Authentication Parameters for
OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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URL Path Parameters @

#Columns#

[ :

number,sys_updated_on_short_description,description,assignment_group incident_state, clos:

#StartDate#

‘ SQL UDF v

‘@@Ga{ﬁ DateTimeUsingInc ifiedDate ‘

#EndDate# ‘ SQL UDF .

‘ @@GetToolCurrentDateTime

Figure 310— URL Path Parameters

— Request Header Parameters — Please enter the request header parameters as required.
— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below.

— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below.

Table 61— Sample Mandatory Parameter Mapping

TicketNumber JSON.Keys result.0.number
Summary JSON.Keys result.0.short_description
Description JSON.Keys result.0.description
CreationDate JSON.Keys result.0.sys_created_on
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StatusCode JSON.Keys result.0.incident_state
ResolvedDate JSON.Keys result.0.closed_at
LastModifiedDate JSON.Keys result.0.sys_updated_on

Mandatory Parameter Mapping ¢

TicketNumber
result.0.number

Summary result.0.description

Description result.0.description

CreationDate -
result.0.sys_created_on

StatusCode result 0 incident_state

ResolvedDate result 0 closed_at

LastModifiedDate

result.0.sys_updated_on

Add Response Parameter Delete All

Figure 311 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 62— Sample Optional Parameters

Key Value Type Value
AssignedGroup JSON.Keys result.0.assignment_group.value
Coll JSON.Keys result.0.sys_id
Optional ¢
o e e ]
. @

result.0.assignment_group.value

W

result.0.sys_id

o] - |

Figure 312 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.
— On Release Rules Configuration tab, type in the details as per the requirement.

— In the Connection Details section, enter the following details:
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Authentication Type* JWT

URL - Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

Request Method — Select Request Method as PUT from the drop-down.

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Create Data Source
Organization Data Source Fetch Data Configuration Release Rules Configuration

Connection Details

Password”

User Id* ——
CIshow Password
Authentication URL* I 1
Request Method" POST ~
Proxy Required @]
Test Connection

Figure 313 — Release Rules Configuration (Connection Details)

URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path
Parameters. E.g., for the URL entered earlier, please populate the below inputs.

Key: #incident#
ValueType: Table Columns
Value:

Select from dropdown that mapped to sys id from previous screen

\\colz 4
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URL Path Parameters @

#incident?#

Table Columns v

Col2 =

Figure 314 — Release Rules Configuration (URL Path Parameters)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body — In this section, please enter the request body in JSON format. A sample request is

mentioned below.

Request Body 0

{ "assignment_group” : "#AssignmentGroup#","work_notes" : "#work_notes#" }

#
#AssignmentGroup#

#work_notes#

Figure 315 — Release Rules Configuration (Request Body)

— Response Body — In this section, please enter the response body in JSON format. A sample response

is mentioned below.
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Response Body

)
N
QK

#success#
Text v

Figure 316 — Release Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.

Table 63— Sample Response Key Value Mapping
H#success# Text oK

— On Close Rules Configuration tab, type in the details as per the requirement. Check Same as
Release if similar configurations as mentioned in “Release Rules Configuration” are required, else
proceed ahead

— In the Connection Details section, enter the following details:

e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

e Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

e Request Method — Select Request Method as PUT from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.
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Create Data Source

covean o ran et s e st

Same as Release ()

Connection Details
URL & . ] |
Authentication Type € | Basic |
— I |
Password @) ‘ ....... = ‘

[Oshow Password

Request Method € [ PUT > ‘
Proxy Required {3 2]
Test Connection £ Test Connection
Req Authentication P o Add Authentication Parameters

URL Path Parameters ¢

Figure 317 — Close Rules Configuration (Connection Details)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.

URL Path Parameters ()

#incident?

Col2 -

Table.Columns v

Figure 318 — Close Rules Configuration (URL Path Parameters)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body — In this section, please enter the request body in JSON format. A sample request is

mentioned below.
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Request Body @&

{"incident_state”: "6"}

Figure 319 — Close Rules Configuration (Request Body)

— Response Body — In this section, please enter the response body in JSON format. A sample response

is mentioned below.

Response Body @)

{ "result” : "#success#" }

el

#success# Text B | oK ‘

Figure 320 — Close Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.

Table 64— Sample Response Key Value Mapping

#success#

Text

OK

— On InProgress Rules Configuration tab, type in the details as per the requirement. Check Same as

Release if similar configurations as mentioned in “Release Rules Configuration” are required, else

proceed ahead.

— In the Connection Details section, enter the following details:
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e URL-Type the URL of the selected service type to release the ticket. It contains the

placeholders that display the parameters based on the applied clause and is dependent on the

URL or API provided by the tool.

e Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

e Authentication Type — Please enter the information in line with the Authentication type

configured for fetching data configuration previously.

e Request Method — Select Request Method as PUT from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from

data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is

not mandatory, you can still create Data source.

Same as Release
Connection Details

Authentication Type Basic v
Hserie I
Passwod@®
JShow Password
Request Method PUT <
Proxy Required O
Test Connection Test Connection
Request Authentication Parameters Add Authentication Parameters

URL Path Parameters

Figure 321 — InProgress Rules Configuration (Connection Details)

URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.

Key: #incident#
ValueType: Table Columns
Value:

Select from dropdown that mapped to sys id from previous screen

\\c°12 ”

BigFix Runbook Al Integration Guide
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URL Path Parameters @

#incident?#

Table Columns v

Col2 =

Figure 322 — InProgress Rules Configuration (URL Path Parameters)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body — In this section, please enter the request body in JSON format. A sample request is

mentioned below.

Request Body &

{"incident_state”:"2"}

Figure 323 — InProgress Rules Configuration (Request Body)

— Response Body — In this section, please enter the response body in JSON format. A sample response

is mentioned below.
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Response Body

p

#success#

Text v oK

Figure 324 — InProgress Rules Configuration (Response Body)

— Response Key Value mapping can be done as per the below table.

Table 65— Sample Response Key Value Mapping

#success# Text OK

— Click Submit to add the data source.

— Inorderto bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the ITSM tool and same has to be configured in BigFix Runbook Al. This is achieved through
Manage the Entry Criteria. Please perform the below steps —

e Go to Actions tab and click Manage Data Sources.

e On the Data Sources tab, click * next to the data source user wants to manage. Manage
Entry Criteria screen appears.

o —
BigfixRunbookAl Datasource_BigfixRunbookAl Incident Management SNOW R®EX

Figure 325 — Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator.
e Enter the sys_id of the assignment group in ServiceNow in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.
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Manage Entry Criteria

AssignedGroup v equals te 8d95ff1e0f5e71401f1dfddce1050edd

Figure 326 — Manage Entry Criteria (cont.)

e Click Save.

4.8.2 Incident Management without ITSM (ServiceNow)

This scenario is applicable when the ITSM tools is not available in the client environment and event
management tool and BigFix Runbook Al are tightly integrated directly. The event data or the
probable root cause identified flows to BigFix Runbook Al which then performs the appropriate

action for resolution.

The user has the option to view the events and trigger the resolutions via Moogsoft as well as BigFix

Runbook Al console.

To create a data source, perform the following steps:
— On the main menu bar, click Actions Tab 2 Manage Data Source.
— The Create Data Source page appears with the following tabs:
e Organization
e Data Source
e Fetch Data Configuration
e Release Rules Configuration

e Close Rules Configuration (Optional — applicable only when the issue closure status update is
managed by BigFix Runbook Al directly instead of RBA tool)

e InProgress Rules Configuration (Optional — applicable only when the issue’s in progress status
updates is managed by BigFix Runbook Al directly instead of RBA tool)

Copyright © 2023 HCL Tech 274 |Page



0 BIgFIX BigFix Runbook Al Integration Guide

Create Data Source

Organization Data Source Fetch Data Configuration

Organization Details

Organization™

Module*

Service”

Integration Type*

-Select-

Next

Figure 327 — Create Data Source

Release Rules Configuration is only applicable for the following Module types- Incident
Management, Change Request Task and Service Request Task. This tab will not be activated
for other module types.

— On the Organization tab,

Select the Organization Name from the dropdown.

Select the Module as Event Management, since we are configuring this data source for pulling
the event data.

Select the Service as Moogsoft Tool as we are configuring the data source for Moogsoft
Select the Integration Type as REST, since we will be integrating through REST APIs.

Check Is ticket Closure Managed by BigFix Runbook Al job if you want BigFix Runbook Al to

manage the ticket closure updates instead of the RBA tool. In this scenario, an additional tab
Close Rules Configuration will be activated for providing further details, steps for which are

mentioned later.

Check “Is ticket InProgress Managed by BigFix Runbook Al job” if you want BigFix Runbook Al
to manage the ticket’s in progress status updates instead of the RBA tool. In this scenario, an
additional tab “InProgress Rules Configuration” will be activated for providing further details,
steps for which are mentioned later.

Click Next.
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Create Data Source

Organization Data Source Fetch Data Configuration Release Rules Configuration
Organization Details

Organization®
Module*
Service*
Integration Type*

Is ticket Closure Managed by iAutomate job (]

Is ticket InProgress Managed by iAutomate job 0O

Figure 328 — Create Data Source (cont.)

— On the Data Source tab,
e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.

e Select Analysis Enabled if user wants to analyze the data retrieved from the data source.

e Click Next.

Organization Data Source Feich Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Data Source

Timezone*

ST (India Standard Time GMT+05 30) ~
Timestamp

Analysis Enabled

3 e

Figure 329 — Create Data Source (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.
— In the Connection Details section, enter the following details:

e URL-Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.
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Sample URL -
http://<IP>:<PORT>/iAutomateAPI/Request/GetIncidentTicketData/11?start_date>=#startdat
e#t&end_date<=#enddate#

Authentication Type — Select one of the Authentication Types from Basic / Windows, JWT,
OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
o Password

Selection of JWT / OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Create Data Source

QOrganization Data Source Fetch Data Configuration Release Rules Configuration

Connection Details

URL*
Authentication Type* JWT
User Id*

Password*

Authentication URL*

Proxy Required

Test Connection Test Connection
Request Authentication Parameters Add Authentication Parameters

Show Password

Figure 330 — Create Data Source (Connection Details)

— Request Authentication Parameters — If the user has additional parameters, click Add

Authentication Parameters under the Request Authentication Parameters tab.
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Based on the Authentication Type, add the parameters mentioned in the below table.
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Table 66— Sample Authentication Parameters

Authentication
Key Value Is Encrypted? Is Key?
Type
JWT username <username> NO YES
JWT password <password> YES YES
JWT AuthMethod POST NO NO
JWT AuthPrefix AR-JWT NO NO
JWT TokenKey access_token NO NO
JWT ResponseType TEXT NO NO
OAuth2.0 username <username NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters
= == ===
password e v v @
Authiethod PoST W
AuthPref ARWT @
Tokenkey access_token i
RespanseType TEXT o
= “§
Figure 331 — Create Data Source (Request Authentication Parameters for
JWT)
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Request Authentication Parameters @ Add Authentication Parameters
N S T S R
usemame | <usemame> ‘ = @ &
password | <passwords ‘ = @ i
‘ AuthMethod | | POST ‘ o = i
‘ AuthPrefix | | Bearer ‘ ] o T
client id | <clientiD> ‘ ¥l “ w
client_secret | | <clientsrcret> ‘ =] c2 Ty
TokenKey | access_token ‘ =] (=] @
ResponseType | | JSON ‘ o O .@
‘ grant_type | | Password ‘ B “ Ty

Figure 332 — Create Data Source (Request Authentication Parameters for
OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.

URL Path Parameters ©
#StartDate# ‘ SQL UDF v‘ ‘ @@GetFromDateTimeUsingIncidentModifiedDate ‘
#EndDate# ‘ L v‘ ‘ @@GetToolCurrentDateTime ‘

Figure 333— URL Path Parameters

— Request Header Parameters — Please enter the request header parameters as required.
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— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below.

— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values

as mentioned in the screenshot below.

Table 67— Sample Mandatory Parameter Mapping

TicketNumber JSON.Keys result.0.TicketNumber
Summary JSON.Keys result.0.Summary
Description JSON.Keys result.0.Description
CreationDate JSON.Keys result.0.CreationDate
StatusCode JSON.Keys result.0.StatusCode
ResolvedDate JSON.Keys result.0.ClosedDate
LastModifiedDate JSON.Keys result.0.LastModifiedDate
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Mandatory Parameter Mapping

TicketNumber

JSON Keys v result.0.TicketNumber -
Summary JSON Keys ~ result.0.Summary e
Description JSON Keys v result.0.Description M
CreationDate JSON Keys ~ result.0.CreationDate e
StatusCode JSON Keys &7 result.0.StatusCode M
ResolvedDate JSON Keys v result 0 ClosedDate @
LastModifiedDate JSON Keys ~ result.0.LastModifiedDate e

Add Response Parameter Delete All

Figure 334 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.

Table 68— Sample Optional Parameters

Key Value Type Value
AssignedGroup JSON.Keys result.0. AssignedGroup
Coll JSON.Keys result.0.sys_id
Optional
N S S
Colt v JSON Keys ~ result.0.sys_id - jul
AssignedGroup v JSON Keys ~ result.0.AssignedGroup B ju}

Figure 335 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.
— On Release Rules Configuration tab, type in the details as per the requirement.

— In the Connection Details section, enter the following details:
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e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

e Sample URL - https://<URL>/graze/v1/#value#

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

e Request Method — Select Request Method as PUT from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is

not mandatory, you can still create Data source.

Create Data Source

Organization Data Source Fetch Data Configuration Release Rules Configuration

Connection Details
URL* I 1
Authentication Type* JWT ~
User Id* =
Password”
CIshow Password
Authentication URL* I 1
Request Method" POST ~
Proxy Required =]
Test Connection

Figure 336 — Release Rules Configuration (Connection Details)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path
Parameters. E.g., for the URL entered earlier, please populate the below inputs.

Key: #value#
ValueType: Text

Value: createThreadEntry
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URL Path Parameters )

#value#

Text

M ‘

createThreadEntry ‘

Figure 337 — Release Rules Configuration (URL Path Parameters)

Request Header Parameters — Please enter the request header parameters as required

Request Body — In this section, please enter the request body in JSON format. A sample request is
mentioned below.

Request Body O

i
Hid#

#thread#

#Entry#

#resolvingstep#

Figure 338 — Release Rules Configuration (Request Body)

Response Body — In this section, please enter the response body in JSON format. A sample response
is mentioned below.
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Response Body

p

#success#

Text v oK

Figure 339 — Release Rules Configuration (Response Body)
— Response Key Value mapping can be done as per the below table.

Table 69— Sample Response Key Value Mapping

#success# Text OK

— Click Submit to add the data source.

— Inorderto bring the tickets within BigFix Runbook Al scope, a specific queue needs to be configured
in the Event Management tool and same has to be configured in BigFix Runbook Al. This is achieved
through Manage the Entry Criteria. Please perform the below steps:

e Go to Actions tab and click Manage Data Sources.

e On the Data Sources tab, click * next to the data source user wants to manage. Manage
Entry Criteria screen appears.

Manage Data Sources
_mm

BigfixRunbookAl Datasource_BigfixRunbookAl Event Management Moogsoft

Figure 340 — Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enter the sys_id of the assignment group in Moogsoft in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.
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Manage Entry Criteria

AssignedGroup v equals te 8d95ff1e0f5e71401f1dfddce1050edd

Figure 341 — Manage Entry Criteria (cont.)

e Click Save.

4.9 Integration with Zenoss

This scenario is applicable when the ITSM tools is not available in the client environment and event
management tool and BigFix Runbook Al are tightly integrated directly. The event data or the
probable root cause identified flows to BigFix Runbook Al which then performs the appropriate
action for resolution.
To create a data source, perform the following steps:

— On the main menu bar, click Actions tab - Manage Data Source.

— The Create Data Source page appears with the following tabs:

e Organization

Data Source
e Fetch Data Configuration
e Release Rules Configuration

e Close Rules Configuration (Optional — applicable only when the issue closure status update is
managed by BigFix Runbook Al directly instead of RBA tool)

e InProgress Rules Configuration (Optional — applicable only when the issue’s in progress status
updates is managed by BigFix Runbook Al directly instead of RBA tool)

Copyright © 2023 HCL Tech 285 | Page



o BIgFIX BigFix Runbook Al Integration Guide

Create Data Source
Organization Data Source Fetch Data Configuration

Organization Details

Organization™ -Select-

Module*
Service”

Integration Type*

Next

Figure 342 — Create Data Source

— On the Organization tab,
e Select the Organization Name from the dropdown.

e Select the Module as Event Management, since we are configuring this data source for pulling
the event data.

e Select the Service as Zenoss Tool as we are configuring the data source for Zenoss
e Select the Integration Type as REST, since we will be integrating through REST APIs.

e Check Is ticket Closure Managed by BigFix Runbook Al job if you want BigFix Runbook Al to
manage the issue closure updates instead of the RBA tool. In this scenario, an additional tab
Close Rules Configuration will be activated for providing further details, steps for which are
mentioned later.

e Check “Is ticket InProgress Managed by BigFix Runbook Al job” if you want BigFix Runbook Al
to manage the issue’s in progress status updates instead of the RBA tool. In this scenario, an
additional tab “InProgress Rules Configuration” will be activated for providing further details,
steps for which are mentioned later.

e Click Next.
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Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration
Organization Details

Organization®

Module*

Service”

Integration Type™

Is ticket Closure Managed by iAutomate job

Is ticket InProgress Managed by iAutomate job

BigFix Runbook Al Integration Guide

Figure 343 — Create Data Source (cont.)

— On the Data Source tab:

e Type the new data source in the Name field.
e Select the Timezone to specify the time zone of the selected data source.

e Select Timestamp to view the present data with date and time.

e Select Analysis Enabled if user wants to analyze the data retrieved from the data source.

e Click Next.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules C:

"Progress Rules Configurati

Data Source

Name*

Timezone " ST (india Standard Time GMT+05:30)
Timestamp

Analysis Enabled

] -

Figure 344 — Create Data Source (cont.)

— On the Fetch Data Configuration tab, type in the details as per the environment.

— In the Connection Details section, enter the following details:

e URL-Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the
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data is fetched, and the order by and so on. It is dependent on the URL or API provided by the
tool.

e Sample URL - https://<zenossURL>/cz0/zport/dmd/evconsole_router
e Authentication Type - Select one of the Authentication Types from NoAuth / Basic / Windows
Selection of Basic / Windows requires you to enter -

o Userld
o Password

¢ Request Method - Select Request Method as POST from the drop-down.

e Proxy Required - Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Create Data Source
Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration
Connection Details

URL*

https:f<zenossurl=icz0izponidmdieveonsole_router

P *
Authentication Type Mo Auth M

Request Method”*

Proxy Required [}

Test Connection

Request Authentication Parameters Add Authentication Parameters

URL Path Parameters

Request Header Parameters Add Reguest Header

L S S
z-api-key Text v Q7 kT kZKm TBGKLbE GBF dPkL9mkbmRijBzslzBKekB 0]

Content-Type Text v application/json o]

Figure 345 — Create Data Source (Connection Details)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - As request method selected earlier is POST, please enter the body of URL. A sample

response is mentioned below.
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Request Body

( -
"action": "EventsRouter”, .
"method": "query”, .
“data" [{

#HirstTime#

‘ SQLUDF V| | EEGetFromDateTimelsingEventModifiedDate_Zenoss ‘

HastTimest ‘ Sal UDF v| | (@@ GetToolCurrentDateTime_Zenoss

Figure 346 — Create Data Source (Connection Details)
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— Response Body — In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below.
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.

— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values
as mentioned in the screenshot below:

Table 70— Sample Mandatory Parameter Mapping

Key Value Type Value
TicketNumber JSON.Keys result.0.evid
Summary JSON.Keys result.events.0.summary
Description JSON.Keys result.events.0.message
CreationDate JSON.Keys result.events.0.firstTime
StatusCode JSON.Keys result.events.0.eventState
ResolvedDate JSON.Keys result.events.0.lastTime
LastModifiedDate JSON.Keys result.events.0.lastTime

Mandatory Parameter Mapping

TicketMumber

JSON Keys v result.events.0.evid v
Surmmary JSON Keys v result.events.0.summary v
Description JSON Keys v result.events.0.message =
il 50N Keys v restt evernts 0 firstTime v
StatusCade JSON Keys v result.events.0.eventState o
Eelailhl JSON Kays v resut events.0 JastTime z
LasthodifizdDate JSON Keys v result.events.0.lzstTime -

Figure 347 — Mandatory Parameter Mapping

— If you need to add Optional parameters, click Add Response Parameter to add more parameters.
For our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need

them in the later section.
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Table 71— Sample Optional Parameters

Key Value Type Value
Coll JSON.Keys result.0.evid

QOptional

- i}

Call v JSOM Keys v result.events.0.evid

Figure 348 — Optional Parameter Mapping

— Click Next to proceed to Release Rules Configuration.
— On Release Rules Configuration tab, type in the details as per the requirement.
— In the Connection Details section, enter the following details:

e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

e Sample URL - https://<zenossurl>/cz0/zport/dmd/evconsole_router

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

e Request Method — Select Request Method as POST from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.
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Create Data Source

Organization Data Source Feteh Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

Connection Details

URL* () | https:#i<zenossurl=/czlVzport/dmd/evconsale_router |
Authentication Type” () Mo Auth v|
Request Method* () | POST v|
Proxy Required () O

Test Connection ()

Test Connection

Request Authentication Parameters @

Add Authentication Parameters Delete All
URL Path Parameters ¢)
Request Header Parameters @) Add Request Heacer [l Delete All
N S
z-api-key ‘ Text ‘ ‘ yinGiF 1 kZKmTeGkLbEGEF dPKL9mkbmRIiBz s zBKekE ‘ L

Figure 349 — Release Rules Configuration (Connection Details)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below.
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Request Body )

u I

"action" "EventsRouter”,

"method": “write_log", .
“data"; [{

Hevidd

#message#

Figure 350 — Release Rules Configuration (Request Body)

— Response Body - In this section, please enter the response body in JSON format. A sample response

is mentioned below.

Response Body &

{

| I

"uuid": '0fc0b53fAfha-daal-a661-1feff ecca3fh”,
"action": "EventsRouter”,
“result™: |

B

Figure 351 — Release Rules Configuration (Response Body)
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On Close Rules Configuration tab, type in the details as per the requirement. Check Same as
Release if similar configurations as mentioned in “Release Rules Configuration” are required, else
proceed ahead.

In the Connection Details section, enter the following details:

e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

e Sample URL - https://<zenossurl>/cz0/zport/dmd/evconsole_router

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

e Request Method — Select Request Method as POST from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.

Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Configuration InProgress Rules Configuration

[ same as Release
Connection Details

URL hittps://=zenossurl>/cz0/zport/dmd/evconsale_router

Authentication Type Mo Auth

Request Method POST

Proxy Required 0

Test Connection

Test Connection

Request Authentication Parameters Delete All

Add Authentication Parameters

URL Path Parameters

Request Header Parameters Add Reuest Header [l Delete Al

z-api-key Text v yinQ7 ki kZKmTBGkLbEGEF dPkL9mKbmRMiBzslzBKekB Lo

Figure 352 — Release Rules Configuration (Connection Details)

Request Header Parameters — Please enter the request header parameters as required.

Request Body — In this section, please enter the request body in JSON format. A sample request is

mentioned below.
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Request Body ()

{

"action": "EventsRouter”,
"method"; "cloge",

|
“data" [{

Figure 353 — Release Rules Configuration (Request Body)

Response Body — In this section, please enter the response body in JSON format. A sample response
is mentioned below.
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br

"tid": 2,

"type": "rpc",
"method": "acknowledge"

Response Body

{
"yuid": "f0352d5-01aa-4eba-bBed-0755039dEc 4",
"action™ "EventsRouter”,

"result": {

Figure 354 — Release Rules Configuration (Response Body)

— On InProgress Rules Configuration tab, type in the details as per the requirement. Check Same as
Release if similar configurations as mentioned in “Release Rules Configuration” are required, else
proceed ahead.

— In the Connection Details section, enter the following details:

e URL-Type the URL of the selected service type to release the ticket. It contains the
placeholders that display the parameters based on the applied clause and is dependent on the
URL or API provided by the tool.

e Sample URL - https://<zenossurl>/cz0/zport/dmd/evconsole_router

e Authentication Type — Please enter the information in line with the Authentication type
configured for fetching data configuration previously.

e Request Method — Select Request Method as POST from the drop-down.

e Proxy Required — Check Proxy Required, if the environment needs access to content from
data sources outside the firewall.

e Click on Test Connection to check accessibility of URL from service. Testing the connection is
not mandatory, you can still create Data source.
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Organization Data Source Fetch Data Configuration Release Rules Configuration Close Rules Canfiguration InProgress Rules Configuration

[ same as Release ()
Connection Details

URLQ ‘ hitps:/=: I=/cz0/zport/dmd le_rauter ‘

Authentication Type ) ho Auth v‘
Request Method () ‘ pOST v‘
Proxy Required () 0

Test Connection () Test Connection

Request Authentication Parameters () Add Authentication Parameters Delete Al
URL Path Parameters

Request Header Parameters ()

Add Request Header Delete All

z-api-key Text v ymQ7ih1kZKmTEGkLbE GEFdPkLImKbmRM Gz slzBKekB m

Figure 355 — Release Rules Configuration (Connection Details)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below.
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Request Body 0

Key

Havids#

Figure 356 — Release Rules Configuration (Request Body)

— Response Body — In this section, please enter the response body in JSON format. A sample response

is mentioned below.
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Response Body ()

Subrmit

Figure 357 — Release Rules Configuration (Response Body)

— Click Submit to add the data source.
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5 Integration with RBA / Orchestrator Tools

BigFix Runbook Al leverages the services of a Runbook Automation (RBA) / Orchestrator tool to
perform actions as defined in the runbooks a.k.a. workflows. Thus, to enable integration with RBA

tool, you need to onboard a runbook automation tool through configuration.

Before proceeding with the configuration related to Data Source creation, user has to ensure that
an organization has been configured. If not done already, please refer to the Configuration Guide

for the same and create the organization before proceeding ahead.

5.1Integration with BigFiX

To manage / onboard BigFix as the RBA tool, perform the following steps:
— On the main menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage
Runbook Tool appears.
— Click Add New to add a new tool or click  to edit an existing runbook automation tool.
— Select organization for which you need to create runbook tool in the Organization Name field.
— Type the runbook tool name in the Runbook Tool Name field.
— Select BigFix from the Runbook Tool Type drop-down.

— Select REST as the integration method for BigFix for the Integration Method field.

Manage Runbook Tool

Organization*
Runbook Tool Name * BigfixRBA
Runbook Tool Type*

Integration Method* REST API M

Authentication Type* BasicAuth v

Figure 358 - Manage Runbook Tool (cont.)

— Select one of the Authentication Type from BasicAuth.

e Selection of from BasicAuth requires you to enter —

o Userld
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o Password

— Type the URL in the API URL. field.

— Sample URL - https://<ip>:<port>

— Select the Integration Method Type as POST

— Type the username and password in the User ID and Password field to get access to APl web
services.

API URL, User ID, and Password are dependent on the selected integration method

— Specify the path to get the consolidated scripts for the execution of runbooks in the Master
Runbook Path field. This will be provided by respective Runbook Tool teams if they have a master
runbook.

This is not a mandatory field. Users can change and run these scripts any time.

— Select Proxy Required, if the environment needs access to content from servers outside a firewall.

— Type the return code key in the Return Code Key field to identify the success or failure of runbook
execution. E.g., status

— Type the return message key in the Return Message Key field to display the success or failure of

runbook execution. E.g., result
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API URL * https://<ip>:<port>

Integration Method Type* POST ~
UserID *

Password * B

Master Runbook Path

Master Runbook Name

Is Proxy Required 0O

Return Code Key* status

Return Message Key* result

Toil Value (For Manual Execution)* 20
Toil Value (For Auto Execution) 6
Connection Retry Count* 3

Figure 359 - Manage Runbook Tool (cont.)

— Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.
5.1.1 Integration with Bigfix Master Fixlet

To create Bigfix master runbook, perform the following steps:
— On the main menu bar, click Runbooks, then click Create Runbook. The Create Runbook page

appears.
— Select Runbook Tool, the tool against which master runbook has to be created.

— Either Upload or type Script Text, file has to be uploaded which are of extensions .ps1/.bat/.py/.sh.
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Create Runbook

Runbook Tool * BigFix Tool .

Upload:* Choose File | Test.ps1

OR

Script Text:*

Figure 360 - Create Runbook
— Type the name of the runbook in Runbook Name field.
— Add runbook path in the field Master Runbook Path. Although in case of bigfix, this can be given
any value, since bigfix integration is independent of runbook path.
— Type the value of master fixlet ID in the field Master Runbook Name.
— Add the path of ‘error_folder’ in the field Response File Path. While creation of Bigfix Master

Runbook, this field is mandatory.

Master Runbook Path * /

Master Runbook Name * 23636
Runbook R d Description* This script is created for testing purpose

Y
User Friendly Runbook Description* This script is created for testing purpose

Y
Frequency Interval MM M
Update Frequency 1
Wait Frequency Interval MM ~

Wait Frequency

Response File Path

c:\temp\

Figure 361 - Create Runbook Contd..
— Add the following Parameter Names in the parameter grid:
— ScriptPath — The default parameter value consists of the shared path.
— ScriptType — The default parameter value consists of the type of the script uploaded.
— Hostname — The default parameter value consists of the target server on which script is getting

executed.
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Fixletid - The default parameter value consists of the value of the ID of child fixlet executed.

— Computername — The default parameter consists of the value of the master server or the root
server.

— TicketNumber — The default parameter consists of the static value ‘TicketNumber’ and it is mapped
with TicketNumber in Parameter Type .

— TenantID — The default parameter consists of the static value ‘TenantID’ and it is mapped with
TenantlD in Parameter Type.

— Paraml —The default parameter consists of the parameter value user wants to add in. If user wants
to add multiple parameters, those are also added in the similar manner like param1. Furthermore,

it needs to be checked in for ‘IsScript Parameter’.

Parameters

Parameter Parameter | Is Parameter Description Default Parameter Value Field Parameter IsScript IsCIBased | IsReadOnly @ Action
Name Label Mandatory Type Type Parameter | Parameter = Parameter
test =W

ScriptPath True test WAUTOO0047\IScripttest1303.ps1  Text GenericText

scripttype test True test powershell Text GenericText =@
hostname test True test srvat0046 Text Instance =W
fixletid test True test 23603 Text GenericText £ o)
ComputerName  test True test srvat0029 Text TargetName A m]
TicketNumber  fest True test TicketNumber Text TicketNumber =@
Tenantld test True test Tenantld Text Tenantld e @]
Param1 test True test srvat046 Text GenericText £ ]

Figure 362 - Parameter grid in Create Runbook.

— Select ‘Save’ button after adding all the details for the master runbook.
— Note: The master runbook created on ‘Create Runbook’ will be visible in Manage Runbooks. (On

main menu, go to Runbooks and select manage runbooks.)

6 Appendix

Table 72 List of Abbreviations

Abbreviation Expansion

AD Active Directory

Al Artificial Intelligence

ITOPS IT Operations

ITSMS IT Service Management System
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Known Error Database

ServiceNow
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