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Special notice

Before using this information and the product it supports, read the information in Notices.



Edition notice

This edition applies to BigFix version 10 and to all subsequent releases and modifications until otherwise indicated in

new editions.
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Chapter 1. BigFix Insights for Vulnerability Remediation

Use this section to become familiar with BigFix Insights for Vulnerability Remediation infrastructure and key concepts

necessary to understand how it works.

BigFix Insights for Vulnerability Remediation integrates BigFix with sources of vulnerability data. The purpose is to
guide BigFix users on how to apply the best patch and configuration settings to remediate discovered vulnerabilities,
and thus reduce risk and improve security.

BigFix Insights for Vulnerability Remediation uses advanced correlation algorithms to aggregate and process the
vulnerability data with information from BigFix to drive analytics reports. The output of the analytics facilitates
remediation through the Baseline Creation Wizard by recommending the latest available patches for the discovered

vulnerabilities.

IVR data is available in:

- WebUI IVR app - it is required to enable WebUI to access IVR data through Insights. For more information on
installing IVR app, see Setting up IVR App.

« Bl Tools for Data Analysis - existing IVR reports in PowerBl and Tableau. Refer to the link to find out more
about IVR reports.

IVR limitations:

« Only one source of vulnerability data for automatic ingestion is supported for a given BigFix Insights instance

» One BigFix WebUl instance can manage only one BigFix Insights database. This limitation means that you
cannot simultaneously connect or manage multiple instances of BigFix Insights through one WebUI instance.
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Figure 1. Architecture overview of BigFix Insights for Vulnerability Remediation
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Chapter 2. System requirements

Learn more about the prerequisites and system requirements for BigFix Insights for Vulnerability Remediation (IVR)

service.

Table 1. Prerequisites and system requirements for IVR service

Hardware requirements

CPU

minimum 2 cores (recommended 4)

RAM

On top of host OS requirements:

< TM Findings from Vulnerability Management
Product = 16GB

* < 2M Findings from Vulnerability Management
Product = 32GB

« < 3M Findings from Vulnerability Management
Product = 48GB

* < 4M Findings from Vulnerability Management
Product = 64GB

Disc space

< 1M Findings from Vulnerability Management
Product = 4GB - 8GB preferred

« < 2M Findings from Vulnerability Management
Product = 8GB - 12GB preferred

+ < 3M Findings from Vulnerability Management
Product = 12GB - 16GB preferred

* < 4M Findings from Vulnerability Management
Product = 16GB - 20GB preferred

Execution Time

The overall run time of data synchronization and pro-
cessing depends on:

» CPU Speed

» Number of findings

« Number of assets in insights

« Number of patch sites loaded within the BFE en-
vironment

* API latency

« Conflicting workloads on IVR machine

Software requirements
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Table 1. Prerequisites and system requirements for IVR service (continued)

BigFix Component Requirements

« BigFix Insights WebUI App (v6) (minimum)

Prerequisites

- Microsoft VC++ Redistributable package 2012

https://www.microsoft.com/en-in/download/de-
tails.aspx?id=30679

» Microsoft® ODBC Driver 17 for SQL Server®

https://www.microsoft.com/en-us/download/de-

tails.aspx?id=56567

Note: The Fixlet will attempt to deploy
the pre-requisites automatically.

Operating system

» Microsoft Windows 2016
» Microsoft Windows 2019

Supported BigFix versions

» Windows - based BigFix Server, Version 10

Note: BigFix Insights for Vulnerability
Remediation does not currently support
non-Windows-based BigFix Server envi-

ronments.

BigFix License Requirements

« BigFix Lifecycle
« BigFix Compliance

* BigFix Remediate

Supported Vulnerability Management Platforms

* Qualys VMDR v2 REST API:
https://www.qualys.com/docs/qualys-api-vm-
pc-user-guide.pdf

« Tenable.SC versions from 5.17 up to 6.0.0.
« Tenable.lO



https://help.hcltechsw.com/bigfix/10.0/insights/index.html
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
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Table 1. Prerequisites and system requirements for IVR service (continued)

Note: It is required to use Administra-
tor user role within Tenable to enable the
generation of API keys that are used by
IVR to maintain the interface with Ten-

able.

Bl tool
« Power BI Desktop/Server, 2021 + (Rec. May

2021)

Note: Microsoft offers two distinct prod-
ucts called Power Bl desktop. Use the
one that is optimized for Power Bl Report
Server: https://www.microsoft.com/en-
us/download/details.aspx?id=56723

« Tableau Desktop/Server, 2020.4 +

Network requirements
« Connectivity to Vulnerability Management API

Server URL (port 443 by default)
« Connectivity to BigFix Insights SQL database
(port 1433 by default)

Note: IVR now supports proxy-based con-
nectivity. Refer to the link for more infor-

mation.

- By default WebUI IVR app listens on port 52318.
It can be changed in the WebUI application con-
figuration file with _WebUl AppEnv_| NSI GHT -
BROKER_PORT setting.



https://www.microsoft.com/en-us/download/details.aspx?id=56723
https://www.microsoft.com/en-us/download/details.aspx?id=56723
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Table 1. Prerequisites and system requirements for IVR service (continued)

System limitations

« Only one source of vulnerability data for auto-
matic ingestion is supported for a given BigFix In-
sights instance

« A single BigFix WebUl instance can manage only

one BigFix Insights database.

API requirements for Tenable.io

To ensure that IVR can retrieve the essential vulnerability data from Tenable, it is necessary to meet the following

requirements:

« User with Administrator user role within Tenable

« All Assets set to Can View. For more information, see Tenable Permissions.

To generate User's API keys:


https://docs.tenable.com/tenableio/Content/Platform/Settings/AccessControl/Permissions.htm
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1. In the Tenable.io web user interface, click the button on the top right corner of the header.

() Quick Actions

Microsoft's May 2021 Patch Tuesday

Addresses 55 CVEs (CVE-2021-31166)
By Security Response Team on May 11th 2021

08 Dashboards ‘ ‘ Export -

2. Click My account button. The user account menu appears.
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22

(* Quick Actions @

Addresses
By Security Re

What's New Documentation

S8 pashboards | ‘ Export -

3. Select API Keys from the left-hand navigation.
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1:} tenable.io Settings > My Account

My Account

Update Account APl Keys

API Keys API Keys are used to authen!
"X-ApiKeys" HTTP header. Fc

MNOTICE: APl Keys are only p
retrieved later and will need

4. Click the Generate button in the lower right part of the browser.

5. Acknowledge the warning by clicking Continue in the pop-up box.
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tenableio | Settings My Account Quick Actions

[— Generate API Keys

WARNING: This will replace any exising keys and
unauthorize all ap ing

Update Account AP| Keys them. Are you sur
AP Keys AP| Keys are used 10 authenticate with the Tenable.lo REST API (version 6.4 o greaten) and passed with requests using the """"*
“X-ApiKeys® HTTP header. For more detalls, see the AP! documentation.

NOTICE: AP! Keys are only presented upon inital generation. Please store them In a safe location as they can not be
retrieved later and will need 1o be regenerated If lost.

Generate

6. Tenable.io generates new access key and secret key. Copy the two generated keys and paste into the IVR
configuration page to enable the interface. Be sure to copy access and secret keys to a safe location as keys
are displayed only once. After the tab is closed, API keys cannot be retrieved from Tenable.io.

APl Keys

Update Account

API Keys API Keys are used to authenticate with the Tenable.ic REST API (version 6.4 or greater) and passed with requests using the
"X-ApiKeys" HTTP header. For more details, see the APl documentation.

INOTICE: AP| Keys are only presented upon initial generation. Please store them in a safe location as they can not be
retrieved later and will need to be regenerated if lost.

Custom AP Keys
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Once the API keys are generated, you can proceed with the Deployment process.
In the Deployment Fixlet, you will need to provide the Access Key and the Secret
Task: Deploy BigFix Insights for Vulnerability Remediation
#° Take Action | # Edit | Copy [3Export Hide Locally Hide Globally = 3 Remove

Description Details Applicable Computers (5) Action History (1)

Import Vulnerability Data Into Insights

gere T T =T o - y e vergy =

[TenablelO

¥ Import BigFix Asset Data Into Tenable 10

Key.

Refer to this page for more information about User Roles and Permissions:https://docs.tenable.com/

tenableio/Content/Settings/UserRoles.htm

With the API keys generated, you can validate API credentials by using below curl commands:
a. Get Vuln Export UUID:

curl --request POST --url https://cloud.tenabl e.com vul ns/export --header "Accept: application/

json" --header "Content-Type: application/json" --header "X-ApiKeys: accessKey=redactedaccesskey;

secr et Key=r edact edsecr et key"
b. Get Vuln Export Status for given UUID:
curl --request GET --url https://cloud.tenabl e. com vul ns/ export/21a70c98- 8e8d- 4b64-

b7e0-4c57a245126f / stat us --header "Accept: application/json" --header "Content-Type:

json" --header "X-ApiKeys: accessKey=redactedaccesskey; secretKey=redactedsecretkey"

c. Get Chunk 1 of vuln data for given UUID:

curl --request GET --url https://cloud.tenable.conlvul ns/export/21a70c98- 8e8d- 4b64-

appl i cation/

b7e0- 4c57a245126f/ chunks/ 1 --header "Accept: application/octet-streant --header "X-ApiKeys:

accessKey=r edact edaccesskey; secretKey=redact edsecr et key"



https://docs.tenable.com/tenableio/Content/Settings/UserRoles.htm
https://docs.tenable.com/tenableio/Content/Settings/UserRoles.htm
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=hUCs5d8atcC%2BzqJV3vw2KAbqM8Jn65XvpBfpOF2d5CM%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport%2F21a70c98-8e8d-4b64-b7e0-4c57a245126f%2Fstatus&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=YnxvALfCUOCtj2%2BC7%2BC5j2oDwWo9h%2Fn37qqQnPkBOQI%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport%2F21a70c98-8e8d-4b64-b7e0-4c57a245126f%2Fstatus&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=YnxvALfCUOCtj2%2BC7%2BC5j2oDwWo9h%2Fn37qqQnPkBOQI%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport%2F21a70c98-8e8d-4b64-b7e0-4c57a245126f%2Fchunks%2F1&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=r%2FbdTPvoMzghwoKzgqM4LBt8oB93zlVWmXR2KEsq2Pc%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport%2F21a70c98-8e8d-4b64-b7e0-4c57a245126f%2Fchunks%2F1&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=r%2FbdTPvoMzghwoKzgqM4LBt8oB93zlVWmXR2KEsq2Pc%3D&reserved=0
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In each example above, replace ‘redactedaccesskey’ and ‘redactedsecretkey’ with the same API keys/
credentials as those being used for the integration. Also, for API calls 2 and 3, replace the example
UUID in the request URL (21a70c98-8e8d-4b64-b7e0-4c57a245126f) with the UUID value returned from
APl call 1.

API requirements for Tenable.sc

The IVR server requires a Tenable user account. A user leveraged to Tenable.sc IVR adapter needs compatible
machines within the environment.

The Tenable account utilized for IVR should be assigned the default full access group, and auditor role permissions.
This provides the account access needed to complete the dataflow. Additionally, the user can be defined using
custom access permissions to limit the scope of assets retrieved by IVR. A group within Tenable can be limited by
both the viewable hosts and the repositories. In general, the role of auditor should be leveraged as well, to follow the
principle of least privileged. The IVR dataflow retrieves information only when the account has granted visibility to

receive.

Here is how the “Create User” page, Membership section should look like the new user is created:

Group Permissions

Tenable impact statement
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IVR uses the pytenable library (developed by Tenable). IVR leverages a default batch size of 1000, which is
conservative and is prescribed by Tenable. With the default settings, the Tenable.sc server should not see a
noticeable impact when the IVR adapter is running.

API requirements for Qualys

Qualys API requirements

The Qualys API enforces limits on the API calls a customer can make based on their subscription settings. The limits
apply to the use of all Qualys APIs except “session” V2 API (session login/logout). Default API control settings are
provided by the service. Note these settings may be customized per subscription by Qualys Support.

For more details, refer to the link: https://www.qualys.com/docs/qualys-api-limits.pdf.

To estimate the number of API calls, use the below formula:

Total nunmber of APl calls = (nunber of devices / batch size ) + (nunmber of unique vulnerabilities / 350)

where;

* batch si ze - configurable parameter that describes the maximum number of devices which can be fetched in a
single API call

* nunber of devi ces - number of available devices in the scanned network

* nunber of unique vul nerabilities-number of unique vulnerabilities discovered in the scanned network

- 350 - maximum number of vulnerabilities that can be fetched in a single API call into the Qualys Knowledge
Base API.

Qualys API User requirements

It is recommended to use 'Reader' user role. To edit user account, select Users tab in the Vulnerability Management
dashboard. Hover the cursor over the Login and click Edit.


https://www.qualys.com/docs/qualys-api-limits.pdf

@ oUGlVS Cloud Platform

Vulnerability Management

- |

Dashboard ~ Vulnerabilites ~ Scans Reports Remediation  Assets KnowledgeBase

[E users (IS

[

Business Units ps Activity Log

Search‘ ‘ Filters ~ |
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B | Help~ | James Glass (hcdag) v

1-50f5

Logout

v
O Name « Login Title Role Business Unit VIP Phone Disk Space Status Last Login Modified
O API Reader - API Reader Unassigned ~ [gad 212-565-1212 o Pending Activation 03/30/2021
@] o 2 Sr Architect Manager Unassigned ~ i) 415-420-8519 3MB Active 06/21/2021 06/04/2021
0 ~ “nf7m Associate General Manager  Manager Unassigned ~ [gad 267-239-1191 0 Active 04/06/2021 11/10/2020
O Jump architect Manager Unassigned ~ i 5719287899 o Active 03/04/2021 03/04/2021
Reader Account |rccoum Reader Unassigned ~ L34l 7053767572 0 Active 06/21/2021 11/10/2020 «
| Info !

Reader Account ﬂT‘ ‘ -
1D:

Name: Reader Account

Role: Reader

Business Unit: Unassigned

GUI Access No

APl Access Yes

Company: HCL

Title: Reader Account

E-mail Address: o

Fax: -

Phone:

Address: 623 5th Ave

City: Mew York

Coanntree I Initad Qtatac nf Amarica M

In the User Role tab, select Reader as a user role and Allow access to API.
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Edit User

Launch Help

6 Information: Users must be employees or contractors of your company who are bound to confidentiality obligations as protective as those contained in the Qualys®

Service Agreement.

General Information
User Role

2

Locale
User Role: *

User Role

Asset Groups Business Unit: *
Permissions

Options

Account Activity

Security

User Status

Cancel

Reader v
[ Gul API
Unassigned v

New Business Unit
User configurations to transfer:

We recommend you allow the user to keep their configurations when they move to their new
business unit. Otherwise user data is removed permanently from your account and it can't be
recovered. Learn more

[[] Transfer personal configurations
Includes option profiles, report templates, scheduled tasks, distribution groups and search lists.

[] Transfer Asset Groups
If not selected, configurations may become inactive (e.g. report templates, schedules) and you'll
need to manually update them.

In the Asset Groups tab, you can select asset groups that you wish to have access to.
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Edit User LaunchHelp  [&

General Information
Asset Groups

Locale Use the selections below to designate which asset groups this user will have access to within this business unit.
User Role Add asset groups: | Search... v Add All | Remove Al
Asset Groups >
R

Permissions All emove

My Windows Server VM Group View | Remove
Options

TestAssetGroup View | Remove
Account Activity
Security
User Status

can

For more information on how to assign asset groups to the user, refer to the link.

In the Permissions tab select Manage VM module.


https://qualysguard.qualys.eu/qwebhelp/fo_portal/user_accounts/manage_users.htm#asset_groups
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Edit User Launch Help  [Z

General Information L.
Extended Permissions

Locale Allow this user to perform the following actions:

Manage VM module
User Role D Purge host information/history
[C] Manage SCA module

Asset Groups
Options
Account Activity
Security

User Status

cac

Refer to the link to find more information on User roles and permissions.


https://qualysguard.qualys.com/qwebhelp/fo_portal/user_accounts/user_roles_comparison_vm.htm

Chapter 3. Deployment and configuration

This module provides the steps to deploy and configure the BigFix Insights for Vulnerability Remediation solution for:
Tenable.io

Tenable.sc

Qualys

Refer to the link to learn more about other Fixlets and Tasks available for BigFix Insights for Vulnerability Remediation

solution.

Deployment and configuration for Tenable.io

This module provides the steps to deploy and configure the BigFix Insights for Vulnerability Remediation solution.

To install and configure BigFix Insights for Vulnerability Remediation service, perform below steps:

Note: To use the latest release build, uninstall the old version.

1. Enable a content site.

Navigate to BigFix License Overview Dashboard. In Compliance/Lifecycle panel, click Enable BigFix Insights

for Vulnerability Remediation Fixlet to gather the required content.
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Note: Refer to the following link for more information about License Overview dashboard.

%

) BigFix Consle m} ®
File Edit View Go Tools Help
4 Back v W Forward ~ | 8 Show Hidden Content #%) Show Non-Relevant Content | & Refresh Console
BigFix Management License Overview
.| Deployment Overview . i ;
~.i| Deployment Health Checks BigFix License Overview c | &
License Overview .
> Warnings (36) -
5 BES Deplﬂyment Upgrade (131 < BM SOFTWARE LIFECYCLE ATCH >
> [y BES Component Management (59)
> 5 Maintenance Window Management Paiches for Ubuntu 1804 0 A~
» Manage Wake-on-LAN (6)
[ Baselines (5) Patches for Windows 19
> [ Analyses (22)
> @ Actions @1) Patching Support 21
> [ Custom Content
5] Custem Filters Power Management 20
> [ Computer Management
> B Unmaznaged Assets (30) Remote Control 2
> Operators (15) i
N Manage Sites (111) Server Automation 65
Software Distribution 21
Updates for Mac Applications ]
Updates for Windows Applications 19
Updates for Windows Applications Extended 19
Virtual Endpoint Manager 21
""""" Vulnerability Reporting ]
() AncContent
Windows Point of Sale 0
{&® BigFix Management
El E
W Endpoint Protection
ENABLE Client Manager for Application Virtualization
ohg Patch Management
ENABLE Client Manager for TPMfOSD
£} Security Configuration
ENABLE MaaS360 Mobile Device Management
=4 Server Automation
J ENABLE OS Deployment
&R systems Lifecycle
ENABLE Patches for CentOS 5 Native Tools (Deprecated)
& BigFix Labs
ENABLE Patches for CentOS 6 Plugin R2
€ custom paten
ENABLE Patches for CentOS 7 Plugin R2
‘@' AVP Domain
ENABLE Patches for CentOS & v

2. Subscribe computers to the site. It is recommended to subscribe to All computers. For more information on

Computer Subscriptions Tab refer to the link.


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/Dialogs/computer_subscriptions_tab.html

File Edit View Go Tools Help Debug‘

Implementation Guide | 3 - Deployment and configuration | 25

4 Back v ® Forward ~ || #) Show Hidden Content 3 Show Non-Relevant Content | &2 Refresh Console

Al Content

> & Fixlets and Tasks (70419)
£ WebUI Apps (12)

>

[ Save Changes Discard Changes | Gather Add Files.. 3 Remove

@ Baselines (89)

& Analyses (4,101)

@ Actions (1015)

(5 Dashboards

@ Wizards

@ Custom Content

@ Custom Filters

& Computers (6)

@ Computer Groups (0)
7 Unmanaged Assets (0)
2 Operators (1)

Master Action Site

External Sites (54)

& Advanced Patching

BES Asset Discovery

BES Inventory and License

ix Insights for Vulnerability Remediatior
B Fixlets and Tasks (12)

@ Computer Groups (0)

@ Actions (0)
> @ Subscribed Computers (6)
& Dashboards
BigFix Insights for Vulnerability Remediatior
BigFix Insights for Vulnerability Remediatior
BigFix Inventory v10
BigFix Labs
A BigFix ServiceNow Data Flow

CIS Checklist for Apache 2.2 on Linux v

< >

0 All Content

&8 sigFix Management

Lo Patch Management

&
o

Activate the analysis.

(D BigFix Console

File Edit View Go Tools Help Debug

Details Computer Subscriptions Operator Permissions Role Permissions
The following computers will be subscribed to this site:
@ All computers
O No computers

(O Computers which match the condition below

|computer Name | [contains v

G Back v ® forward | #) Show Hidden Content ) Show Non-Relevant Content | &2 Refresh Console

All Content

Status of the analysis should be Activated Globally.

e [Search Analyses EL]
> & Fixlets and Tasks (69,881) || status Name Site Applicable Computer Count Time Activated
5 WebUl Apps (12) Not Activated IVR Service Properties BigFix Insights for Vulnerability Reme... 0
> @ Baselines (89) e g o feme-
> @ Analyses (4099)
> 3 Actions (881)
> @ Dashboards
> @ Wizards
> € Custom Content
> @ Custom Filters
> f@ Computers (6)
> @@ Computer Groups (0) - . .
R Unmanaged Assets (0) Analysis: VR Sevice Properties _
3 g:’e’i;‘;s m Qi Activate haueamva(e | ./ dit B Export | Hide Locally Hide Globally | 3¢ Remove
ites
Master Action Site Description Details - Applicable Computers (0)
External Sites (54)
>[5l Advanced Patching la)
> 5] BES Asset Discovery ~ Details
> & BES Inventory and License
> ) BES Support o {0
> & BigFix Insights for Vulnerability Site BigFix Insights for Vuinerability Remediation QA
> il BigFix Insights for Vulnerability Remediation BETA Status  Deactivated at 5/13/2022 5:46:35 PM by Administator
~ & BigFix Insights for Vulnerability Remediation
> B Fixets and Tasks (6)
~ Properties
. Service Status
ups (0)
& Actions (0) Period Every Report
> B Subscribed Computers (3) e e "
> @ Dashboards state of service "BFIVR'
> &) BigFix Inventory v10 e e i
> &) BigFix Labs e
> &) BigFix ServiceNow Data Flow
> &) IS Checkist for Apache 22 on L
'8 ClsCh:”:;,g;AZ:En:Se:e"rz":’:nLim . f exists service "BFIVR" then (substrings (0, length of it / 2) of it ; substrings (length of it / 2, length of it / 2 +
e (it mod 2) of length of it) of it) of lines of file ((folder of service "BFIVR" as string) & "\DataFlowsConfig.xml")
Owm else "The specified service does not exist"
@ BigFix Management |
~ Relevance
Patch Management ct >
A | Relevance 1 M
8axl< = >
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O sigFix Console
file Edit View Go Tools Help Debug

4= Back v ® Forward ~ || ®) Show Hidden Content | ) Show Non-Relevant Content | & Refresh Console

Al Content Analyses
> B Fixlets and Tasks (69,881) Status Name Site Applicable Computer Count Activated By~ Time Activated
5 WebUI Apps (12) I = e N o
> B Baselines (89) Activated Globally IVR Service Properties BigFix Insights for Vulnerability Reme.. 0 Administrator  5/13/2022 9:42:03 ...
> & Analyses (4,099)
> B Actions (881)
> [ Dashboards
> E& Wizards
> [ Custom Content
> & Custom filters
> @ Computers (6)
> @ Computer Groups (0) - i
% Unmonaged Adeets 0 Analysis: IVR Service Properties #0
. 3 gf:s;‘;s m ) Activate G Deactivate | ./ Edit B Export | Hide Locally Hide Globally | 3¢ Remove
> @ Master Action Site Description Details Results Applicable Computers (0)
v (& External Sites (54)
> &) Advanced Patching A
> /5 BES Asset Discovery ~ Details
> /5 BES Inventory and License
> &l BES Support D 10
> 8 BigFix Insights for Vulnerability Site BigFix Insights for Vulnerability Remediation QA
> [l BigFix Insights for Vulnerability Remediation BETA Status  Activated at 5/13/2022 9:42:03 AM by Administrator
v [ BigFix Insights for Vulnerability Remediation
> B Fixlets and Tasks (6)
@ Baselines (0) ~ Properties
& Analyses (1)
@ Computer Groups (0) CEDCHD
3 Actions (0) el 2
> @ Subscribed Computers (3) b I
> [ Dashboards state of service "BFIVR'
i - ::gzi 'l"a‘;i"w'yvm DataFlows Configuration
> 51 BigFix ServiceNow Data Flow Beriod Every Rapot
? ) 15 ChecKist for Apache 22 on Linux 1% exists service "BFIVR" then (substrings (0, length of it / 2) of it ; substrings (length of it / 2, length of it / 2 +
> 13 CIS ChecKlist for Apache Server 2.4 on Linux v (it mod 2) of length of it) of it) of lines of file ((folder of service "BFIVR" as string) & "\DataFlowsConfig.xml")
0“" else "The specified service does not exist"
@ BigFix Management
 Relevance
oA Patch Management Relevance 1 v
88|l < >
K3 . . P
Note: Refer to the link to learn more about Computer Subscriptions Tab.
4. Deploy the solution to the target server.
a. Click Deploy Insights for Vulnerability Remediation Fixlet in the BigFix Insights for Vulnerability
Remediation external sites.
@ Bighix Console - x

Fle Edit View Go Tools Help Debug

@ Back = ronvard

Al Content Fiets and Tasks
% Fiets and Tasks (20429

Source Sev.. Site Applicable Compu.. Open Action .. Category  DownloadSize Sowce  SourcelD  Source Rele
Deploy BigFix Insights for Vulnerabilty Remediation RIS 172 2 Deployment HCLBighix 12/1/2021

T RIS 172 0 Deployment HCLBigFi - 272021
WR16 172 2 Deployment HCL Bighix - 22021
Manage BigFix Insights for Vulnerability Remediation ETLs WRI6 172 0 Deployment HCL Bighix - 12717200
Manage BigFix Insighs for Vlnerability Remediation Service WRI26 172 o Deployment HCL Bighix 127172021
Uninstall BigFix Insights o Vulnerability Remediation WR12s 172 1 Deployment HCLBighix 22021
Task: Deploy BigFix Insightsfor Vulnerabilty Remediation Bl

4 Toke Acion | / Edit | Copy [ Export | Hide Locally Hide Gobally |  Remove

Description Details_Applicable Computers (1) Acton History 2)

Desciption

ghts for Vulneral

@ Analyses (0)
® Computer Groups (0

o w08

For more details on requirements and configuration, please visit. 15 /1elp hclechsy combigfi/ 10 lntegralions minstal_Coni
S BigFix ServiceNow Data Flow

5 IS Checist for DB2 on Windows
) IS Checkist for M SQL Server 2017
5 IS Checit for MS SQL Server 2019
5 DISA STIG Checist for RHELS

Deployment Options Configure Insights Datasource

 LOAP Directories (0)
T Roles ()

intiize Schema

s Senices

Vevas > | >

b. Fill in the blanks in the description panel and Take action to deploy the IVR services.

Please provide:
= Deployment Options

= Installation path


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/Dialogs/computer_subscriptions_tab.html
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= Configure Insights Datasource
= Database Hostname - the hostname, DNS name, or IP address for the Insights
Database
= Database - database name
= Account - the user name for the BigFix Insights Database
= Password - the password for the user name specified above
= Configure IVR ETL
= Import Vulnerability Data Into Insights - specify the desired ETL schedule for
Vulnerability data
= Import BigFix Asset Data Into Tenable.lO - specify the desired ETL schedule for Asset
data*

ETL schedule for Vulnerability data uses Cron Time String Format. Refer to the link to
find out more about the Scheduler.

The column named datasource_device_id in Bigfix Insight serves as the device
identifier for IVR purposes. This identifier is labeled as bigfix_asset_id and forwarded to
TenablelO.

*Tenable.lO offers an optional feature that allows BigFix IVR to transmit endpoint
asset data to Tenable.lO. This can potentially give Tenable users access to information
about assets that were previously unknown. By providing a more comprehensive

and current view of the assets, Tenable.lO and BigFix can help in identifying and
mitigating potential security risks, identifying under-utilized resources, and facilitating
compliance efforts. For more information about assets in Tenable.lO refer to the

following page: https://docs.tenable.com/tenableio/Content/Platform/Explore/

Fixlets and Tasks

D Name Source Sev.. Site Applicable Compu... Open Action.. Category  Download Size  Source. Source ID
3871 Deploy BigFix Insights for Vulnerability Remediation IVR 172 0 Deployment HCL BigFix

3876 Download BigFix Insights for Vulnerability Remedation Reports VR 172 0 Deployment HCL BigFix

<

Task: Deploy BigFix Insights for Vulnerability Remediation

& Take Action | /# Edit | Copy B> Export | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (1) Action History (0)

Configure IVR ETL Configure Vulnerability Management Datasource

Import Vulnerability Data Into Insights

TenablelO &

[¥limport BigFix Asset Data Into Tenable IO

ExploreAssets.htm.

= Configure Vulnerability Management Datasource


https://docs.tenable.com/vulnerability-management/Content/Explore/Assets/ExploreAssets.htm
https://docs.tenable.com/vulnerability-management/Content/Explore/Assets/ExploreAssets.htm
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= VM Platform - specify the VM Platform
= Connection String - the URL to the Vulnerability Management Platform
= Access Key - access key for the Vulnerability Management Platform

= Secret Key - secret key for the user name specified above

& Take Action | / Edit | Copy [B Export | Hide Locally Hide Globally | 3 Remove

Description Details Applicable Computers (1) Action History (2)

Deployment Options Configure Insights Datasou e

[ Intaizs Schems Diatabase

[ Start Saraces

Configure WR ETL Configure Vuinerability Management Datasource

[ Imgert Vidrersbilty Dats Inte Insights

[Tenablel O > I

[¥] import BigFix Asset Duta ino Tenable 10
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To provide proxy details click on Advanced Settings. This option is not mandatory.

Advanced Settings

Proxy Settings forinsights Datasource Proxy SettingsforVim

Note: Please note the following pre-requisites:
> Microsoft Visual Studio C++ Redistributable 2012:https://www.microsoft.com/en-
in/download/details.aspx?id=30679

> Microsoft ODBC Driver 17 for SQL Server: https://www.microsoft.com/en-us/download/
details.aspx?id=56567

= https://www.microsoft.com/en-us/download/details.aspx?id=56567

The Fixlet will attempt to deploy the pre-requisites automatically.

Warning: Do not deploy the BigFix Insights for Vulnerability Service to more than 1 machine.

Warning: Do not have more than 2 dataflows per IVR Service.

5. Select target devices under Target tab and click OK.


https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
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| Dlsnew oy persons prses

Wait for the deployment to complete. Status should show 100% completed.

* Stalus

100.00% Completed (1 of 1 applicable computers)

Status Count Percentage

Completed 1 100.00%

6. If Start services option was selected in the Description panel BigFix Insights for Vulnerability Remediation
service should be present and in Running state in the Services. Otherwise, the BigFix Insights for Vulnerability
Remediation service must be started manually. This indicates deployment is completed. Deployment can be

checked on the log file: install.log.

Refer to the following link to learn more about other IVR Tasks.

Deployment and configuration for Tenable.sc

This module provides the steps to deploy and configure the BigFix Insights for Vulnerability Remediation solution.

To install and configure BigFix Insights for Vulnerability Remediation service, perform below steps:

Note: To use the latest release build, the old version must be uninstalled.



1. Enable a content site.
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Navigate to BigFix License Overview Dashboard. In Compliance/Lifecycle panel, click Enable BigFix Insights

for Vulnerability Remediation Fixlet to gather the required content.

&) BigFix Console

Fle  Edit
4 Back ~

BigFix Management

View Go Tools Help

1| Deplayment Overview

1| Deployment Health Checks

| License Overview

E] Warmings (36)

[ BES Deployment Upgrade (131)
{4 BES Component Management (53)
E5) Maintenance Window Management
| Manage Wake-on-LAN (8)

[ Baselines (5)

@y Analyses (22)

3 Actions (21)

E5 Custom Content

£ Custom Filters

E5) Computer Management

iF, Unmanaged Assets (30)

[E Operators (15)

&) Manage Sites (111)

() Ancontent

) BigFix Management
W Endpoint Protection
ohe Patch Management
42} Security Configuration
+¥% Server Automation
&8 systems Lifecycle
& BigFix Labs

e Custom Patch

i AVP Domain

License Overview

Forward = | ) Show Hidden Content £ Show Non-Relevant Content | k¥ Refresh Console

BigFix License Overview

LIFECYGLE

Patches for Ubuntu 1804
Patches for Windows
Patching Support

Power Management

Remote Control

Server Automation

Software Distribution
Updates for Mac Applications

Updates for Windows Applications

Updates for Windows Applications Extended

Virtual Endpoint Manager
Vulnerability Reporting

Windows Point of Sale

ENABLE BigFix Insights for Vulnerability Remediation
ENABLE Client Manager for Application Virtualization
ENABLE Client Manager for TPMfOSD

ENABLE MaaS360 Mobile Device Management

ENABLE QS Deployment

ENABLE Patches for CentOS 5 Native Tools (Deprecated)
ENABLE Patches for CentOS 6 Plugin R2

ENABLE Patches for CentOS 7 Plugin R2

ENABLE Paiches for CentOS §

Note: Refer to the following link for more information about License Overview dashboard.

2. Subscribe computers to the site. It is recommended to subscribe to All computers. For more information on

Computer Subscriptions Tab refer to the link.


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/Dialogs/computer_subscriptions_tab.html

File Edit View Go Tools Help Debug‘
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4 Back v ® Forward ~ || #) Show Hidden Content 3 Show Non-Relevant Content | &2 Refresh Console

Al Content

> & Fixlets and Tasks (70419)
£ WebUI Apps (12)

@ Baselines (89)

& Analyses (4,101)

3 Actions (1,015)

(5 Dashboards

@ Wizards

@ Custom Content

@ Custom Filters

& Computers (6)

@ Computer Groups (0)
7 Unmanaged Assets (0)
2 Operators (1)

>

Master Action Site

External Sites (54)

& Advanced Patching

BES Asset Discovery

BES Inventory and License

ix Insights for Vulnerability Remediatior
B Fixlets and Tasks (12)

@ Computer Groups (0)

@ Actions (0)
> @ Subscribed Computers (6)
& Dashboards
BigFix Insights for Vulnerability Remediatior
BigFix Insights for Vulnerability Remediatior
BigFix Inventory v10
BigFix Labs
A BigFix ServiceNow Data Flow

CIS Checklist for Apache 2.2 on Linux v

< >

0 All Content

&8 sigFix Management

Lo Patch Management

(lsave Changes Discard Changes

Gather Add Files.. 3 Remove

&
o

Activate the analysis.

(D BigFix Console

File Edit View Go Tools Help Debug

Details Computer Subscriptions Operator Permissions Role Permissions
The following computers will be subscribed to this site:
@ All computers
O No computers

(O Computers which match the condition below

|computer Name | [contains v

4 Back v ® forward ~ | #) Show Hidden Content ) Show Non-Relevant Content | &2 Refresh Console

All Content

Status of the analysis should be Activated Globally

e [Search Analyses Bl
> & Fixlets and Tasks (69,881) || status Name Site Applicable Computer Count ~ Activated By Time Activated
5 WebUl Apps (12) Not Activated IVR Service Properties BigFix Insights for Vulnerability Reme... 0
> @ Baselines (89) e g o feme-
> @ Analyses (4099)
> 3 Actions (881)
> @ Dashboards
> @ Wizards
> € Custom Content
> @ Custom Filters
> f@ Computers (6)
> @@ Computer Groups (0) - . .
@ Unmanaged Assets (0) s S evice op e =
3 g:’e’i;‘;s m Qi Activate haueamva(e | ./ dit B Export | Hide Locally Hide Globally | 3¢ Remove
ites
Master Action Site Description Details - Applicable Computers (0)
External Sites (54)
> 8] Advanced Patching A
> 5] BES Asset Discovery ~ Details
> &) BES Inventory and License
> ) BES Support o {0
> & BigFix Insights for Vulnerability Site BigFix Insights for Vuinerability Remediation QA
> il BigFix Insights for Vulnerability Remediation BETA Status  Deactivated at 5/13/2022 5:46:35 PM by Administator
~ & BigFix Insights for Vulnerability Remediation
> B Fixlets and Tasks (6)
~ Properties
e Service Status
ups (0)
& Actions (0) Period Every Report
> B Subscribed Computers (3) e - "
> @ Dashboards state of service "BFIVR
> &) BigFix Inventory v10 e e i
> &) BigFix Labs e
> &) BigFix ServiceNow Data Flow
> &) IS Checkist for Apache 22 on L
3 B CIS Checklist for Apache Server 2.4 on Linix . £ exists service "BFIVR" then (substrings (0, length of it / 2) of it ; substrings (length of it / 2, length of it / 2 +
ere (it mod 2) of length of it) of it) of lines of file ((folder of service "BEIVR" as string) & "\DataFlowsConfig.xml")
Owm else "The specified service does not exist"
@ BigFix Management |
~ Relevance
Patch Management ct >
A | Relevance 1 M
84|l < o >
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O sigFix Console
file Edit View Go Tools Help Debug

4= Back v ® Forward ~ || ®) Show Hidden Content | ) Show Non-Relevant Content | & Refresh Console

Al Content Analyses
> B Fixlets and Tasks (69,881) Status Name Site Applicable Computer Count Activated By~ Time Activated
5 WebUI Apps (12) I = S N o
> B Baselines (89) Activated Globally IVR Service Properties BigFix Insights for Vulnerability Reme.. 0 Administrator  5/13/2022 9:42:03 ...
> @ Analyses (40%9)
> B Actions (881)
> [ Dashboards
> E& Wizards
> [ Custom Content
> @ Custom Filters
> @ Computers (6)
> @ Computer Groups (0) - i
% Unmonaged Adeets 0 Analysis: IVR Service Properties #0
. 2 SO::S;;S ™ ) Activate G Deactivate | ./ Edit B Export | Hide Locally Hide Globally | 3¢ Remove
> & Master Action Site Description Details Results Applicable Computers (0)
v (& External Sites (54)
> &) Advanced Patching A
> /5 BES Asset Discovery ~ Details
> /5 BES Inventory and License
> &l BES Support D 10
> 8 BigFix Insights for Vulnerability Site BigFix Insights for Vunerabilty Remediation QA
> [l BigFix Insights for Vulnerability Remediation BETA Status  Activated at 5/13/2022 9:42:03 AM by Administrator
v [ BigFix Insights for Vulnerability Remediation
> B Fixlets and Tasks (6)
@ Baselines (0) ~ Properties
& Analyses (1)
@ Computer Groups (0) CEDCHD
3 Actions (0) feriod Sy Rapor
> @ Subscribed Computers (3) b ice "BEIVRM
> [@ Dashboards state of service "BFIVR'
i : ::gzi 'l"a‘;i"w'yvm DataFlows Configuration
> 51 BigFix ServiceNow Data Flow Beriod Every Rapot
? ) 15 ChecKist for Apache 22 on Linux 1% exists service "BFIVR" then (substrings (0, length of it / 2) of it ; substrings (length of it / 2, length of it / 2 +
> 13 CIS ChecKlist for Apache Server 2.4 on Linux v (it mod 2) of length of it) of it) of lines of file ((folder of service "BFIVR" as string) & "\DataFlowsConfig.xml")
OA" else "The specified service does not exist"
@ BigFix Management
 Relevance
oA Patch Management Relevance 1 v
84 l< >
Ky . . _——
Note: Refer to the link to learn more about Computer Subscriptions Tab.
4. Deploy the solution to the target server.
a. Click Deploy Insights for Vulnerability Remediation Fixlet in the BigFix Insights for Vulnerability
Remediation external site.
D BigFix Console - X

Fle Edit View Go Tools Help Debug

@ Back = ronvard

Al Content Fiets and Tasks
% Fiets and Tasks (20429

Source Sev.. Site Applicable Compu.. Open Action .. Category  DownloadSize Sowce  SourcelD  Source Rele
Deploy BigFix Insights for Vulnerabilty Remediation RIS 172 2 Deployment HCLBighix 12/1/2021

T RIS 172 0 Deployment HCLBigFi - 272021
WR16 172 2 Deployment HCL Bighix - 22021
Manage BigFix Insights for Vulnerability Remediation ETLs WRI6 172 0 Deployment HCL Bighix - 12717200
Manage BigFix Insighs for Vlnerability Remediation Service WRI26 172 o Deployment HCL Bighix 127172021
Uninstall BigFix Insights o Vulnerability Remediation WR12s 172 1 Deployment HCLBighix 22021
Task: Deploy BigFix Insightsfor Vulnerabilty Remediation Bl

4 Toke Acion | / Edit | Copy [ Export | Hide Locally Hide Gobally |  Remove

Description Details_Applicable Computers (1) Acton History 2)

Desciption

ghts for Vulneral

@ Analyses (0)
® Computer Groups (0

o w08

For more details on requirements and configuration, please visit. 15 /1elp hclechsy combigfi/ 10 lntegralions minstal_Coni
S BigFix ServiceNow Data Flow

5 IS Checist for DB2 on Windows
) IS Checkist for M SQL Server 2017
5 IS Checit for MS SQL Server 2019
5 DISA STIG Checist for RHELS

Deployment Options Configure Insights Datasource

 LOAP Directories (0)
T Roles ()

intiize Schema

s Senices

Vevas > | >

b. Fill in the blanks in the description panel and Take action to deploy the IVR services.

Please provide:
= Deployment Options

= Installation path


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/Dialogs/computer_subscriptions_tab.html
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= Configure Insights Database
= Database Hostname - the hostname, DNS name, or IP address for the Insights
Database
= Database - database name
= Account - the user name for the BigFix Insights Database
= Password - the password for the user name specified above
= Configure IVR ETL
= Vulnerability Import Schedule - specify the desired ETL schedule for Vulnerability data.
ETL schedule for Vulnerability data uses Cron Time String Format. Refer to the link to
find out more about the Scheduler.
= Configure Vulnerability Management Datasource
= specify the VM Platform
= Connection String - the URL to the Vulnerability Management Platform
= Account - the user name for the Vulnerability Management Platform
= Password - the password for the user name specified above
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& Take Action | / Edit | Copy [B»Export | Hide Locally Hide Globally | 3§ Remove

Description Details Applicable Computers (1) Action History (2)

Deployment Options

instalation Path

Fiaase prode P des el inelas bon. pain

Hintaize Schema

When checied, this Fodel wil whds i the configuiaion sad SlEmgt & mnitisie he
SRBSCURSE SCHEMAS. ITun che e, B JAREAEE Wl Sie 1 be oital s
manually

[¥] Start Sanaces

Whan checis o, this Fosstwil wikaa B e configuraion and FENTRE SO 0
iz instaled funchacked, he Bighiv sights £ Vuinacabi ity PRemedis son
Berive will have © be s bt manaaihy

Configure VR ETL

[ 1mpert Vulnersilty Dsta Intc Insights
When cheshed, the ETL fom t Vo lnera b yllanagemen tsyasem iz Big P

Iraaghs will b ena bled

Vulnerabaity impor Sdheduie

Pisam paafy fa depmd ETL s souls b Vianess i asra

Configure Insights Datasou fce

Database Hostname

Figase provde e hosname DNS name. or P Address for e nsghie
Dambase

Databas:

Flease prawde Be Satabas & fi e

Account

Fwase prowde be usemams by he SgFie haghs daiztass

Pagzanrd

Flease prowie Be pas sword ot Bk ud er name s pesiled ab e

‘Configure Vulnerability Management Datasource

WM Platform

Poase specilythe Vulrerabi ayblana germe niPlatb m

Connection String

Peass proude te LR & e Vanenb Stybies sgern o Plathmn

Apcount
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To provide proxy details click on Advanced Settings. This option is not mandatory.

Advanced Settings

Proxy Settings forinsights Datasource Proxy SettingsforVim

Note: Please note the following pre-requisites:
> Microsoft Visual Studio C++ Redistributable 2012:https://www.microsoft.com/en-
in/download/details.aspx?id=30679

> Microsoft ODBC Driver 17 for SQL Server: https://www.microsoft.com/en-us/download/
details.aspx?id=56567

= https://www.microsoft.com/en-us/download/details.aspx?id=56567

The Fixlet will attempt to deploy the pre-requisites automatically.

1. Warning: Do not deploy the BigFix Insights for Vulnerability Remediation Service to more than 1

machine.

1. Warning: Do not have more than 1 dataflow per IVR Service.

5. Select target devices and click OK.


https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
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Wait for the deployment to complete. Status should show 100% completed.

* Stalus

100.00% Completed (1 of 1 applicable computers)

Status Count Percentage

Completed 1 100.00%

6. If Start services option was selected in the Description panel BigFix Insights for Vulnerability Remediation
service should be present and in Running state in the Services. Otherwise, the BigFix Insights for Vulnerability
Remediation service must be started manually. This indicates deployment is completed. can be checked on

the log file: install.log.

Refer to the following link to learn more about other IVR Tasks.

Deployment and configuration for Qualys

This module provides the steps to deploy and configure the BigFix Insights for Vulnerability Remediation solution.

To install and configure BigFix Insights for Vulnerability Remediation service, perform below steps:

Note: To use the latest release build, the old version must be uninstalled.
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1. Enable a content site.

Navigate to BigFix License Overview Dashboard. In Compliance/Lifecycle panel, click Enable BigFix Insights

for Vulnerability Remediation Fixlet to gather the required content.

&) BigFix Console

File Edit View Go Tools Help
4 Back ~
BigFix Management

1| Deplayment Overview

1| Deployment Health Checks

| License Overview

E] Warmings (36)

[ BES Deployment Upgrade (131)
{4 BES Component Management (53)
E5) Maintenance Window Management
| Manage Wake-on-LAN (8)

[ Baselines (5)

@y Analyses (22)

3 Actions (21)

E5 Custom Content

£ Custom Filters

E5) Computer Management

iF, Unmanaged Assets (30)

[E Operators (15)

&) Manage Sites (111)

() Ancontent

) BigFix Management
W Endpoint Protection
ohe Patch Management
42} Security Configuration
+¥% Server Automation
&8 systems Lifecycle
& BigFix Labs

e Custom Patch

i AVP Domain

Note: Refer to the following link for more information about License Overview dashboard.

License Overview

Forward = | ) Show Hidden Content £ Show Non-Relevant Content | k¥ Refresh Console

BigFix License Overview

LIFECYGLE

Patches for Ubuntu 1804
Patches for Windows
Patching Support

Power Management

Remote Control

Server Automation

Software Distribution
Updates for Mac Applications

Updates for Windows Applications

Updates for Windows Applications Extended

Virtual Endpoint Manager
Vulnerability Reporting

Windows Point of Sale

ENABLE BigFix Insights for Vulnerability Remediation
ENABLE Client Manager for Application Virtualization
ENABLE Client Manager for TPMfOSD

ENABLE MaaS360 Mobile Device Management

ENABLE QS Deployment

ENABLE Patches for CentOS 5 Native Tools (Deprecated)
ENABLE Patches for CentOS 6 Plugin R2

ENABLE Patches for CentOS 7 Plugin R2

ENABLE Paiches for CentOS §

2. Subscribe computers to the site. It is recommended to subscribe to All computers. For more information on

Computer Subscriptions Tab refer to the link.


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/Dialogs/computer_subscriptions_tab.html

File Edit View Go Tools Help Debug‘
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4 Back v ® Forward ~ || #) Show Hidden Content 3 Show Non-Relevant Content | &2 Refresh Console

Al Content

> & Fixlets and Tasks (70419)
£ WebUI Apps (12)

>

[ Save Changes Discard Changes | Gather Add Files.. 3 Remove

@ Baselines (89)

& Analyses (4,101)

@ Actions (1015)

(5 Dashboards

@ Wizards

@ Custom Content

@ Custom Filters

& Computers (6)

@ Computer Groups (0)
7 Unmanaged Assets (0)
2 Operators (1)

Master Action Site

External Sites (54)

& Advanced Patching

BES Asset Discovery

BES Inventory and License

ix Insights for Vulnerability Remediatior
B Fixlets and Tasks (12)

@ Computer Groups (0)

@ Actions (0)
> @ Subscribed Computers (6)
& Dashboards
BigFix Insights for Vulnerability Remediatior
BigFix Insights for Vulnerability Remediatior
BigFix Inventory v10
BigFix Labs
A BigFix ServiceNow Data Flow

CIS Checklist for Apache 2.2 on Linux v

< >

0 All Content

&8 sigFix Management

Lo Patch Management

&
o

Activate the analysis.

(D BigFix Console

File Edit View Go Tools Help Debug

Details Computer Subscriptions Operator Permissions Role Permissions
The following computers will be subscribed to this site:
@ All computers
O No computers

(O Computers which match the condition below

|computer Name | [contains v

4 Back v ® forward ~ | #) Show Hidden Content ) Show Non-Relevant Content | &2 Refresh Console

All Content

Status of the analysis should be Activated Globally.

e [Search Analyses Bl
> & Fixlets and Tasks (69,881) || status Name Site Applicable Computer Count Time Activated
5 WebUl Apps (12) Not Activated IVR Service Properties BigFix Insights for Vulnerability Reme... 0
> @ Baselines (89) e g o feme-
> @ Analyses (4099)
> 3 Actions (881)
> @ Dashboards
> @ Wizards
> € Custom Content
> @ Custom Filters
> f@ Computers (6)
> @@ Computer Groups (0) - . .
R Unmanaged Assets (0) Analysis: VR Sevice Properties _
3 g:’e’i;‘;s m Qi Activate haueamva(e | ./ dit B Export | Hide Locally Hide Globally | 3¢ Remove
ites
Master Action Site Description Details - Applicable Computers (0)
External Sites (54)
>[5l Advanced Patching la)
> 5] BES Asset Discovery ~ Details
> & BES Inventory and License
> ) BES Support o {0
> & BigFix Insights for Vulnerability Site BigFix Insights for Vuinerability Remediation QA
> il BigFix Insights for Vulnerability Remediation BETA Status  Deactivated at 5/13/2022 5:46:35 PM by Administator
~ & BigFix Insights for Vulnerability Remediation
> B Fixets and Tasks (6)
~ Properties
e Service Status
ups (0)
& Actions (0) Period Every Report
> B Subscribed Computers (3) e - "
> @ Dashboards state of service "BFIVR
> &) BigFix Inventory v10 e e i
> &) BigFix Labs e
> &) BigFix ServiceNow Data Flow
> &) IS Checkist for Apache 22 on L
'8 ClsCh:”:;,g;AZ:En:Se:e"rz":’:nLim . f exists service "BFIVR" then (substrings (0, length of it / 2) of it ; substrings (length of it / 2, length of it / 2 +
e (it mod 2) of length of it) of it) of lines of file ((folder of service "BFIVR" as string) & "\DataFlowsConfig.xml")
Owm else "The specified service does not exist"
@ BigFix Management |
~ Relevance
Patch Management ct >
A | Relevance 1 M
8axl< = >




Implementation Guide | 3 - Deployment and configuration | 40

O sigFix Console
file Edit View Go Tools Help Debug

4= Back v ® Forward ~ || ®) Show Hidden Content | ) Show Non-Relevant Content | & Refresh Console

Al Content Analyses
> B Fixlets and Tasks (69,881) Status Name Site Applicable Computer Count Activated By~ Time Activated
5 WebUI Apps (12) I = S N o
> B Baselines (89) Activated Globally IVR Service Properties BigFix Insights for Vulnerability Reme.. 0 Administrator  5/13/2022 9:42:03 ...
> @ Analyses (40%9)
> B Actions (881)
> [ Dashboards
> E& Wizards
> [ Custom Content
> @ Custom Filters
> @ Computers (6)
> @ Computer Groups (0) - i
% Unmonaged Adeets 0 Analysis: IVR Service Properties #0
. 2 SO::S;;S ™ ) Activate G Deactivate | ./ Edit B Export | Hide Locally Hide Globally | 3¢ Remove
> & Master Action Site Description Details Results Applicable Computers (0)
v (& External Sites (54)
> &) Advanced Patching A
> /5 BES Asset Discovery ~ Details
> /5 BES Inventory and License
> &l BES Support D 10
> 8 BigFix Insights for Vulnerability Site BigFix Insights for Vunerabilty Remediation QA
> [l BigFix Insights for Vulnerability Remediation BETA Status  Activated at 5/13/2022 9:42:03 AM by Administrator
v [ BigFix Insights for Vulnerability Remediation
> B Fixlets and Tasks (6)
@ Baselines (0) ~ Properties
& Analyses (1)
@ Computer Groups (0) CEDCHD
3 Actions (0) feriod Sy Rapor
> @ Subscribed Computers (3) b ice "BEIVRM
> [@ Dashboards state of service "BFIVR'
i : ::gzi 'l"a‘;i"w'yvm DataFlows Configuration
> 51 BigFix ServiceNow Data Flow Beriod Every Rapot
? ) 15 ChecKist for Apache 22 on Linux 1% exists service "BFIVR" then (substrings (0, length of it / 2) of it ; substrings (length of it / 2, length of it / 2 +
> 13 CIS ChecKlist for Apache Server 2.4 on Linux v (it mod 2) of length of it) of it) of lines of file ((folder of service "BFIVR" as string) & "\DataFlowsConfig.xml")
OA" else "The specified service does not exist"
@ BigFix Management
 Relevance
oA Patch Management Relevance 1 v
84 l< >
Ky . . _——
Note: Refer to the link to learn more about Computer Subscriptions Tab.
4. Deploy the solution to the target server.
a. Click Deploy Insights for Vulnerability Remediation Fixlet in the BigFix Insights for Vulnerability
Remediation external site.
D BigFix Console - X

Fle Edit View Go Tools Help Debug

@ Back = ronvard

Al Content Fiets and Tasks
% Fiets and Tasks (20429

Source Sev.. Site Applicable Compu.. Open Action .. Category  DownloadSize Sowce  SourcelD  Source Rele
Deploy BigFix Insights for Vulnerabilty Remediation RIS 172 2 Deployment HCLBighix 12/1/2021

T RIS 172 0 Deployment HCLBigFi - 272021
WR16 172 2 Deployment HCL Bighix - 22021
Manage BigFix Insights for Vulnerability Remediation ETLs WRI6 172 0 Deployment HCL Bighix - 12717200
Manage BigFix Insighs for Vlnerability Remediation Service WRI26 172 o Deployment HCL Bighix 127172021
Uninstall BigFix Insights o Vulnerability Remediation WR12s 172 1 Deployment HCLBighix 22021
Task: Deploy BigFix Insightsfor Vulnerabilty Remediation Bl

4 Toke Acion | / Edit | Copy [ Export | Hide Locally Hide Gobally |  Remove

Description Details_Applicable Computers (1) Acton History 2)

Desciption

ghts for Vulneral

@ Analyses (0)
® Computer Groups (0

o w08

For more details on requirements and configuration, please visit. 15 /1elp hclechsy combigfi/ 10 lntegralions minstal_Coni
S BigFix ServiceNow Data Flow

5 IS Checist for DB2 on Windows
) IS Checkist for M SQL Server 2017
5 IS Checit for MS SQL Server 2019
5 DISA STIG Checist for RHELS

Deployment Options Configure Insights Datasource

 LOAP Directories (0)
T Roles ()

intiize Schema

s Senices

Vevas > | >

b. Fill in the blanks in the description panel and Take action to deploy the IVR services.

Please provide:
= Deployment Options:

= Installation path


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/Dialogs/computer_subscriptions_tab.html
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= Configure Insights Database
= Database Hostname - the hostname, DNS name, or IP address for the Insights
Database
= Database - database name
= Account - the user name for the BigFix Insights Database
= Password - the password for the user name specified above
= Configure IVR ETL
= Vulnerability Import Schedule - ETL schedule for Vulnerability data uses Cron Time
String Format. Refer to the link to find out more about the Scheduler
= Configure Vulnerability Management Datasource:
= specify the VM Platform
= Connection String - the URL to the Vulnerability Management Platform
= Account - the user name for the Vulnerability Management Platform

= Password - the password for the user name specified above
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&7 Take Action | / Edit | Copy [B»Export | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (1) Action History (2)

Deployment Oplions Configure Insig his Datasou rce
instadation Path Database Hostname
Fiagee proeds P des red inslals o path Fleass prowde he hosname DNS name or IF Addre ss o he neghs
Damtase
Database

Hintalzs Schems

‘When checied this Fodet wil @ bda® the configura fon and anemet & initad = he
S BEC IR SChemas Ifun cheohed, Be JaBbaee Wil b 1 b o bal e
wepally Feave prowde e datatase nime

Account
[ Stant Sanices

When checid, this Fotet will @k2a B 1ne configurd ian ad FEINERE BT 38T
iz instaled |funcheoked, he BigF insighs b VulnecabiinPemedis s Fmase prawde Be ukemams b he Sghe aghs dsakass
Serdoe will ha e 0 be 3 ried manaalhy

Password

Flesse prowde b password bt B user name 3 pesiled sbne

Configure WR ETL Configure Vulnermbility Management Datasource

VM Platiorm

Eumwmmmhu- *

When cheoled, the ETL tom Be Vulhera b ylUanag emen syasem ia By Fix
rasgh e will e snabied

Fiaase specilythe Vulne rabi ryllana gement Flaib m

WVilnerabiity import Schedubs Connechion String

Fieaw paal fa seared £TL sonsaufs b W smb ity 0sfa Fizase prode be LR & he Vuin ek iyl sgernent Paticm

Account
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To provide proxy details click on Advanced Settings. This option is not mandatory.

Advanced Settings

Proxy Settings forinsights Datasource Proxy SettingsforVim

Note: Please note the following pre-requisites:
> Microsoft Visual Studio C++ Redistributable 2012:https://www.microsoft.com/en-
in/download/details.aspx?id=30679

> Microsoft ODBC Driver 17 for SQL Server: https://www.microsoft.com/en-us/download/
details.aspx?id=56567

= https://www.microsoft.com/en-us/download/details.aspx?id=56567

The Fixlet will attempt to deploy the pre-requisites automatically.

1. Warning: Do not deploy the BigFix Insights for Vulnerability Remediation Service to more than 1

machine.

1. Warning: Do not have more than 1 dataflow per IVR Service.

5. Select target devices and click OK. Wait for the deployment to complete.


https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
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Status should show 100% completed.

* Stalus
100.00% Completed (1 of 1 applicable computers)
Status Count Percentage

Completed 1 100.00%

6. If Start services option was selected in the Description panel BigFix Insights for Vulnerability Remediation
service should be present and in Running state in the Services. Otherwise, the BigFix Insights for Vulnerability

Remediation service must be started manually. This indicates deployment is completed. can be checked on

the log file: install.log.

Refer to the following link to learn more about other IVR Tasks.



Chapter 4. Setting up IVR App

Use this module to install and set up your WebUI IVR app.

In order to make WebUI IVR app fully functional, ensure that all the following actions are performed:

1. Deploy WebUI.
Refer to the BigFix WebUI documentation, where you can find information about how to install, maintain, and
use BigFix WebUI.

2. Deploy Insights.
Refer to the BigFix Insights documentation, where you can find information about how to setup your BigFix
Insights.

3. Deploy and configure IVR Service.
Refer to IVR documentation to deploy and configure the BigFix Insights for Vulnerability Remediation solution
for the different Vulnerability Management products.

4. Run ETLs.

a. Run Insights ETL - refer to the Insights ETL documentation to learn how to run Insights ETL.

b. Run IVR dataflow - refer to the IVR dataflow documentation to learn how to run IVR ETL.
5. Configure WebUI IVR Access.

There are two ways to configure WebUI IVR:

o As primary datasource

Once your initial setup of BigFix Insights is performed. Click the gear icon in the WebUI navigation bar,

select Insights, connect to the database and click Access IVR Data tab.

(DBiGFIx  Devices  Appsv  Deployments  Reports P

Data Source Linked items Settings IVR Access

Keep track of which data sources have access to IVR data

To give other data sources access to IVR data, you must

and copy the unique access code
lect ‘Access IVR Data’ from the WebUl settings menu (gear icon

Access URL: https://10.190.70.33:52318 &

Data Source. IVR Access Code used Access code expiry Used by Hostname/IP
crant B in7 days

@D oeny



https://help.hcltechsw.com/bigfix/10.0/webui/index.html
https://help.hcltechsw.com/bigfix/10.0/insights/index.html
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= Toggle to Grant access to the selected data source
@
= Click to automatically configure IVR. Once it is completed symbol will be changed to
Grant @

Auto-configuration succeeded
Pl

o As secondary datasource

To configure access as a secondary datasource, follow the steps provided in IVR Access tab:
= On the IVR access column, toggle to Grant access to the selected data source.
= An access code is automatically generated and available until its expiry date. Mouseover to

view and copy the unique access code.

oo oo o oo

Data Source inked ltems Settings IVR Access

Keep track of which data sources have access to IVR data

To give other data sources access to IVR data, you must

1..0n the IVR acces:

jumn, togale to Grant access to the selected data source
2. An access code | c

ta s
generated and avallable xpiry date. Mouse-over 1o view and copy the unique access code

perator, and instruct them to select ‘Access IVR Data' from the WebUI set
‘and code.

ttings menu (gear lcon

Access URL https://10.190.70.33:5231

Data Source VR Access Code used Access code expiry Usedby Hostname/tp
Grnt in7days
& oeny 1020, 2022 1:40 P

= Deliver the access code and the access URL to the data source's operator and instruct them
to select 'Access IVR Data' from the WebUI settings menu (gear icon at the top right corner of

WebUlI), then input the supplied access URL and code.

Access IVR Data

To view vulnerability data, enter the IVR access code (case-sensitive) recieved from your Insights Administrator.
Access URL*

hitps:/10.134.146.110:52318

IVR Access Code*

3552116482cd

@ Accesh granted. IVR will be available from the Apps menu upon page refresh. Go to VR How |
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= Once the access is granted, IVR app appears in the WebUI Apps drop-down menu.

0 BIGFIX Devices Apps - Deployments Reports
Overview -

Custom
Insights

abc

10 devcies with -:ri

MCM
Patch
Patch Policies
Profile
Query

Software

6. IVR App User's Guide


https://help.hcltechsw.com/bigfix/10.0/webui/WebUI/Users_Guide/c_get_started_with_IVR.html

Chapter 5. Scheduling IVR ETL

The Extract, Transform, Load (ETL) process pulls data from a datasource and stores it in the IVR database. An ETL
process consumes significant time and resources and hence must be performed on a customized schedule to
minimize disruption. In IVR, you can schedule an ETL daily, weekly, or monthly.

Perform the following steps to schedule an ETL in IVR:

1. Initial IVR ETL scheduling is made during deployment. Refer to the link to see how to deploy IVR Service and
configure ETL.

| BigFix Console. - x
fle it View Go Took Help Debug
& Back v ~ B Show Hidden Content ¥ Show Non-Relevant Content & Refresh Console
Al Content Fidetsand Tasks Bech et anaTass 7]
% Fidets and Tasks 70590) NI Source Sev...Site Applicable Compute.. Unlocked C.. OpenActio.. Category  Download.. Souce  SourcelD  Source Rele.
% W aops 12 150 [[ocpioy Bigrc migns for vuneravity Remeciation Sigixnignisfor V- 2/3 us 2 Depioyment HeLBigfi.. s
R Acatyres 101) 155 o = BigFix Insights for V. 1/3 173 0 Deployment HCL Bigix 2712021
B Actons (1.044) 153 Manage BigFix nsight for Vulnerabilty Remediation Da sighix nsightsfor V.. 1/3 3 13 Deployment HCL Bighix 12717200
& Dashboarcs 14 Manage Bigkxlnsighs for sigF v 173 3 0 Deployment HCL BigFix /202
@ Wizards 152 Manage Bigf ig! BigFix Insight V. 1/3 1/3 0 Deployment. HCL BigFix 127172001
@ Cutom Conteat 151 UrinstallBighx Insights for Vinerabilty Remediation sighi nsights for V.. 1/3 13 2 Deployment HCLBigFix a0z
% Computers 6)
@ Computer Groups (0)
@ Unmanaged Assets (0)
B Operators (1)
© & sies 57
Master Action Ste
v & Extemal Sites (53)
Civonecs oaaing Task: Deploy BgFix Insights or Vinerabilty Remediation ]
BES Asse Discover ~ il
e e & Take Action | / Copy B Export | Hide Locally Hide Globally | %
Description Detals Applicable Computers 2) Action History 9)
v ISty Remediation
’
Configure IVR ETL Configure Vulnerability Management Datasource
® Computer Groups O
@ Actions (0)
1@ Subscived Computers () linpot VueabityDaa o nsits
< & Dashboards T |
4 Create Baseine from Fie Lis
BigFix nsights for Vlnerabilty Remedlation BETA
Bigfix Inventory vi0
Bigfix Labs
BigFix SenviceNow Data Fow
IS Checkist for Apache 2.2 on Linix
1S Checkist fo Apache Server 2.4 on Linix
IS Checkistfor CentOS Linix 6
I Creckist for CentOS Linux 7
1 Checkist fo CentOS Linx &
0 Checkistfor DB2 on Linix
I Checkist for Oracie Linux 6
1 Checkist for Oracie Linux 7
I Checkist for RHEL S
IS Creckist for RHEL 6
I Checkist for RHEL 7
IS Checkist for RHEL 8
DISA STIG Checis forOracie Database 12c on Windows
DISA STIG Checkist for RHEL 3
DISA STIG Checkis for RHEL 5 - RG03
ISA STIG Choebi o BHEL 7 v
() A Contemt
& sigFix Management
Patch Management
£ Advanced Settings g \
#8l< >

2. After you complete the initial configuration of IVR Service, you can configure IVR ETL using Manage BigFix

Insights for Vulnerability Remediation ETLs Fixlet.
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Note: IVR Service must be stopped to perform this task. To stop the service use Manage BigFix
Insights for Vulnerability Remediation Service Fixlet and Take Action on Stop IVR Service.

@ sigeixConsole

Fle Edt View Go Tools Help Debug

% Back + # Forward +
Al Content Fadets and Tasks [Search Fixets and Tasts
% Fodets and Tasks 705%0) Ao Name Source Sev.. Site Applicable Compute.. Unlocked C.. OpenActio.. Category  Download . Source  SourcelD  Source Rele
i?‘”}’“"{:‘gt‘a 150 Deploy BigFix Insights for Vulnerability Remediation BigFix Insights for V.. 2/3 2/3 2 Deployment HCL BigFix 12717201
R Anayses (4100) 155 Download BigFixInsights for Vulnerabiity Remediation Reports BigFixInsightsfor .. 1/3 13 0 Deployment HCL BigFix 2170
 Actons (1044) 153 Manage BigFi Insights for ulnerabilty Remediation Datasources Bighixnsightsfor . 1/3 13 3 Deployment HCL Bighix. 2717200
& Dashooards 5 gFix nsig - 173 173 3 Deployment HCL BigFix 1212021
& Wizards 152 ty - /3 13 o Deployment HCL BigFix . 121172021
8 Custom Contens 151 TRGTEG R TGRET igfix nsights for igix
£ oo conte 5 VAT B TG BigFixInsightsfor V. 1/3 13 2 Deployment HeL BigF 12717200
% Computers (6)
@ Computer Groups (0)
& Unmanaged Asses (0
B Operators (1)
v & Sites (57)
5 Master Acton Site
v B External Sites 53)
5 Advanced Patching
5 BES Asset Discow
5 BES Inventory and License & Toke Action - | / it | Copy B Export | Hide Locally Hide Globaly | 3 Rer

S B Support Gl here o sart the IVR Service.
v sty Remediation [[Cickrere o sop e R serice._|
Cickher To restar e VR Sevice

ym

Click here To validate the IVR Service configuration

Manage BigFix Insights for Vulnerability Remediation Service

i Create Baseline from Fixet List
5 BigFix Insights for Vuinerabilty Remediation BETA
& BigFix Inventory vi0
5 BigFix Labs
5 BigFix ServiceNow Data Flow
5 CIS Checklit for Apache 22 on Linux
€IS Checkist for Apache Server 2.4 on Linux
€IS Checklit for CentOS Linux 6
€IS Checklit for CentOS Linux 7
€IS Checkiit for CentOS Linux 8
€IS Checkdit for DB2 on Linux Running
S CIS Checklit for Oracle Linux 6
€IS Cnecklist for Oracle Linux 7

€IS Checkdist for RHEL'S
5 CIS Checkiit for RHEL 6
) IS Checklistfor RHEL 7
51 CIS Checkistfor RHEL 8
S DISA STIG ChecKistfor Oracle Database 12¢ on Windows

DISA STIG Checkist for RHEL 3
5 DISASTIG Checkistfor RHEL 5 - RG03

[ Acions
51 DISA STIG Cherkictfor RHEL 7. V||
 Cick s To san th VR Senv.
D Ancontent ® Cick b o sopthe VR Senice
@ sighix Management  Cick 15 To estar the VR Senice

[
X, Patch Management

88| <

To ensure that dataflow has completed successfully, go to logs folder and open a respective dataflow_*.log file.
Check if the following message appears in the file:

execute LoglLevel s. | NFO Dat aFl ow Execution Conpl et ed

2022-06-10 13:40:32.188547 22552  perform_aggregations LoglLevels.INFO Executing Stored Procedure: ivr.PerformAggregates_VulnerabilityDiscrepan
perform_aggregations LoglLevels.INFO Aggregations Performed In: ©:00:04.421870

execute Loglevels.INFO DataFlow Execution Completed In: ©:00:57.671877

2022-06-10 13:40:33.297909 22552  execute_ivrmetrics_sql_command LogLevels.INFO IVR Metrics table inserted with execution details




Chapter 6. IVR Fixlets and Tasks

Learn more about available Fixlets and Tasks for BigFix Insights for Vulnerability Remediation.
Deploy Insights for Vulnerability Remediation

Download BigFix Insights for Vulnerability Remediation Reports

Manage BigFix Insights for Vulnerability Remediation Datasources

Manage BigFix Insights for Vulnerability Remediation ETLs

Manage BigFix Insights for Vulnerability Remediation Service

Uninstall BigFix Insights for Vulnerability Remediation

Upgrade BigFix Insights for Vulnerability Remediation

Whitelist Report Download URLs of BigFix Insights for Vulnerability Remediation

Deploy Insights for Vulnerability Remediation

Tenable.io

Tenable.sc

Qualys

Download BigFix Insights for Vulnerability Remediation Reports
Use this task to deploy the reports for PowerBI or Tableau platform.

BigFix Insights for Vulnerability Remediation provides business intelligence reports to address three main use cases:

« Vulnerabilities With Available Fixlets - A list of vulnerabilities that have matching BigFix Fixlets available for
remediation. The report will list the most recent Fixlet related to each vulnerability, and the CVE entries that are
associated to the vulnerability.

« Vulnerabilities Without Available Fixlets - A list of vulnerabilities that do not have an available Fixlet for
remediation.

- Vulnerability Discrepancies - A list of vulnerabilities where the scanning system identifies the issue, but BigFix

does not see an applicable remediation.

Reporting fixlet uses dynamic downloading. To download the report, ensure that specific URL is added in the
DownloadWhitelist.txt:

* Tenable.io
o http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Tenableio.tmp
o http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Tenableio.tmp


http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Tenableio.tmp
http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Tenableio.tmp
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* Tenable.sc
o http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Tenable.tmp
o http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Tenable.tmp
* Qualys
o http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Qualys.tmp
o http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Qualys.tmp

The location of the file on the BigFix server is:
C.\Program Fil es (x86)\BigFix Enterprise\BES Server\Mrror Server\Config

If the file does not exist, create a new one with the same name. The file should contain file formats such as the
following:

http://127.0.0.1:52311/.*
http://software\.bigfix\.com/.*
Refer to the following link to find out more about Dynamic download White-lists.

Note: To use this task, you must have only one instance of IVR Dataflows service deployed in this
environment.
Task: Download BigFix Insights for Vulnerability Remediation Reports

#*Take Action | # Edit | Copy [B Export | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (1) Action History (1)

Description

0 Download BigFix Insights for Vulnerability Remediation Reports

BigFix Insights for Vulnerability Remediation provides business inteligence reports to address three main use cases.

« Vulnerabilities With Available Fixlets - A list of that have ix Fixlets The report will list the most recent Fixlet related to each vulnerability, and the CVE entries that are associated to the wuinerability
« Vulnerabilities Without Available Fixlets - A list of vulnerabilities that do not have an available Fixlet for remediation
. Alist of where the scanning system identifies the issue, but BigFix does not see an applicable remediation.

Use this task to deploy the reports for the Bl platform of interest

For reference, please see hiips Ihelp hctechsw comvbigfix/40 Olinfegrations/Fosystemnstall_Configlc_t

Select Reporting Platform

G:\Program Files (x86)\BigFix Enterprise\BF IVRireports

[PowerBi

Actions

® Cick 212 To deploy the Bi Repons for VR

Manage BigFix Insights for Vulnerability Remediation Datasources

You can use this task to update the specified datasouce or validate the IVR Service configuration. This task
additionally provides option to specify proxy settings configuration for respective datasources.


http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Tenable.tmp
http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Tenable.tmp
http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Qualys.tmp
http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Qualys.tmp
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Config/c_dynamic_download_white_lists.html
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Note: To use this task, you must have only one instance of IVR Dataflows service deployed in this

environment.

Task: Manage BigFix Insights for ility iation D: ces
f'Taioa Action = | / Edit | Copy [3 Export | Hide Locally Hide Globally | 3¢ Remove
Click here To update the specified datasource y3)

Click here To validate the IVR Service configuration,

Description

0 Manage BigFix Insights for Vulnerability Remediation Datasources

Use this Task to configure/re-configure the BigFix Insights for Vulnerability Remediation Datasources

Select Datasource

|<Create New Datasource>

Datasource Settings Proxy Settings

[BigfixINSIGHT v

Manage BigFix Insights for Vulnerability Remediation ETLs

Use this task to configure/re-configure the BigFix Insights for Vulnerability Remediation ETLs. You can also use this

fixlet to restart the IVR Service.

Note: To use this task, you must have only one instance of IVR Dataflows service deployed in this

environment.
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- Task M BigFix Insights for Vulnerability Remed ETLs
,’
&7 Take Action | / Edit | Copy [#»Export | Hide Locally Hide Globally | #€ Remave

Description  Details Applicable Computers (1) Action History (1)

Description

(9 Manage BigFix Insights for Vulnerability Remediation ETLs

Use this Task to configure/re-configure the BigFix Insights for Vulnerability Remediation ETLs

[ Import Vulnerability Data Into Insights

[ Restart VR Senice to apply changes

Actions

® Click here To re-configure the IVR ETLs.

Manage BigFix Insights for Vulnerability Remediation Service

This task facilitates the management of the BigFix Insights for Vulnerability Remediation Service. You can use this

task to Start, Stop, Restart or validate the configuration of the IVR Service.

Note: It is always recommended to stop the service before making any update on datasource or ETL fixlet to
the already deployed service and then restart the service to apply the latest changes.

Note: To use this task, you must have only one instance of IVR Dataflows service deployed in this

environment.
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. Task: M BigFix Insights for Vuls bility R diation Service
\J
4 &” Take Action = | / Edit | Copy [®»Export | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (1) Action History (5)

Description

@ Manage BigFix Insights for Vulnerability Remediation Service

This task will facilitate the management of the BigFix Insights for Vulnerability Remediation Service

Stopped

Actions
® Click here To start the IVR Senice
® Click here To stop the IVR Senvice
® Click here To restart the VR Senice

® Click here To validate the VR Senvice configuration

Uninstall BigFix Insights for Vulnerability Remediation

This Fixlet uninstalls the BigFix Insights for Vulnerability Remediation service.
Task: Uninstall BigFix Insights for Vulnerability Remediation
& Take Action | /# Edit | Copy [2 Export | Hide Locally Hide Globally | 3 Remave

Description Details Applicable Computers (1) Action History (23)

Description

0 Uninstall BigFix Insights for Vulnerability Remediation Services

This Fixlet will uninstall the BigFix Insights for Vulnerability Remediation service

Actions

® Click here To uninstall BigFix Insights for Vulnerability Remediation

Upgrade BigFix Insights for Vunerability Remediation

The fixlet will upgrade the BigFix Insights for Vulnerability Remediation service to the most recent version. To initiate
the upgrade, it is required to provide the BigFix Insights user credentials and vulnerability management datasource

credentials.
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e Upgrade BigFix Insights for Vulnerability Remediation

This Fixlet will Upgrade the BigFix Insights for Vulnerability Remediation service.

Provide

e Credentials

Provide Insights Credential

&7 Take Action

Note: Before you install the Fixlet, go to Success Criteria tab and select all lines of the action script have
completed

successfully.

Name: ‘ Upgrade BigFix Insights for Vulnerability Remediation

Preset: Defauit

Target Execution Users Messages Offer  Post-Action Applicability Success Criteria Action Script
Consider this action successful when...

O ..the applicability relevance evaluates to false.

@ .all lines of the action script have completed successfully.
O ..the following relevance clause evaluates to false:

Cancel

Create in domain: |All Content
~ | [ show only personal presets

Delete Preset.
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Whitelist Report Download URLSs of BigFix Insights for Vulnerability Remediation

This Fixlet whitelists the dynamic download report URLs specific to each vendor of BigFix Insights for Vulnerability
Remediation

Task: Whitelist Report Download URLS of BigFix Insights for Vulnerability Remediation
& Take Action = | /' Edit | Copy [3Export | Hide Locally Hide Globally | 3 Remove

Description Details Applicable Computers () Action History (0)

Description

o Whitelist Report Download URLs of BigFix Insights for Vulnerability Remediation

This Fixlet whitelists the dynamic download repert URLS specific to each vendor of BigFix Insights for Vulnerability Remediation service.

Actions
® Click here to whitelist Qualys report URLs
® Click here to whitelist TenableSC report URLS
® Click here to whitelist TenablelO report URLs

service.




Chapter 7. Updating and validating the IVR configuration
file

You can update and validate the IVR configuration.

Note: Configuration-file changes remove all IVR data that is associated with the current data flow
configuration (from which a hash is generated). Additionally, all data that is not associated with existing
data flow configurations are removed. For more information, see the PurgeFindingsOnExecutionOfDataflow

setting.

Updating the configuration file

1. Log in to the target server.

2. Go to the product installation directory.

3. Open the Dat aFl owsConfi g. xni file in a text editor.

4. Update configuration. For more information, see Configuration Settings.

Validating the configuration file

1. Open CLI (Command Line Interface) and run the BFI VR exe --Val i dat eConf i gurati on command.
2. Restart BigFix Insights for Vulnerability Remediation to import the new configuration. On successful
completion, the message, Configuration verified successfully appears.



Chapter 8. Updating IVR credentials

You can update the IVR credentials.

1. Open the command-line interface (CLI) and run the BFIVR.exe --ProvideCredentials command.
2. Enter a username/access key and password/secret key, as prompted.
3. To access the data source, enter the updated username/access key and password/secret key credentials.

After the update is complete, the following message is displayed: The entered credentials are encrypted

successful ly.



Chapter 9. Business Intelligence reports

Use this section to become familiar with Power Bl and Tableau reports.

The reporting functionality of the IVR (BigFix Insights for Vulnerability Remediation) solution addresses the three

main use cases for the application:

« Vulnerabilities with Available Fixlets - A list of vulnerabilities that have matching BigFix fixlets available for
remediation. The report will list the most recent fixlet related to each vulnerability, and the CVE entries that are
associated to the vulnerability

- Vulnerabilities Without Available Fixlets - A list of vulnerabilities that do not have an available fixlet for
remediation

« Vulnerability Discrepancies - A list of vulnerabilities where the scanning system identifies the issue, but BigFix

declares it resolved. This occurs primarily because of timing differences in the scan processes

The reports are produced in both Power Bl (Desktop, optimized for Bl Server, May 2020) and Tableau version 2020.4+.
Power Bl reports

Tableau reports

Power Bl reports

Use this section to become familiar with Power Bl reports.

Power Bl reports for:

 Qualys
» Tenable.io

» Tenable.sc
The reports are produced in Power Bl (Desktop, optimized for Bl Server, May 2020)

- Reporting differences: the functionality of the reports is nearly identical between Power Bl and
Tableau. This section details the differences between the reports.

- Navigation: each visualization is portrayed on the dashboard page. Visualizations that do not
apply to your business process can be removed as necessary.

« Qualys Severity
The Severity value is provided by Qualys to measure the relative security risk associated with

the vulnerability. Factors included in this measure are:

> Possible consequences
o Complexity
o Likelihood that the exploit will work under normal conditions
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> Network location

o Privileges needed by the attacker
o Prevalence of affected software
o Existence of known attacks

In the IVR database, the information is stored in the vulnerabilities.severity column. The
reporting aggregation tables return both the numerical score and a value (where applicable)

corresponding to the following matrix:

Table 2.
Severity Value Level Value
1 Minimal
2 Medium
3 Serious
4 Critical
5 Urgent

For more information regarding this topic from the vendor, please visit https://
qualysguard.qualys.com/qwebhelp/fo_portal/knowledgebase/severity_levels.htm

« Tenable Severity

The Vulnerability Priority Rating (VPR) value is provided by Tenable to measure the relative
security risk associated with the vulnerability. Factors included in this measure are:

> Vulnerability Age

o CVSSv3 Impact Score
o Exploit Code Maturity
> Product Coverage

o Threat Sources

o Threat Intensity

o Threat Recency

In the IVR database, the information is stored in the vulnerabilities.vendor_rating column. The
reporting aggregation tables return both the numerical score and a value (where applicable)

corresponding to the following matrix:

Table 3.

VPR Value Level Value

9.0-10.0 Critical

7.0-89 High



https://qualysguard.qualys.com/qwebhelp/fo_portal/knowledgebase/severity_levels.htm
https://qualysguard.qualys.com/qwebhelp/fo_portal/knowledgebase/severity_levels.htm
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VPR Value Level Value

40-6.9 Medium

0.1-39
Low

For more information regarding this topic from the vendor, please visit https://docs.tenable.com/

tenablesc/Content/RiskMetrics.htm

Power Bl reports for Qualys

Use this section to become familiar with Power Bl reports for Qualys.

Chart details:

* Vulnerability Title - vulnerability title

« Vulnerability ID - a unique identifier assigned to a vulnerability

« QID - Qualys ID. Unique identifier assigned to a vulnerability in the Qualys vulnerability database

» CVSS2 - Common Vulnerability Scoring System, version 2

* Qualys Severity - level of risk associated with a vulnerability.

- Qualys Severity Score - numerical value assigned to a vulnerability, representing the level of risk associated
with that vulnerability. The severity score ranges from 1 to 5, with 5 being the highest severity.

» Weighted Score - value calculated based on cvss_base*applicable_computers as ‘weighted score'

« Published Date - date when the information about a vulnerability was first available

- Detected Date - date when a vulnerability was first detected

- Appilcable Devices - devices that are affected by a vulnerability


https://docs.tenable.com/tenablesc/Content/RiskMetrics.htm
https://docs.tenable.com/tenablesc/Content/RiskMetrics.htm
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Detected Vulnerabilities with Applicable Fixlets

Q BIGEIX Qualys - Detected Vulnerable Devices with Applicable Fixlets - Detail
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® (Deonx Qualys -Detected Vulnerable Devices with Applicable Fixlets - Device Detail
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Detected Vulnerabilities without Available Fixlets

0 BIGFIX Qualys - Detected Vulnerable Devices without Applicable Fixlets - Overview
Based on Qualys Data
Crestedon  Dec 11, 2025 (@) Help Center
cvss ] Qualys Severity
' Top 5 Vulnerable by Device @ % &2+ | Breakdown by Qualys Severity @
DESKTOP-99268DV | | #
OWIN-3DK1K3Q2v40 | | &
Medium .
@ WIN-9EFHFOIMTHB
Minimal
0 500 1,000
Number of vulnerabilities with Fixlets

Date

200 200 I Detected CVSS I Detected Severity I Published CVSS IPuhlisMed Severity

Vulnerabilities with Fixlets by Date First Detected - CVSS @

CVSS @ (Blank) @High ®Medium @Low
2,000

1,500

1,000

500

Vulnerabilities with Fixlet

2020/6

Vulnerability Detected Date
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. . . . s
@ Q BIGFIX Qualys - Detected Vulnerable Devices without Applicable Fixlets - Detail
Right.click on Vulnerability ID to drill down *Wgfudata
Vulnerability Title Xulnerab\hty ] QD Vs Cvss3 Weighted Score  Qualys Severity Qualys Severity Score  Published Date Detected Date  DevicelD Solution Al
&quotsudeepBiquot CGI Vulnerability  CVE-1999-0070 10015 Medium 5 Urgent 5 1111599 6/16/2020 16272591 You should remove t
Sendmail 8.8.0/8.8.1 MIME Bufer CVE-1999-0206 74121 High 10 Urgent 5 8/6/2002 17172025 16228941621 Workaround:&itBR&
Overfiow Vuinerabilty The fetclsendmailet | |
CentOS Security Update for Squid CVE-1999-0T10 17917 High 7 Medium 2 4/16/2010 6/16/2020 16272581 To resolve this issue,
(CESA-2005:415) ab4BIt /ARGt &ItA.
ISC BIND SIG Record Denial of Service  CVE-1999-0835 15023 High 10 Urgent 5 T/29/2002 6/16/2020 1622894162-1 The ISC (Internet Soft
(sig bug) Vulnerability
MeAfee VirusSean 4.0.3 Alert File CVE-2000-0502 38313 Low 2 Sefious 3 9/25/2004 1/1/2025 1627259-1 There are no solution
Vulnerability
YaBB Arbitrary File Read Vulnerability ~ CVE-2000-0853 10107 Medium 5 Ciitical 4 111199 6/16/2020 16228941621 Upgrade to the latest
Lotus Domino SMTP Server ENVID CVE-2000-1047 74054 High 10 Urgent 5 11/8/2000 6/16/2020 16228941621 S.AF.ER recommend
Buffer Overflow and Denial of Service 10.Jotus.com/Idd/r5fi
Vulnerability
Lotus Domino Mail Server CVE-2001-0260 50027  High 7 Urgent 5 2/20/2001 17172025 144563611 Lotus has addressed
&2TPolicyB#e2T; Buffer Overflow
Vulnerability
Datawizards FtpXQ Directory Traversal ~ CVE-2001-0293 2102 Medium S Serious 3 372872001 6/16/2020 144563611 There are no vendor
Vulnerability TARGET=&quot:_blar
|BM WebSphere/Net.Commerce CVE-2001-0389 10976 Medium § Medium 2 12/31/2002  6/16/2020 14456361-1 Upgrads to the laste:
Installation Directory Revealing sitedlt/ABigt: for theV

< >
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@ ®BIGFIX

Qualys - Detected Vulnerable Devices without Applicable Fixlets - Device Detail

Valnerabilty Title: | | Savotsudeepbouct CG Vulneraily Ve | CVE-1999-000

oD | 10005 oS | (Blankl

Published Date: | 11199 Cualys Severy: | Crtieal

Qualys Severity Seore: I
Right-click on Device ID to drill down

Date Detected Bighix Computer (D Computer Name 08 [P Address Device Type  Last Report Time

by16/2020 16272581 DESKTOP-352680V Win10 10019041804 10134146207 Senver UN2021 82641 AM
(2004)

11/2055 1627259-1 DESKTOP-382680V Winl0 100.19041504 10134146207 Senver 21112021 82641 AM
(2004)

/162000 R WD WO 10NTTTEEIOT  0AMEIM  Sever 2152001 40518PM
(1809)

1/1/20% 162804161 WIN-3DKTKBQIVAQ Win2019 10017763007 1034046180 Sewer  2/16/2001 40518 M
(1603)

b/16/200 144363611 WIN-SEFHFOIMTHB Win201610.0.14393.1884 1013416136 Senver 2162021 41107 PM
(1607

11/2055 144363611 WIN-SEFHFOIMTHB Win2016 100143931884 10134146136 Senver 2/16/2021 41107 PM

{t60)

* Bighi dats
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. . . . . .
0 BIGFIX Qualys -Detected Vulnerable Devices without Applicable Fixlets - Device Detail
* BigFix data

+ Device Name: || DESKTOP-$92480V

* BigFix Computer | 1463611

* IP Address: | 10134146138

* 08: | Win10 10.0.19041.804 2004

*Type: | Server

* Last Report Time: | 2102021 82641 AM
Vulnerability Title ap CVE Cvss2 Qualys Severity Qualys Severity Score  Detected Date
BquotsudeepBiquot CGI Vulnerability 10015 CVE-1999-0070 Medium Urgent 5 6/16/2020
Sendmail 8.8.0/88.1 MIME Buffer Qverflow Vulnerability T4z (CVE-1999-0206 High Urgent 5 1112025
CentOS Security Update for Squid (CESA-2005:415) 17 (CVE-1939-0710 High Medium 2 6/16/2020
ISC BIND SIG Record Denial of Service (sig bug) Vulnerability 15023 CVE-1999-0835 High Urgent 5 6/16/2020
MeAfee VirusScan 40.3 Alert File Vulnerability 38313 CVE-2000-0502 Low Serious 3 11172025
YaBB Arbitrary File Read Vulnerability 10107 (CVE-2000-0853 Medium Critical 4 6/16/2020
Lotus Domino SMTP Server ENVID Buffer Overflow and Denial of Service Vulnerability 74054 (CVE-2000-1047 High Urgent 5 6/16/2020
Lotus Domino Mail Server &#x27:Policy&i#x27: Buffer Overfiow Vulnerability 50027 CVE-2001-0260 High Urgent 5 1172025
Datawizards FtpXQ Directory Traversal Vulnerability 27102 (CVE-2001-0293 Medium Serious 3 6/16/2020
1BM WebSphere/Net.C ion Directory Revealing il 10976 CVE-2001-0389 Medium Medium 2 6/16/2020
Multiple Oracle 8i Listener Vulnerabilities 19055 CVE-2001-0498 High Critical 4 6/16/2020
Multiple Oracle Bi Listener Vulnerabilities 19055 CVE-2001-0499 High Critical 4 6/16/2020
Cisco 108 HTTP Configuration Arbitrary Administrative Access Vulnerability 43005 (CVE-2001-0537 High Critical 4 6/16/2020
Drummeon Miles A1Stats Directory Traversal Vulnerability 10340 CVE-2001-0561 High Serious 3 6/16/2020
iPlanet Calendar Server Plaintext Admin Password Vulnerability 86154 (CVE-2001-0620 Low Urgent 5 1/1/2025
Dream Catchers Post-It! CGI Remote Arbitrary Command Execution Vulnerability 10431 (CVE-2001-0844 High Urgent 5 1172025
Hassan Consulting Shopping Cart Arbitrary Command Execution Vulnerability 23013 CVE-2001-0885 High Urgent 5 1/1/2025
Red Hat PHP SafeMode Arbitrary File Execution Vulnerabity 115006 CVE-2001-1246 High Urgent H 6/16/2020
Ipswitch IMail Server Path Disclosure Vulnerability 74094 (CVE-2001-1262 Medium Serious 3 6/16/2020
Horde IMP Cross Site Scripting Vulnerability 1014 CVE-2002-0181 High Serious 3 11172025
(SSearch Remote Command Execution Vulnerability 10850 CVE-2002-0495 High Urgent 5 112025
Hosting Controller Default Account Vulnerability 10674 (CVE-2002-0774 High Serious 3 6/16/2020
W3C Jigsaw Device Name Path Disclosure Vulnerability 86370 CVE-2002-1052 Medium Medium 2 6/16/2020
Microsoft Data Access Components RDS Enabled 86432 CVE-2002-1142 High Minimal 1 6/16/2020
Apache 2 WebDAV CGI POST Request Information Disclosure Vulnerability 86512 (CVE-2002-1156 Medium Critical 4 1/1/2025
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Vulnerability Discrepancies

0 BIGFIX Qualys - Detected Vulnerability Discrepancies - Overview oo
Createdon ~ Dec 11,2025 (©) Help Center
Top 5 Vulnerable by Device () Breakdown by Qualys Severity (@

Urgent I
Crinfa‘ _

DESKTOP-9826B0V
O®WIN-3DK1K3Q2v40
®WIN-9EFHFOJMTHB

Severity

Serious

=

100 200 300 400
Number of vulnerabilities with Fixlets

Date

e 200 Detected CV55 || Detected Severityl Published CVS5 IPuhhshed Sevenlyl

Vulnerabilities with Fixlets by Date First Detected - CVSS ®

CVSS @High © Medium @Low
400

300
200

100

Wulnerabilities with Fixlet

202076

Vulnerability Detected Date




@ () BicFix

Right-click on Vulnerability 1D to drill down

Vulnerabilty Title

SUSE Security Update for FlashPlayer
[SUSE-5A:2009:041)

SUSE Security Update for FlashPlayer
{SUSE-SA:2009:041)

SUSE Security Update for FlashPlayer
[SUSE-5A12009:041)

SUSE Security Update for FlashPlayer
{SUSE-SA:2009:041)

SUSE Security Update for FlashPlayer
[SUSE-5A:2009:041)

SUSE Security Update for FlashPlayer
{SUSE-SA:2009:041)

SUSE Security Update for FlashPlayer
[SUSE-SA'2009:041)

SUSE Security Update for FlashPlayer
{SUSE-SA:2009:041)

SUSE Security Update for FlashPlayer
[SUSE-SA'2009:041)
<

Vulnerability 1D
N

(CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

(CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

QD

165158

165158

165158

165158

165158

165158

165158

165158

165158
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Qualys - Detected Vulnerability Discrepancies - Detail

Cvss

High

High

High

High

High

High

High

High

High

* BigFix data

CV3s3 Weighted Score

Qualys Severity

Serious

Serious

Serious

Serious

Serious

Serious

Serious

Serious

Serious

Qualys Severity Score  Published Date Applicable
Devices
3 8/25/2010
3 8/25/2010
3 8/25/2010
3 8/25/2010
3 8/25/2010
E) 8/25/2010
3 8/25/2010
3 §/252010
3 #25/2010

Product/Family A

Developer Tools, Runtimes, and Red

Developer Tools, Runtimes, and Red

Developer Tools, Runtimes, and Reg

Developer Tools, Runtimes, and Red

Developer Tools, Runtimes, and Reg

Developer Tools, Runtimes, and Red

Developer Tools, Runtimes, and Reg

Windows

Windows
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OBIGFIX

Vulnerability Title:
QD

Published Date:

Cent05 Security Update for openss! ICESA- 201414531 E CVE-2008-0901

10188 Vss: High

QU0 QualysSeveiy: Crifical
Qualys Severity Score: !

Right-click on Device ID to drill down

Date Detected
/16/2020

1112025

B/16/2020

1112025

182020

11112025

BigFix Computer D Computer Name 05

16272581 DESKTOP-3926B0V Winf0 10.0.19041.804
{2004)

16272591 DESKTOP-926B0V Win10 10.0.19041.804
2004)

16225941621 WIN-3DKTK302V40 Win2018 10017763307
(1809)

16228041621 WIN-3DK1K302V40 Win2019 10017763107
(1809)

144363611 WIN-9EFHFOIMTHS Win2016 10014393, 1634
(1607)

144363611 WIN-GEFHFOIMTHB Win2016 100.14393, 1684

{1607)

P Address

10136046207

10134146207

1073604673

10136146784

10136146736

10134146136

Type

Server

Server

Server

Server

Server

Server

Qualys - Detected Vulnerability Discrepancies - Device Detail

* Fialet Title:

* Fialet 10:

*Filet Site:
* Fixlet Source ID:

* Fixlet Category:

* Source Release Date:

Last Report Time
1112021 82641 AM

21112021 8:2641 AM

2/16/2021 40518 PM

2/16/2021 40518 PM

2/16/2021 41707 PM

Z16/2021 41107 PM

*BigFix data
3009008: Security Advisory: Vulnerability in 551 3.0 Could A
03508
Patches for Windaws

KB2553374

Critical Updates

0103208



OBIGFIX
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Qualys -Detected Vulnerability Discrepancies - Device Detail

*BigFix data
* Device Name: DESKTOP-99268DV
* BigFix Computer 144543611
*IP Address: 10136146136
0s: Win 1011001904 1.804 (20041
*Typer Sarver
* Last Report Time: 2011/2021 82641 AM
Vulnerability Title Q0 CVE CVSS2  CVSS3  Qualys Severity Qualys Severity Score  Weighted Score  DevicelD * Fixlet Title *FixletID ™ Fixlet Site * Finlet * Fialet
Source ID
N
CentOS Security Update for 122778 CVE-2014-3566 Medium Low  Serious 3 0 144563611 3009008: Security Advisory: 300900813 Patches for Windows KB300900 UndoV
openss| (CESA-2014:1633) Vulnerability in 55L 3.0 Could ]
Allow Information Disclosure -
Disable Workaround for Client
Seftware (Disable SSL3.0in
Windows)
CentOS Security Update for 122778 CVE-2014-3566 Medium Low  Serious 3 0 144563611 3009008: Security Advisory: 300900805 Patches for Windews KB300900 UndoV
openss| [CESA-2014:1653) Vulnerability in 55L 3.0 Could 8
Allow Information Disclosure -
Disable Workaround for IE
Settings (Disable SSL 3.0 and
enable TLS 1.0, TLS 1.1, and TLS
1.2 in Internet Explorer)
122778 CVE-2014-3366 Medium Low  Serious 3 0 144363811 3009008: Security Advisory: 300800817 Patches for Windows  KB300900 UndoV
openss| (CESA-201411653) Vulnerability in 55L 3.0 Could ]
Allow Information Disclosure -
Disable Workaround for [E
CentOS Security Update for 122778 CVE-2014-3566 Medium Low  Serious 3 0 144563611 300900809 Patches for Windows KB300900 UndoV
openss| [CESA-2014:1653) Vulnerabilty in 5L 3.0 Could 8
Allow Information Disclosure -
Disable Workaround for Server
Seftware (Disable SSL3.0in
Windows)
CentOS Security Update for 122778 CVE-2014-3366 Medum Low  Serious 3 0 144363811 3009008: Security Advisory: 300800811 Patches for Windows  KB300900  Securit

openss| [CESA-2014:1653)

<

Vulnerability in 55L 3.0 Could
Allow Information Disclosure -

8
v

Power Bl reports for Tenable.io

Use this section to become familiar with Power Bl reports for Tenable.io

BigFix Insights for Vulnerability Remediation can consume vulnerability data from Tenable.io. With Tenable Lumin

available, BigFix Insights for Vulnerability Remediation also consumes asset prioritization data:

- Asset Criticality Rating (ACR): 1-10 rating that represents the asset’s relative criticality based on device type,

device purpose, and network location/proximity to the Internet.

« Asset Exposure Score (AES): A metric that combines ACR & VPR (Vulnerability Priority Rating) into a single

score to represent an asset’s relative exposure.

Refer to the link for more information: Lumin Metrics

Additionally, uniquely for Tenable.io, BigFix sends its endpoint asset data to Tenable.io to give it visibility into

potentially unmanaged assets.

Chart details:

* Vulnerability Title - Vulnerability title

« PluginID - a unique identifier assigned to a vulnerability detection


https://docs.tenable.com/tenableio/vulnerabilitymanagement/Content/Analysis/LuminMetrics.htm
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- Applicable Devices - devices that have been scanned by Tenable and for which vulnerabilities have been
identified

« CVE List - list of CVE

+ CVSS2 - (Common Vulnerability Scoring System version 2), scoring system used to assess the severity and
potential impact of security vulnerabilities.

» CVSS3 - (Common Vulnerability Scoring System version 3), updated version of the scoring system

* VPR - Vulnerability Priority Rating

» VPR Score - numerical value ranging from 0 to 10, with 10 being the highest priority

- Detected Date - the date when a vulnerability was first detected

- Published Date - date when the information about a vulnerability was first available

« ACR - Asset Criticality Rating: 1-10 rating that represents the asset'’s relative criticality based on device type,
device purpose, and network location/proximity to the Internet.

 AES - Asset Exposure Score: A metric that combines ACR & VPR (Vulnerability Priority Rating) into a single
score to represent an asset's relative exposure.

Detected Vulnerabilities with Applicable Fixlets

0 BIGFIX Tenable-Detected Vulnerable Devices with Applicable Fixlets - Overview
Baked on Tenabde Data
Createdon  Apr 02,2031 () Help Center
s wer ] [ oewss v ]
Top 5 Vulnerable by Device - AES Breakdown by CVE52(D

wepormance

S WIN-UTMAEUTINUG . .

valneratility 105

Date Det

s 2003

| Beiectedicvss | oetecteq ver Ir“"'"'-"‘-"' :-,-5;' Published VPR

Vulnerabilities with Fixlets by Date First Detected - CVS5 @
CUSS @High ®Modium @Low

300

Wulserabelities

ulnerabildy Delected Dabe
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@ o BIGFIX Tenable-Detected Vulnerable Devices with Applicable Fixlets - Detail
Bight-clivk om Weleerability 10 b drill domn * BigFix data Husmiber of Records: 1nz
A ...
Vulrarasiity TRe Flogin T | Azgdcable Devices CVELst CWSE WER WPRZcare  Published *ENIET |
Date
- -
S KBZ002008: Wlweraini %y 'n 550 3.0 Could Alow Information Discosure (POOD! T CVE.2DI35EE Mesum Medim 51082018 S000%
T
Irforma
Worian
[ivasie  :
% KASD0P00E: Wulneraziity n 35U 3.0 Cou'd Al Infarmatien Disoesune (FOODLE et 1 CvE-dinae3i6 Megiym thectiam 310 RN
Vuneral
Indermy
Warkare
[Disabie
julrerai iy i Wircows Frate Deceder Companent Coud Alkow Information Disdosare (B085126) 31742 1 CVE-20M5-D0TE Megum Mediam 6 2371052015
MST5:055 Wulnerai| By 0 Senvice Contnol Meneger Coud iicw Bevation of Priviege (5055642) A555% 1 VRN Mesium Madim b Anzens
515,063 Wulnerais| ies In Windows Could Slow Remote Sode Beetution [ 84734 1 CVE.20N5.2368 Megum  High LI BTG
MS515-06% Unsafe Command LUne Farameter Passing Could Aligw Information Dischosune (3062458) 35334 1 CVE-2015-2423 Megum  Medim £ 81,2015
E15- 120 Security Updahe for PSex b Andress Desial of Sevice (3102938 26830 1 CVE-2DI5-81H1 Mesus  Low 3 114102015
ME15-121: Security Upsabe for Sehasme e Address Spasfng (3051320 26827 1 CVE-205-6112 Mesius  Madim & 111002015
PASTE-C2 1z Seurity Wpctate dar NPS RADIS Server to Addeen Den of Sendce (3133045 ELE T CVE-ZIE-00ED Megiu= e 1 dalgnaing
H «
@ BIGFIX Tenable-Detected Vulnerable Devices with Applicable Fixlets - Vulnerability Detai
* BigFix data
\ulna rabsility Tille MG 5 089, e ki s i Woredsovs Cenls) M Bemvale Code Enbtutien IT28111 * Finlet Tithe: | M&iEA8t vunerasdsie n Window Sl Allzw Rarcts
Flugin 16: L ovss: Muze * Fixlet 1D —
Pubslishid Date: P VPR High * Finleét Sitie: Fatcses fzr Windown
- a * Finlet Source ID: MBI
* Famint Catagory: Secerity Usdace :
+Sourge Release Date: | 0774d0ns :
Right-click om Device 1D 1o drill down Humber of Records: 1
DsizelD Computertame 05 1P Addess Device Ty AR AES Last Rzt Tieee
10TEE1427-2 WIN-RLABSTVIZED WinlD12RZE30600 1213814646 Sarvar 738 280 2021 90351 Pt
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@ (Deierix

* Devior Name:

HIN-ALAISTYT2EZ

* Bigie Computer 1D WL I2T-2

* I Addre: .

- Os

Fiegin iD

TBALT

ansl

a5

lag s

mnibikiaidem
Sarar

L1071 FI3 51 PY

Wulnerabiity Tide

ME KBI00500%: Vulnerzbiity In S50 340 Couwid ey Information Dischosure [PODTLE]

M5 KB 3005008 Vulmemsility In 350 3.0 Coud Alicw Information Diciosare (FOOOLE)

WG 5-134: Cumt @ine Secuity Vedate far tinad! Bxplaner (1116180)

KB4DEBETS: Windows .1 2nd Windows Server 2012 32 Manch 2018 Secury Update [Meltdowni(Spectre]

CVELin

CWE- 014 B50E

CVE. 2045504

CVE-2M15-6161

CVE-207-5715

" ALCR; TaE

" ALS B

s+

Madum

Magum

High

R

Madum

Medum

High

Tenable-Detected Vulnerable Devices with Applicable Fixlets - Device Detail

" Oighe data

Musmber of Records! E=]

PR Scare

e

-

o

Dace Detecied

NN

[ T

RS

0322021

* Finlel Tide

FUCH00E: Secu
“ulrerabiliy in
A infgmmis
Enabie Worker
Softaere [Dan
Windows)

3009006 Secu
“eulre IRy in
Aderw Infomnas

125860 Vel
Expaner cou
Eymas - Enptk
ExtEpan Hare
Fearare

S072ESE Enzb
Feip probect o
ERELULON S0e-

Wlharehi

iSpectre YVarier

20IT_STEE W
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Detected Vulnerabilities without Available Fixlets

0 BIGFIX Tenable-Detected Vulnerable Devices Without Available Fixlets - Overview
Eased on Terable Data
Coeated an Apr 02 2021 (3) Welp Center
s ] v | e ] we |
Top 5 Vulnerable by Device - AES Breakdown by CY552 6]

Andrew-RHELServar-2
#/10-EOBCLIENTE i
$ /201602 S .
WWIN-FLABSTYT252 )

WWIN-LITRASLTIMLIG

0 50 10
Viarabisty K3

Date Det

Year/Month W

Al < Diatactad CVSS | Dotected VPR In..;'q-:u c'\-ssl Published VPR
Vulnerabilities by Date First Detected - CVSS 6]

CVSS @High @hiedium @Low B/

Vulsarrabisties

2024103

Vulneratility Detected Date
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@ 0 BIGFIX Tenable-Detected Vulnerable Devices Without Available Fixlets - Detail
Right-click on Plugin ID to drill down Number of records: 78
Vulnerability Title iug'n ID CVE List CvVss2 CVSS3 VPR VPR Score  Applicable Devices Detected Date
Adobe Flash Player <= 27.0.0.139 Type Confusion Vulnerability (APSB17-32) 103922 CVE-2017-11292 Medium High High 9 1 03/20/2021
KB4049179: Security update for Adobe Flash Player (October 2017) 103924  CVE-2017-11292 Medium High High 9 1 03/20/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium  N/A 0 5 03/08/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium  N/A 0 5 03/16/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium N/A 0 5 03/20/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium  N/A 0 5 03/22/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium  N/A 0 5 03/z4/2021
Adobe Flash Player «= 27.0.0.187 (APSB17-42) 105175 CVE-2017-11305 Medium High Low 4 1 03/20/2021
KB4053577: Security update for Adobe Flash Player {December 2017) 105178 CVE-2017-11305 Medium High Low 4 1 03/20/2021
Adobe Flash Player <= 26.0.0.126 (APSB18-01) 105691  CVE-2015-4571 Medium High Low 4 1 03/20/2021
KB405688T: Security update for Adobe Flash Player {January 2018) 105693  CVE-2018-48T1 Medium High Low 4 1 03/20/2021
Adobe Flash Player <= 30.0.0.113 (APSB18-24) 110979 CVE-2018-5007; CVE-2018-5008 Medium High Medium 6 2 03/20/2021
Adobe Flash Player <= 30.0.0.113 (APSE18-24) 110978 CVE-2018-5007; CVE-2018-3008 Medium High Medium € 2 032372021
KB4338832: Security update for Adobe Flash Player {July 2018) 110988  CVE-2018-5007; CVE-2018-5008 Medium High Medium 6 2 03/20/2021
KB4338832: Security update for Adobe Flash Player (July 2018) 110988  CVE-2018-5007; CVE-2018-5008 Medium High Medium [ 2 03/23/2021
Adobe Flash Player <= 30.0.0.134 (APSB18-31) 117410 CVE-2018-15867 Medium High Low 4 2 03/20/2021
Adobe Flash Player <= 30.0.0.134 (APSE18-31) 117410 CVE-2018-15867 Medium High Low 4 2 032372021
KB4457146: Security update for Adobe Flash Player (September 2018) 117419 CVE-2018-15%67 Medium High Low 4 2 03/20/2021
KB4457146: Security update for Adobe Fiash Player {September 2018) 117419 CVE-2018-15967 Medium High Low 4 2 03/23/2021
Adobe Flash Player <= 31.0.0.122 (APSB18-39) 118909  CVE-2018-15878 Medium High Medium 7 3 03/08/2021
Adobe Flash Player <= 31.0.0.122 (APSB18-39) 118909  CVE-2018-15878 Medium High Medium 7 3 03/20/2021
Adobe Flash Player <= 31.0.0.122 (APSB18-39) 118909  CVE-2018-15878 Medium High Medium 7 3 0372372021
KB446T694: Security update for Adobe Flash Player (November 2018) 118917 CVE-2018-15978 Medium High Medium 7 3 03/08/2021
KB4467694: Security update for Adobe Flash Player (November 2018) 118917 CVE-2018-15878 Medium High Medium 7 3 037202021
KB446T694: Security update for Adobe Flash Player (November 2018) 118917 CVE-2018-15978 Medium High Medium 7 3 03/23/2021
Adobe Flash Player <= 32.0.0.114 (APSB19-06) 122117 CVE-2019-7050 Medium Medium Low 4 3 03/08/2021
Adobe Flash Player <= 32.0.0.114 [APSB19-06) 122117 CVE-2019-7080 Medium Medium  Low 4 3 03/20/2021
Adobe Flash Player <= 32.0.0.114 (APSB19-06) 122117 CVE-2019-7050 Medium Medium Low 4 3 03/23/2021
KB4487038: Security update for Adobe Fiash Player {February 2019) 122130 CVE-2019-7080 Medium Medium Low 4 3 03/08/2021
KB4487038: Security update for Adobe Flash Player (February 2019) 122130 CVE-2019-70%0 Medium Medium Low 4 3 037202021
KB4487038: Security update for Adobe Fiash Player {February 2019) 122130 CVE-2019-7080 Medium Medium Low 4 3 03/23/2021
Security Updates for Microsoft SQL Server (May 2019) 125070  CVE-2019-0819 Medium Medium Low 4 1 03/20/2021
Microsoft Windows Remote Desktop Protocol Server Man-in-the-Middle Weakness 18405 CVE-2005-17%4 Medium Medium 4 1 03/20/2021




@ () BicFix

Vulnerability Title: Adobe Flash Player <= 30.0.0.154 (APSB18-31)
Plugin ID: 1n7s10
Published Date: oa/i2018

Right-dlick on Device ID to drill down

Detected Date  BigFix Computer ID  Computer Name

03/23/2021 1076613427-2 WIN-RL485TV7252
03/23/2021 545314002-1 W10-BOBCLIENTS

Tenable-Detected Vulnerable Devices Without Available Fixlets - Vulnerability Detail

CVss: Medium
VPR: Low
VPR Score: 4
Number of records: 1
0s IP Address Device Type ACR AES Last Report Time
Win2012R2 6.3.9600 1013414646 Server 735 860 4/1/2021 %0351 PM

Win10 10.0.17134.1304 (1603) 10.134.146.57 Leptop 657 604 4/1/2021%:08:23 PM
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Vulnerability Discrepancies

Createdon  Apr 02, 2021

0 BIGFIX Tenable-Detected Vulnerability Discrepancies - Overview

Based on Tenable Data

@ Help Center

[T ] v | s L weR

Top 5 Vulnerable by Device - AES

Breakdownby VPR (D

e _

=
WIN-RL485TV7252 § Medium
wn
O WIN-UTMABUTINUS
-l
0 2 4 6 8
Vulnerability IDs
Date Pub
Year/Month v
Al W

| Detecteduss | etected ver | Published CVSS | Published VPR

CVSS @High ®Medium

=

e

Vulnerabilities

Vulnerabilities with Fixlets by Date First Detected - CVSS @

2021/03

Vulnerability Detected Date
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Tenable-Detected Vulnerability Discrepancies - Detail

Right-click on Vulnerability |D to drill down

Vulnerability Title

Windows 8.1 and Windows Server 2012
R2 May 2017 Security Updates

KB4088579: Windows 5.1 and Windows
Server 2012 R2 March 2018 Security
Update {Meltdown)(Spectre)

Windows 8.1 and Windows Server 2012
R2 September 2017 Security Updates

KB4103715: Windows 8.1 and Windows
Server 2012 R2 May 2018 Security Update

KB4499165: Windows 51 and Windows
Server 2012 R2 May 2019 Security Update
{MDSUM/RIDL)
{MFBDS/RIDL/ZombieLoad) (MLPDS/RIDL)
{MSBDS/Fallout)

KB4338824: Windows 8.1 and Windows
Server 2012 R2 July 2018 Security Update

KB4480964: Windows 8.1 and Windows
Server 2012 R2 January 2019 Security
Update

Plugin ID

100057

108291

103131

109607

125061

110981

121014

CVE List

a

CVE-2017-0248

CVE-2017-5713

CVE-2017-8758

CVE-2018-0765; CVE-2018-

1039

CVE-2018-12126

(CVE-2018-8202; CVE-2018-
8260; CVE-2015-8284; CVE-

2018-8356

CVE-2018-0343

Cvss2

High

High

High

High

High

High

High

VPR

High

High

High

High

High

High

High

* BigFix data

VPR Score  Applicable Devices

Published
Date

05/09/2017

03/13/2018

09/1272007

05/08/2018

05/1472019

071012018

01/0812019

Number of records:

* Filet Title Fixlet ID
MS17-MAY; Security Only Quality 401438003
Update - Security Only - Windows

Server 2012 R2 - NET Framework

4E/4RT - KBAD1A580 (x64)

4072698: Enable mitigations to help 407265805

protect against CVE 2018-3639, CVE-

2017-5715, CVE-2017-5754, CVE-2018-

11091, CVE-2018-12126, CVE-2018-

12127, CVE-2018-12130 - Windows

Server 2008 / 2008 R2 / 2012 / 2012R2/

Windows 2016

MS17-SEP: Security Only Quality Update 404109201
- Security Only - Windows Server 2012
R2 - NET Framework 4.6/4.6.1/4.6.2/47
- KB404093¢ [x64)

MS18-MAY: Security Only Quality
Update - Security Only - Windows
Server 2012 R2 - NET Framewark
4.6/46.1/48.2/4T/41.1 - KBA096Z3E
(x64)

4072698: Enable mitigations to help
protect against CVE 2018-3639, CVE-
2017-5715, CVE-2017-5754 , CVE-2018-
11091, CVE-2018-12126, CVE-2018-
12127, CVE-2018-12130 - Windows
Server 2008 / 2008 R2 / 2012 / 2012R2/
Windows 2016

MS18-JUL: Security Only Quality Update
- Security Only - Windows Server 2012
R2 - NET Framework
4.6/4.6.1/4.6.2/4.7/4.7.1 - KB4338605
(xb4)

MS19-JAN: Security Only Quality Update 448007103
- Security Only - Windows Server 2012

R2 - NET Framework

4.6/4.61/46.2/4.7/471/472 -

KB4480071 (x64)

409623603

407269805

433860503

* Fixlet Site

Patches for
Windows

Patches for
Windows

Patches for
Windows

Patches for
Windows

Patches for
Windows

Patches for
Windows

Patches for
Windows

12

*Fixlet Souree ID *Fi

KB4019111

KB4072635

KB4041092

KB4099639

KB4072638

KB4340008

KB4430071

Cat

Sec

Sec
Ad

Sec

Sec

Sec
Ady

Sec

Sec
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@ o BIGFIX Tenable-Detected Vulnerability Discrepancies - Vulnerability Detail

* BigFix data
Vulnerability Title: KBA4103715: Windows 8.1 and Windows Server 2012 R2 May 2018 Security * Fixlet Title: S8-MA Sscurty 0l Gealty Undate - Secarity iy -
Plugin [D: 109607 Cvss: High * Fixlet ID: 08523503
Published Date: Deieiz0te VPR: High * Fixlet Site: Fatches for Windows
VPR Score: 10 * Fixlet Source ID: KB4099639
* Fixlet Category: Security Update
* Source Release Date: 05/08/2018
Right-click on Device D to drill down Number of records: 1

* BigFix Computer ID * Computer Name  *0S IP Address Device Type  ACR AES Last Report Time

1076613427-2 WIN-RL485TV7252 Win2012RZ 6.3.9600 10.134.14646 Server 735 860 44172021

51PM
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@ 0 BIGFIX Tenable-Detected Vulnerability Discrepancies - Device Detail
* BigFix data
* Device Name: WIN-RLLGETVT252 ACR: 735
*Computer ID: 0788136272 AES: 540
* 1P Address: 0134148 48
0s: Win2012R2 63,9800
* Type: Server
* Last Report Time: 412021 30351 PM Number of records: 1
Device Name Vulnerability Title Plugin ID CWE List E‘;’SS VPR VPR Score Date Detected
WIN-RL48ITV7252  KBA1D.

ndows 8.1 and Windows Server 2012 R2 May 2018 109607  CWE-2018-0765; CVE-2018-1039 High High 10 03/20/2021
Secu e

Power Bl reports for Tenable.sc

Use this section to become familiar with Power Bl reports for Tenable.sc.

Chart details:

« Vulnerability Title - Vulnerability title

* PluginID - a unique identifier assigned to a vulnerability detection

- Applicable Devices - devices that have been scanned by Tenable and for which vulnerabilities have been
identified

« CVE List - list of CVE

+ CVSS2 - (Common Vulnerability Scoring System version 2), scoring system used to assess the severity and
potential impact of security vulnerabilities.

» CVSS3 - (Common Vulnerability Scoring System version 3), updated version of the scoring system

« VPR - Vulnerability Priority Rating

» VPR Score - numerical value ranging from 0 to 10, with 10 being the highest priority

- Detected Date - the date when a vulnerability was first detected

- Published Date - date when the information about a vulnerability was first available
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Detected Vulnerabilities with Applicable Fixlets

D miarx Tenable-Detected Vulnerable Devices with Applicable Fixlets - Overview

ey M D

Bt o e Erta
(T} o i

Tesz & Vilrapraiin by Devvce (L Brashdows by VPR (1

A N
| -
1
e
Data Cwt
G

i |n-q-| T I.'.'.".r\. | PP |

Vednarabities wen Fiulets by Date First Dalected - VS5 ()

VI i Biciadam Bios
| T—

]

i

i

! _

e ey S b T
@ ) miarix Tenable-Detected Vulnerable Devices with Applicable Fislets - Detail
i e Wi i I e - Mg
Futeateiny Tt P B bbb B 250 Lt Gl v Aoy bttt e 12
b = - i ;.'.- +

LR

[T S ¥ E— ) ——— T‘




Implementation Guide | 9 - Business Intelligence reports | 83

B Dwmans Tenable-Detected Vulnerable Devices with Applicable Fixlets - Vulnerability Detadl
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Detected Vulnerabilities without Available Fixlets

Tenable-Detected Vulnerable Devices Without Available Fixlets - Overviow
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Tenable-Detected Vulnerable Devices Withouwt Available Fixlets - Device Detail
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® Owmenx Tenable-Detected Vulnerability Discrapancies - Device Ditail
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Tableau reports

Use this section to become familiar with Tableau reports.

Tableau reports for:

* Qualys
» Tenable.io

« Tenable.sc
The reports are produced in Tableau version 2020.4+.

« Reporting differences: the functionality of the reports is nearly identical between Power Bl and Tableau. This
section details the differences between the reports

» Navigation: each visualization is portrayed on the dashboard page. Visualizations that do not apply to your
business process can be removed as necessary

* Qualys Severity

The Severity value is provided by Qualys to measure the relative security risk associated with the vulnerability.
Factors included in this measure are:

> Possible consequences

o Complexity

o Likelihood that the exploit will work under normal conditions
> Network location

o Privileges needed by the attacker

- Prevalence of affected software

o Existence of known attacks

In the IVR database, the information is stored in the vulnerabilities.severity column. The reporting aggregation

tables return both the numerical score and a value (where applicable) corresponding to the following matrix:

Table 4.
Severity Value Level Value
1 Minimal
2 Medium
3 Serious
4 Critical
5 Urgent

For more information regarding this topic from the vendor, please visit https://qualysguard.qualys.com/
gwebhelp/fo_portal/knowledgebase/severity_levels.htm


https://qualysguard.qualys.com/qwebhelp/fo_portal/knowledgebase/severity_levels.htm
https://qualysguard.qualys.com/qwebhelp/fo_portal/knowledgebase/severity_levels.htm
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« Tenable Severity

The Vulnerability Priority Rating (VPR) value is provided by Tenable to measure the relative security risk

associated with the vulnerability. Factors included in this measure are:

> Vulnerability Age

o CVSSv3 Impact Score
> Exploit Code Maturity
> Product Coverage

> Threat Sources

o Threat Intensity

o Threat Recency

In the IVR database, the information is stored in the vulnerabilities.vendor_rating column. The reporting
aggregation tables return both the numerical score and a value (where applicable) corresponding to the

following matrix:

Table 5.
VPR Value Level Value
9.0-10.0 Critical
7.0-89 High
40-6.9 Medium
0.1-3.9
Low

For more information regarding this topic from the vendor, please visit https://docs.tenable.com/tenablesc/
Content/RiskMetrics.htm

Tableau reports for Qualys

Use this section to become familiar with Tableau reports for Qualys.

Chart details:

« Vulnerability Title - vulnerability title

« Vulnerability ID - a unique identifier assigned to a vulnerability

- Device Name - name of the device

« Severity - level of risk associated with a vulnerability. Severity rating scale ranges from 1to 5
« Detected Date - date when a vulnerability was first detected

» CVSS2 - Common Vulnerability Scoring System version 2

- Applicable Devices - devices that are affected by a vulnerability


https://docs.tenable.com/tenablesc/Content/RiskMetrics.htm
https://docs.tenable.com/tenablesc/Content/RiskMetrics.htm
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Detected Vulnerabilities with Applicable Fixlets
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0 BleFIx Device Detail Summary
* Device Hame DevicelD  *IPAddress  *05 *Type *Lawt Report Time.
WIN-SEFHFOUMTHE 14455351-1 10134 145 136 WinZ0L6 L0 014353 1884 (1607) Server 2/15/2021 4 1107 PW
Vulnerability Detail
Vulnerability Title Vulnerabilit.. (V552 Severity
ActivePer| UTF-l Denisl of Service Vulnerability 116504 Medium Seriouy L
Adobe Flash Player SWF File Unspecified Remote Code Execution Vulnerability 115811 High Crrtieal I
Adobe Reader and Acrobat Multiple Wulnerabilsties (APSHLE-26) 370084 High Critieal
Amazon Linus Security Advisory for dbus ALAS-2019-1246 51628 Lew Critieal
Amazon Linux Securrty Advisory for geALAS-2013-245 350499 Medium Seriouy
Amazon Linus Security Advisory for golang, docker ALAS-2015-588 350114 Hign Sarioi
Amazon Linux Securrty Advisory for mod_security ALAS-2014-335 350393 Medium Serious
Amazon Linus Security Advisory for perl-TAML-LIbYAML-AL2012-2015-056 350778 Mecium Serious
Amazon Linux Security dvisory for ruby20ALAS-2015-547 350155 Madium Serious

Apple QuickTime Prior to 7.7.5 Multiple Vulnerabilties (APPLE-SA-2014-02-25-3)
Atinssann JIRA Multiple Security Vulnersbiliy (JRASERVER-G5784 JRASERVERGS.. |
Ardassian Jira Server and Data Center Improper Authorization Valnerabiliy( JRASE..

High Crrtical
Megium Serious
Magium Madum

Cent5 Security Undate for Firefox ((ESA-2012/1210) High Critical

CentO5 Security Update for firefa ((ESA-2017 0554) High Urgers

CentDS Security Update for Firefox Security Update (CESA 2018-2653) Hign Crvtical

Cont05 Security Update for flatpak (CESA-20190375) Megium Critical

CentD3 Security Update for Ghostscrigh (CESA-20012 0036) Medium Medum

CentDs Security Update for HeliaPlayer [CESA-2010-0094) High Serioul -
Qmann Vulmsrability Devics Summary PP

B P I e R VS ATy = Postign P Slien il < Fen fng Sl by bk (g el Besess Be
MR, T CGTRA B s Crimml  WRECCT ey Unfetn o i o P . SICICIGH s e Wi SRMACER Bty Updete TETS

g Tt i S 1 Vulnerability Devies Datail
¢ Pecd s o Ll aat g T
TR LY e
Wi mriem




Implementation Guide | 9 - Business Intelligence reports | 91

Detected Vulnerabilities without Available Fixlets

@uun:

Qualys-Detectod Vulnerable Devices Withaut Applicable Fixlets - Overview
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(O LILLH Vulnerability Device Summary

Vulnesability Tithe Vulnerability 10 Yearof Pub. V552 Severty

CantOs Security Update for kibwirt (CESA-2012-1202)

Right-click an Device 1D to drill down

Detected Date  DewicelD * Device Hame
6162020 14456361-1 WIN-SEFHFOIMTHE

120574 2348 Lo Madium

Vulnerability Device Detail

] * IP Address *Type * Lot Report Time

Win2006 100 14393 1884 = 10 134 186 136 Smrvmr 2/16/2021 4-11:07 PM

= gl in il

* BugFix data
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0 BIGFIX
Device Detail Summary N——
* Device Name DevicelD *IP Address 05 *Type *Last Report Time
WIN-SEFHFOUM7HE 14456351-1 10 134 146 136 WinZOL6 LD 0. 14353 1554 (1607) Server Z16/20ZL4 1107 PM
Vulnerability Detail
Vulnerability Title Vulmerabilit.. (V352 Severity
Actiweiterl UTF-8 Denisl of Service ¥ulnersbility 116504 Medium Serious [
Adobe Flash Player SIWF File Unspecified Remote Code Execution Vulnerability 115811  High Crrtical I
Adobe Resder and Acrobat Multiple Vulnerabilties (APSE16-26) IR0084 High Cretical |
Amazon Limun Security Advisory for dbus ALAS-2019-1246 IEIE2E L Critical
Amaron Lirux Security Advisory for go ALAS-Z013-245 350493 Medium Serious 1/1/2025
Amazon Linus Security Advisory for golang, docker ALAS-2015-588 350114 High GarioLe EF182020
Amazon Linux Securety Advisory for mod_secursty BLA5-2014-335 350393 Mecium Serious B/16/ 2020
Amazon Linus Security Advisory for perk YAML-LIBYAML-AL2012-2015-056 350775 Megium Serious
Amazan Lirus Security Bdvisory for ruby2 00 ALAS-2015-547 350155 Madium Seriou
Apple QuickTime Prior te 7.7.5 Multiple Vulnerabiities (APPLE-SA-2014-02-25.3) 121313 Hign Crrtical
Atinssnn NIk Multiple Security Vulnersbility { [RASERVER-69784_JRASERVER-69.. 13609 Megium Serious
Ardassian Jira Server and Data Center Improper Authorization Valnerabilicy(JRASE.. 12232 Magium Madum
CentD5 Security Update for Firefon (CESA-2012-1210) 120878 High Crrtical
Cont05 Security Update for firefon (CESA-2017:0558) 256178 High Urger:
CentDS Security Update for firefox Security Update (CESA-2018-2653) 256482 High Crrtical
Cent5 Security Update for flatpak (CESA 2015-0375) 256573 Medium Critical 17150025
CentD3 Security Update for Ghostscrigh (CESA-20012 0036) 120033 Medium Medium &/16/2020

CentDS Security Update for HeliPlayer (CESA-2000:0094) 116308 High Sergut &'16/2000 w
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Vulnerability Discrepancies

1) migrix
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B LT
misrm Cualys-Dutected WVulserability D

vy Diderispiont it = Dintd Summ, ary
Wulnarability Dets
¥

D UL LU Chaalyy-Datected Vulngrability Qiscrepanios - Davicg Summaer

Qualys-Detected Vulnerability Disorepasies - Davics Dotail

Tableau reports for Tenable.io

Use this section to become familiar with Tableau reports for Tenable.io

BigFix Insights for Vulnerability Remediation can now also consume vulnerability data from Tenable.io. With Tenable
Lumin available, BigFix Insights for Vulnerability Remediation also consumes asset prioritization data:

« Asset Criticality Rating (ACR): 1-10 rating that represents the asset'’s relative criticality based on device type,
device purpose, and network location/proximity to the Internet.
+ Asset Exposure Score (AES): A metric that combines ACR & VPR (Vulnerability Priority Rating) into a single

score to represent an asset’s relative exposure.

Refer to the link for more information: Lumin Metrics

Additionally, uniquely for Tenable.io, BigFix sends its endpoint asset data to Tenable.io to give it visibility into
potentially unmanaged assets.

Chart details:

« Vulnerability Title - Vulnerability title
« PluginID - a unique identifier assigned to a vulnerability detection


https://docs.tenable.com/tenableio/vulnerabilitymanagement/Content/Analysis/LuminMetrics.htm
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- Applicable Devices - devices that have been scanned by Tenable and for which vulnerabilities have been
identified

* CVE List - list of CVE

+ CVSS2 - (Common Vulnerability Scoring System version 2), scoring system used to assess the severity and
potential impact of security vulnerabilities.

» CVSS3 - (Common Vulnerability Scoring System version 3), updated version of the scoring system

* VPR - Vulnerability Priority Rating

» VPR Score - numerical value ranging from 0 to 10, with 10 being the highest priority

- Detected Date - the date when a vulnerability was first detected

- Published Date - date when the information about a vulnerability was first available

« ACR - Asset Criticality Rating: 1-10 rating that represents the asset'’s relative criticality based on device type,
device purpose, and network location/proximity to the Internet.

 AES - Asset Exposure Score: A metric that combines ACR & VPR (Vulnerability Priority Rating) into a single
score to represent an asset's relative exposure.

Detected Vulnerabilities with Applicable Fixlets

(D ererix Tenable-Detected Vulnerable Devices with Applicable Fixlets - Overview
@ Help Center
Top 5 by Device - VPR Top 5 by Device - AES Breakdown by VPR
150 Critical "
14,360
84
125,85
v
1285 138,480 0 20 a 100 20 0
* Device Name VPR * Device Name AES
[0 Andrew-RHELServer-2 Andrew-RHEServer-2
I WIN-RLASSTV7252 I win-RLag5TVT252
W WIN-UTMASU7INUS W WIN-UTMABUTINUS
1] 4 100 120 140 160 180 200
s - [cvssz
Vulnerabilities with Fixlets by Date Detected - CVSS Wi
Medium
M Low
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() BicFix

Right-click on Plugin ID to drill down

Vulnerability List - 139 Rows

*BigFix data
Vulnerability Title Pulgin ID Applicable Devices  CVE List cvss2 % Cvss3 VPR VPR Score  Total VPRS.. DetectedD.. PublishedD.. Product/|
M5 KB3003008: Vulnerability in S5L3.0 Could 78447 1 CVE-2014-3566 Medium Medium 45 5 3/20/2021  10/14/2014 Windows A
Allow Information Disclosure (POODLE)
MS15-006: Vulnerability in Windows Error Rep.. 04395 1 CVE-2015-0001 Low Medium 42 4 Windows|
MS15-014: Vulnerability in Group Policy Could .. 81267 1 CVE-2015-0005 Low Medium a4 4 Windows
M515-029: Vulnerability in Windows Photo De.. 81743 1 CVE-2015-0076 Medium Medium 57 6 Windows
MS515-050: Vulnerability in Service Control Ma.. 83355 1 CVE-2015-1702 Medium Medium 59 & Nindows/
MS15-060: Vulnerability in Microsoft Common .. 84056 1 CVE-2015-1756 High Medium 67 7 Windows|
M515-082: Vulnerability in RDP Could Allow Re.. 85332 1 CVE-2015-2472 High Medium 55 & Windows
M515-088: Unsafe Command Line Parameter P_ 85334 1 CVE-2015-2423 Medium Medium 4z 4 Windows
M515-089: Vulnerability in WebDAV Could Allo.. 85323 1 CVE-2015-2476 Low Medium 44 4 Nindows
MS15-119: Security Update for Winsock to Ad.. 86826 1 CVE-2015-2478 High Medium 59 & Windows
MS15-121: Security Update for Schannel to Ad.. 86827 1 CVE-2015-6112 Medium Medium 5E & Windows
MS15-133: Security Update for Windows PGM .. 87262 1 CVE-2015-6126 High Medium 53 6 Windows
M516-013: Security Update for Windows Jour.. 88545 1 CVE-2016-0038 High High Medium 6.7 7 Windows
MS16-027: Security Update for Windows Media £5750 1 CVE-2016-0058 High High Medium 67 7 Windows
to Address Remote Code Execution (3143146) CVE2016.0101 High High Medium 67 7 Windows
MS516-033: Security Update for Windows USB.. 85772 1 CVE-2016-0133 High Medium Medium 67 7 Windows
MS16-047: Security Update for SAM and LSAD .. 50510 1 CVE-2016- Medium Medium Medium 6 6 Windows
M516-067: Security Update for Volume Manag.. 31016 1 Low Medium Medium 44 4 Windows
MS16-072: Security Update for Group Policy (3.. 31600 1 CVE-2016-3223 High High Medium 6.7 7 Windows
M516-076: Security Update for Netlogon (316.. 51604 1 High High Medium 67 7 Windows
MS16-087: Security Update for Windows Print .. 52018 1 High High Medium 6.7 7 Windows
MS16-124: Security Update for Windows Regis.. 34013 1 Medium Medium Medium 66 7 Windows
M516-134: Security Update for Common Log 1 High High Medium 53 6 Nindows
MS16-137: Security Update for Windows Auth.. 1 High High Medium 59 & Windows
MS16-149: Security Update for Microsoft Win.. 35813 1 CVE-2016-7215; CVE-2016-7292  High High Medium 55 & Windows
RHEL 7 - avahi (RHSA-2020:1176) 135048 1 CVE-2017-6519 Medium Critical Medium 52 5 Null
RHEL 7 : bash (RHSA-2020:1113) 135062 1 CVE-2015-9524 High High Medium 67 7 Null
RHEL 7 : bind (RHSA-2020:2344) 137082 1 CVE-2020-8616; CVE-2020-8617  Medium High Medium 6 6 Null
DHEI 7 - rin (BHEA.2020-2008) 1A1NCE 1 FVE.2010.1ARGE Madinm Uink Madiim £7 1 LAl v
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GBIGFIX

Vulnerability Device Summary

*BigFix Data
Volnerabilit. PulginiD ~ (VELst (V82 (V83 UM VPRScore  Totel PRS. Detected .. Published D. ProductFa. *Figlet Title *FietlD *Fi
MSIG050:.. 83355 CUEZCIS-L. Medium Medum 59 b Y0020 05122015 Windows  MSIS050: Vulneratilicyin Senvice Contral Manager . 1505015 Patch
GO )
Detected Date  DevicelD * Device Name Detail 08 *|P Adaress e AR A5 * ast Report Time
g e [RRGTBEM 20225540 DRSS S 1H 6 4U0IEA |
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°J BIGFIX . .
0 Device Detail Summary *BigFix data
DevicelD *Device Name Det_. * [P Address *0S *Type ACR AES *Last Report Time
1076613427-2  WIN-RL485TV7252 10.13414646 WinZ2012RZ26.39600  Server 7.35 860 4/1/20219:03:51PM ‘ |

Vulnerability Detail - 161 Rows

Vulnerability Title Pulgin ID CVE List CVss2 CVsSS3 VPR VPRScore  Total VPRS.. Detected Date Published D.. Product/Fa.. *Fixlet Title *FixletlD  *F
KB408887% Wind. 108291 CVE-2017-5.. High High High 84 8 3/20/2021 03/13/2018 Windows 4072598 Erable mitigetions to helppr. 407253801 PatA
KBA093115: Wind. 108955  CVE-2018-0.. High High High 9 9 3/20/2021 04/10/2018 Windows  MSI8-APR: Security Only Quality Updat.. 409311501 Pat
KBA103715: Wind.. 103507  CVE-2018-0.. High High High 98 10 3/20/2021 05/08/2018 Windows  MSI18-MAY: Security Only Quality Upds.. 410371501 Pat
KB4338824: Wind. 110381  CVE-2018-8. High High High 9 3 3/20/2021 07/10/2018 Windows  MS18-JUL: Security Only Quality Updat.. 433882403 Pat
KB4457143: Wind.. 117417 CVE-2018-8.. High Critical High 9 9 3/20/2021 05/11/2018 Windows IMS18-SEP: Security Only Quality Updat.. 445714303 Pat
KBA462941: Wind. 118002  CVE-2018-8. High High High 96 10 3/20/2021 10/03/2018 Windows  MS18-OCT: Security Only Quality Updat.. 446294101 Pat
KBA467703: Wind. 118918 CVE-2018-8. High Critical  High 83 5 3/20/2021 1/13/2018 Windows  MS18-NOV: Securicy Only Quality Upda.. 446770303 Pat
KB4471322: 119583 CVE-2018-8.. High Critical High 94 9 3/20/2021 12/11/2018 Windows  MS18-DEC: Security Only Quality Updat.. 447132201 Pai
Windows 8.1and . CVE-2018-8.. High Critical  High 54 3 3/20/2021 12/11/2018 Windows  MS18-DEC: Security Only Quality Updat.. 447043303 Pat
KB4480964: Wind.. 121014 CVE-2019-0.. High High High 98 10 3/20/2021 01/08/2013 Windows  MS19-JAN: Security Only Quality Undst. 448096401 Pat
KB4487028: 122120 CVE-2019-0.. High High High 8.9 9 3/20/2021 02/12/2013 Windows  MS19-FEB: Security Only Quality Updat.. 448702801 Pai
Windows 8.1and . CVE-2019-0.. High High High 83 3 3/20/2021 02/12/2018 Windows  MS20-0CT: Security and Quality Rollup . 457835201 Pat
KB4489893: Wind. 122784 CVE-2019-0.. High High High 84 8 3/20/2021 03/12/2019 Windows  MS19-MAR: Security Only Quality Upda . 448988301 Pat
KB4493467: Wind.. 123940 CVE-2019-0.. High High High 95 10 3/20/2021 04/03/2013 Windows  MSI19-APR: Security Only Quality Updat.. 449346701 Pat
KB4499165: Wind. 125051  CVE-2019-0.. High High High 83 9 3/20/2021 05/14/2013 Windows  MS19-MAY: Security Only Quality Upda.. 449916503 Pat
KB4503290: Wind.. 125818 CVE-2018-0.. High High High 98 10 3/20/2021 06/11,2013 Windows  MS19-JUN: Security Only Quality Updat.. 450329003 Pat
KBAS0745T- 126570 CVE-201% High High 9 9 3/20/2021 07/03/2019 Windows  MS19-JUL: Security Only Quality Updat.. 450745701 Pat,,

qF »
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Detected Vulnerabilities without Available Fixlets

0 BIGFIX Tenable-Detected Vulnerable Devices Without Applicable Fixlets - Overview

(D Help Center

Top 5 by Device - VPR Top 5 by Device - AES Breakdown by VPR

*Device Name VPR *Device Name AES

I W10-B0BCLIENTS B AndrewRHELServer2
V10-

B WIN-RLA8STVT252 Il W10-BOBCLIENTS

W2016-80B2
W WIN-UTMASUTINUS mu ow

W WIN-RL48STYT252

[0 WIN-UTMABL7INUS 0 10 20 20 40 50 60 70 80 90 00 10
[cvss2
Vulnerabilities with Fixlets by Date Detected - CVSS I
200 High

150

G D
100
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OBIGFIX

o
Right-click on Plugin ID to drill down BigFix data
Vulnerability List - 107 Rows
Vulnerability Title PluginID Applicable Devices CVEList CVs52 CVss3 VPR VPR
Adabe Flash Player <= 23.0.0.207 Multiple Vulnerabilities (APSB16-33) 95762 1 CVE-2! 1 ; CVE-2016-7865; CVE-2016-7870; C.. High Critical High 89 ~
Adobe Flash Player <= 24.0.0.186 Multiple Vulnerabilities (APSB17-02) 56388 1 E-2017-2528; C.. High Critical High 85
Adabe Flash Player <= 24.0.0.194 Multiple Vulnerabilities (APSB17-04) 57142 1 High Critical High 8.5
Adabe Flash Player <= 25.0.0.127 Multiple Vulnerabilities (APSB17-10) 99283 1 CVE-2017-3058; ¢ 3059; CVE-2017-3060; CVE-2017-3061; C.. High Critical High T4
Adobe Flash Player <= 25.0.0.148 Multiple Vulnerabilities (APSB17-15) 100052 1 CVE-2017-3068; ( 17-3069; CVE-2017-3070; CVE-2017-3071; C.. High Critical High 89
Adobe Flash Player <= 25.0.0.171 Multiple Vulnerabilities (APSB17-17) 100756 1 High Critical High 8.5
Adabe Flash Player <= 26.0.0.131 Multiple Vulnerabilities (APSB17-21) 101362 1 High Critical High 8.5
Adobe Flash Player <= 26.0.0.137 Multiple Vulnerabilities (APSB17-23) 102262 1 High High Medium 6.7
Adobe Flash Player <= 26.0.0.151 Multiple Vulnerabilities (APSB17-28) 103124 1 High Critical High 8.5
Adobe Flash Player <= 27.0.0.183 (APSB17-33) 104544 1 13; CVE-2017-11215; CVE-2017-11225; CVE-2017-311.. High Critical Medium 6.7
Adobe Flash Player <= 28.0.0.137 Use-after-free Remote Code Execution (A.. 108506 1 CVE-2018-4877: ( 018-4878 High Critical High 96
Adobe Flash Player <= 28.0.0.161 (APSB18-05) 108281 1 CVE-2018-4915; CVE-2018-4520 High Critical Medium 6.7
Adobe Flash Player <= 29.0.0.113 (APSB18-08) 108358 1 CVE-2018-4932; C E-2018-4935; C.. High Critical High 8.9
Adobe Flash Player <= 29.0.0.171 (APSB18-19) 110397 1 CVE-2018-4945; ( E-2018-5002  High Critical High 92
Adabe Flash Player <= 30.0.0.134 (APSB18-25) 111683 2 CVE-2018-12824; CVE-20 High Critical Medium 6.7
CVE-2018-12827; CVE-201
Adobe Flash Player <=31.0.0.148 (APSB18-44) 119034 3 CVE-2018-15981 High Critical Medium 59
Adobe Flash Player <=31.0.0.153 (APSB18-42) 119482 3 CVE-2018-15982; CVE-2018-15383 High Critical High 9.7
Adobe Flash Player <=32.0.0.156 (APSB19-19) 123938 3 CVE-2019-7096; ( High Critical Medium 59
Adabe Flash Player Unsupported Version Detection 59196 3 Null High MN/A 0
KBAD18483: Security update for Adobe Flash Player (April 2017) 99290 1 7-3059; CVE-2017-3060; CVE-2017-3061; C.. High Critical High 74
WRANINA- Carurity undsta far Adaha Flach Dlauar (Mau 201174 NNNE? 1 . 2017.3048- (V(E.2017.3070- (UE.201 7. Hink Fritiral Uink aa ¥

< >
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OEIGFIX

Viulnerability Device Summary

Vilnerabilty Title PluginiD~ (VEList 52 053 UM

Adobe Flsh Player = 26.0.0.151 Multiple Vulnerablties (APSB17-28) R3124  CVE-20IP-L128L: (VE-2017-11282 High (rtil ~~ High 83
{

Right-cick an Device 0 to drill down Vulnerablllty DEVICE DEta" - 1Rous
*DeviceName Detail  DevicelD — #09 *[P Address e AR AES *ast Report Time
WINRLABSTVZS2 1078613072 WindLER26.3.3600

*BigFi data

UPRSeore  Published D.. Solution

JUNE R frer 73 B 4 s0350An

03/12/2017 Ungrade to Adobe Fla

}
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() BiGFIX : :

Device Detail Summary R
* Device Name Detail Device ID *IP Address *08 *Type ACR AES *Last Report Time
WIN-RLAB5TVT7252 10766134272 1013414646 Win2012RZ26.3.5600 Server 735 860 4/1/20219:03:51 PM

Vulnerability Detail - 178 Rows
Vulnerability Title PluginlD  CVEList Cvss2 CVss3 VPR VPRScore  Publi
Adabe Flash Player <= 23.0.0.207 Multiple Vulnerabilities (APSB16-39) 95762 CVE-2016-7 016-7868; CVE-2016-786! 016-7.. High Critical High 89 12/1:4
Adabe Flash Player <= 24.0.0.186 Multiple Vulnerabilities (APSB17-02) 56388 . High Critical High 83
Adabe Flash Player <= 24.0.0.194 Multiple Vulnerabilities (APSB17-04) 97142 High Critical High 89
Adobe Flash Player <= 25.0.0.127 Multiple Vulnerabilities (APSB17-10) 95283 High Critical High 74
Adobe Flash Player <= 25.0.0.148 Multiple Vulnerabilities (APSB17-15) 100052 High Critical High 83
Adobe Flash Player <= 25.0.0.171 Multiple Vulnerabilities (APSB17-17) 100756 High Critical High 89
Adabe Flash Player <= 26.0.0.131 Multiple Vulnerabilities (APSB17-21) 101362 High Critical High 89
Adobe Flash Player <= 26.0.0.137 Multiple Vulnerabilities (APSB17-23) High High Medium 6.7
Adobe Flash Player <= 26.0.0.151 Multiple Vulnerabilities (APSB17-28) 103124 81; CVE-2017-11262 High Critical High 89
Adabe Flash Player <= 27.0.0.159 Type Confusion Vulnerability (APSB17-32) 103922 52 Medium High High 83
Adobe Flash Player <= 27.0.0.183 (APSB17-33) 104544 .. High Critical Medium 6.7
Adabe Flash Player <= 27.0.0.187 (APSB17-42) 105175 Medium High Low 3.6
Adobe Flash Player <= 28.0.0.126 (APSB18-01) 105691 Medium High Low 36
Adobe Flash Player <= 28.0.0.137 Use-after-free Remote Code Execution (APSAL8-01).. 106606 High Critical High 56
Adobe Flash Player <= 28.0.0.161 (APSB18-05) 108281 018-4520 High Critical Medium 67
Adobe Flash Player <= 29.0.0.113 (APSB18-08) 108958 CVE-2018-433 8-4933; CVE-2018-4934; . High Critical High 89
Adabe Flash Player <= 29.0.0.171 (APSB18-19) 110397 CVE-2018- 8-5000; CVE-2018-5001 5.. High Critical High 5.2

< >
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Vulnerability Discrepancies

OBIGFIX

Tenable-Detected Vulnerability Discrepancies - Overview

® Help Center
Top 5 by Device - VPR Top 5 by Device - AES Breakdown by VPR
B 1,760
0 1 2 5 5 8 3 10
Breakdown by CVSS
10,320
*Device Name VPR *Device Name AES Vecium
[ WIN-RLASSTVT252 [E WiN-RI485TVT252 s 1 2 . e e
I WIN-UTMAGU7INUS B WIN-UTMAGUTINUS
ey . . Icvss2
Vulnerabilities with Fixlets by Date Detected - CVSS i
15 . Medium
=R Year
£
E 2015 2025
3 a D
5
£
£
S s
2021/03
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'} BIGFIX T - :

0 \ulnerability Discrepancies Device Summary B it
Yulngrability Title $ov PluginlD  Applieable.. (VEList (Vs (vss3 Um UPRSeore  Detected D Published D, ProducFa.. *Fiset itk

NBAS3TTSS: Securityupdatefor 133813 1 (VE-2020-3757 High High Wedim 53 P90 Q2112020 Windows  MSZDAOCT: SecurtyUndate
AiteFih e Pty 2120 YO R W WSZMOCT Seuty Uit
{ }
Ntk onDevice e todil o \iulnarability Discrapancies Device Detail - 2ows

DetectedDate  DevicelD * Device Name Detail  *08 * [P Adaress e AR AES *Last Report Time

oo NGENRN vrosvomewEy 0 MOl e 84 @) 4G

YO EEBE WAL WlI63%0 DS S T W) U020
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Tenable-Detected Vulnerability Discrepancies - Device Summary it
DevicelD ~* Device Name Detail P Address *0§ Tye AR AES *[ st Report Time
103731011 WIN-UTMBGUTINUS 117181 Win201310.0.17763.107 1809 Server 81 &0 4/1/20219:03:48 DM

Vulnerability Title - PluginID

{B4537759: Secur.. 133618
{

Tenable-Detectad Vulnerability Discrapancies - Vulnerability Detail - 2 Rows

Applicable . CVEList (V552 (VS53 VPR UPRScore  Detected Date Published D. Product/Fa.. * Fiset Title FEilet 1D *Fislet Site
. CUE-20209. High (riticsl ~ Medm 53 Y02 06052020 Windows  MS20-0CT: Security Update for Ado. 15 Patchestor
20-3. Hig High Medi 8 2 \ (T: Securs

Tableau reports for Tenable.sc

Use this section to become familiar with Tableau reports for Tenable.sc

Chart details:

« Vulnerability Title - Vulnerability title

* PluginID - a unique identifier assigned to a vulnerability detection

- Applicable Devices - devices that have been scanned by Tenable and for which vulnerabilities have been

identified

e CVE List - list of CVE
+ CVSS2 - (Common Vulnerability Scoring System version 2), scoring system used to assess the severity and

potential impact of security vulnerabilities.

» CVSS3 - (Common Vulnerability Scoring System version 3), updated version of the scoring system
« VPR - Vulnerability Priority Rating
» VPR Score - numerical value ranging from 0 to 10, with 10 being the highest priority

- Detected Date - the date when a vulnerability was first detected

- Published Date - date when the information about a vulnerability was first available
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Detected Vulnerabilities with Applicable Fixlets

E} RiaRis

Tenable-Detected Vulnerable Devices with Applicable Fixlets - Overview

m eyl e

Top & Vulnerable by Device (& Broshdawn by ViR (0

===

Lt
Braakdawn by (VS5 (@
fampem ane - |
W P
S
[ RSN ]
| R S bR )
T
Wulngrabilition with Fixleti by Date Datocted - {VE5 0 e
W
| e
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Vulnarabilitios with Flalafn by Dato Datacted - VPR @

Vulrarabilities with Fixlets by Date Published - CWES (@

I

Pr—— sl Pr— o PP prTe—

Viilnarabilities with Fiabets by Dats Publisked - VPR 2
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D mars

Tensbb-Dutected Wolnarabil ity List - Datall

Davics Detail Summary
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Detected Vulnerabilities without Available Fixlets

(Deicrx

Tenable-Detected Vulnerable Devices Without Applicable Fixlets - Overview

Top 5 Vulnerable by Device @

.

@ HalpCanter
Broakdown by VPR 0]

Plugin Il

Braakdown by CVSS

Computer_Nsme
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Vulnerabilities with Fixlets by Date Detected - VPR @ B Lo
£ W resum
433
200 Date
5 21 2025
. —0

20208

Vulnerabilities with Fixlets by Date Published - CVSS @

Yoar Monthl

ertnfﬂm (1]

&/10
B

61l
B2

o

1%

20173

Ymar Monthkl

O sicrix

& F
Reght-click on Plugin | B to drill down BigFin datn

Vulnerability List

Wulmerability Tithe Sevesity Anpl

Amazon Linua Secusity Advisory for dbus:ALAS-2019-1246 Medium 1 L]
Amalen Linua Security Sdvisory for auaggas ALAS-2012-070 Law 1

Atlassian Fisheye and Crucible Cross-Sie Scripting Vulnerab ity (CRUC-8381 FE- 7163, CRUC-B380,FE. . Low 1

Cemt05 Security Update for Bbwirt (CESA-2012:1202) Lows 1

Cemt5 Security Update for Sbvirt test ((ESA-2011:0478) Low

Centl)S Security Update for OpenSSH ((ESA-2007.0257) Law

Cent 05 Security Update for PAM (CESA-2007-0465) Low 1

CentDS Security Update for gema-kvm (CESA-20171856) Medi L

Cemt¥5 Securtty Update for wtil -lirux-ng ((ESA-2013-0517) Low 1

Debinn Security Update for mailman (D54 4246-1)

Drupal core File Mod ube Cross Site Soripting Vidnerability (SA-C0RE-2019-004)
Fadora Saisrity Updats for libuiwind (FEDORA-2015-11265)

Fedora Security Update for gemu (FEDORA-2016-1b264abdad )

Fedora Security Update for slapi-nis (FEDORA-2014-1442)

Fedora Secwrity Update for sude (FEDORA-2015-2247)

Fedara Security Update for wen [FEDORE-2016-dabb1427TH)

IPlaret Calendar Server Plaintext Sdmin Password Yulner sbility

Mchtan WirusScan 4 0.3 Alert File Vilnarabil ity

OpenSuSE Security Update For libvirt {openSUSE-5U- 2014-0000-1)

OpenSuSE Security Uipdate for Ilvm (openSUSE-SU-2015:0245-1)

DpenSuSE Securtty Update for KWaylend {openSUSE-SU- 2015 1095-1)
Oracle Enterprine Linux Security Update for libgerypt [ELSA-2013-1457)
Driscle Enterprice Lirux Security Update for gemu-kvm (ELSA-2013-1650)
PostNuke Croes Sie Scripting Vulnerabity

Red Hat Update for DpenSheft Comtainer Platform 4.5.4 jenking-2-plugins [AHSA-2020-3207)
Siype Techmologies Skype URI Handling Remote File Download Vulne rability
SUSE Enterprive Linux Secursty Update for dbus-1 (SUSE-SU-2014:0846-1)
SUSE Enterprise Limux Security Update for libape] (SUSE-50U-2018:1322-1)
SUSE Entarperie Linux Sacurty Updats for Wirsshark (SUSE-SU-2012 0732-1)
Mlhmnl-p Updnhhr libgtdl {openSUSE- SU-2013-0404. 1)
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D siarix : !
Device Detail Summary " BigFis deta
* Device Mame: Devicel D * IP Address 05 * Type: * Last Report Time
WIN-SEFHFOIMTHE 12456361-1 10 134 146 138 Win2016100 14393 188 Server 216/2021 4:11:0TPM
Vulnerability Detail
Vulnerability Title Plusgin 1D Cvss2 Sewerity
ActivePerl UTF-8 Denial of Service Vulrerabilrty 116504 Medium Low L
Adobe Flash Player SWF File Unspecified Remote Code Execution Vulnsrability 115811 High Misginim .
Adobe Reader and Acrobat Multiple Walnerabil ties (APSB1E-26) 3Tocas High Mednum
Aenazon Linex Security Advisory for dbuncALAS- 20151246 351628 Larwr Medium
Aemazen Linux Security Advisary for o ALAS-2013-245 350499 Medium Lawe
Memazon Linux Security Advisary for polang, docker- ALAS-2015-588 350114 High Low
Aenagon Linex Security Advisary for mod_security ALAS- 2014335 350393 Medivn Low
Aemagon Linux Security Advisory for per-YAML-LibYAML AL 201 2-2015-056 380775 Medium Low
danaszon Linx: Security Advisary for ruby20- ALAS-2015-547 380155 Med iy Low
Appie QuickTime Prior ko 7.7.5 Multiple Yulnerabilitics (APPLE-SA-2014-02-25-3) 121819 High Medium  6/16/2020
Al JiRe Securty v ( JRASERVER-G5TRA, JRASERVER-GITES, JRASERVER-SITAZ IRASERVER-. 13603 Medium Low B18/2020
Atiassian Jira Server and Data Center Improper Autharization Vulnerability MASERVER-T05.26) 13631 Medium Law 6162020
Cemt0S Security Update for Firefos (CESA-2012-1210) 120578 High Msdiuim L2025
CentDS Security Update for firefos (CESA-2017-0558) 286179 High Medium Ly mzs
Cent05 Security Update for firefon Security Update [CESA-2018-2653) 256402 High Matium VRS
Cenmt0S Security Update for Aatpak (CESA-2019-0375) 256573 Medivm Medium 112028
CentDS Security Update for Ghottecript ((E54-2012.0096) 170039 Medivm Low B L&/2020
CentOS Security Update for HelixPlayer (CESA-2010-0094) 116008 High Law &/16/2020 [
0 ®iaFix Vulnerability Device Summary * BigFin duta
Vulrerability Title Plugin 1D Yearof Pub.. (V552 Severity
Amazon Linun Security Advisory for dbus. ALAS-2019- 1246 EL LR ] 2018 Low Megium
Fsght-click on Dewsce 1D to drill down vulnﬂr.b"llw Device Detail
Detected Date Dewvice ID * Device Name 05 * P Addrecs * Type: * Last Report Time Plsgin_ID

BL62020 144BEFEL-1 WIN-SEFHFOUMTHE  Win2016 10.0.14393.1884 . 10 134 145 138 Server 2/16/2021 41107 PM 31628
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Vulnerability Discrepancies

0 BIGFIX Tenable-Detected Vulnerability Discrepancies - Overview

(D Mg Center

Top 5 Vulnerable by Device (D) Breakdown by VPR @

Breakdown by CVSS ©

ig=

ComButir N [ H 4 § (] ;] 2 4 16
B Grdeenemnif ey
B W10-B08CLIENTE
I DRI OHRATOR
I UTMASUTINGS

Conmit o Plugin 1D

Vulnerabilitias with Fixlats by Date Detected - CVSS (D vt

5

Date
o 0
()

Tt of Plagin 1D
1 in. =
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Vulnarabilities with Fixlets by Date Detected - VPR @

51

Count of Plugin 1D

Beverty
W coitien
M High
W e

Vulnerabilities with Fixlets by Date Published - CVSS @

ear Monthl

Count of Plugin 0

202003 202004 202005 2020/06 202007 202008 2020/0% 2020/10

W g

Data
wLE 2028

Vulnerabilities with Fixlets by Date Published - VPR @

¥ear Monthl

2020/03 200004 0,05 e 2007 C20/08 2009 020/10 02011 202101 2102

Count of Plugin IR

Oalﬂrll

Right-click on Plugin ID ta drill down Tenable-Detected Vulnerability Discrepancies - Detail * BigFix dats

Vulnerabilit  Plugm 1D CVE_List CVss2 Severity Apphcable_ . Year of Pub * Fixlet Tithe * Frlet ID * Finlet Sou . * Fiadet Site
NBASBETIA 147693 WE-2020-0 o 1 3 M52 1-MAR Cumulative Update for Winda  SO0DB2201  &B5000 Patches for Windows
KESLBLRI0 nfo | Batches for Windows
KESDO0BO3. nfo 1 Patches for Windows
KB5000822. 1/ nfo 1

Patches for Windows

* Fidet Category * Source Rel
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<) BIGFIX :
o Tenable-Detected Vulnerability Discrepancies - Device Summary “BigFix data
DevicelD * Device Name * I Address 05 * Type * Last Report Time
10373101-1 WIN-UTMASUTINUS 172171281 Win2019 10.0.17763.107 (1803) Server 25/2021 4-5T:12PM

Tenable-Detected Vulnerability Discrepancies - Vulnerability Detail

Vulnerability Tale  PluginID  CVE_List s Severity  DetectedDnte  * Finiet Tile “Fadet Il *Fisdet Site * Finlet Sou_ * Finlet Category *Source Rele
HBAS384GL: Wind., 134363 CVE-2020-0645; CVE-2.. Hagh High 3/8/2021 MS5Z1-WAR Cumulstrve Update for . 500082201 Patches for Windows ¥BS000BZZ Securty Update 03."33}:012.

HBAS4994%: Wind , 135463 CVE-2020-064
HBA551853: Wind.. 136501 CVE-Z020-0845,
MBASSESSE: Wind . 138453 CVE-Z020-0645;

Hagh High B'20z1 MSZ1-MAR: Cumulatrve Update for . 500082201 Patches for Windows  KBS0008ZZ  Securriy Update 03/09/2021
.. Magih Higm 82021 MSZ1-MAR Cumuletive Update for . SO0082ZZ01 Pasches for Windows  KBSO008ZZ  Securry Updeme 03/09/2021
MS5Z1-MAR- Cumulstive Update for  SD00B2201  Patches for Windows ~ KBS000BZZ  Securrty Updete 03/09/2021

Mgk High

HBASEIB08: Wind, 137256 CVE-2020-0645; £\ Hogihn High 8202 MS21-WMAR: Cumulative Update for Patches for Windows  NBEDODE2Z  Security Updete 03/0%/2021
HBASES3AT: Wind | 1354584 CVE-2020-0645, High Critical 201 MEZ1-MAR Cumulative Update for Patches for Windows  KBS00082Z  Security Updete 03/08/2021 1
HBASTO33T: Wind.. 120414 CVE-2020-0645, High High 3872021 MSZ1-MAR Cumulative Upcate for Patches for Windows  KBS000822 Security Updete 03052021
NBASTTGER: Wind . 141433 CVE-2020-0845, Hagh Hign 382021 MSZ1-MAR Cumul e Upcate for Patches for Windews  KBS000822 Security Updete 03/0%/2021
KBASSETS3: Wind . 142633 CVE-2020-0845,C Hegh Infa 3/8/2021 MS21-MAR: Cumulative Update for Patches for Windows  WBSOO0BZZ  Securty Update D3/08/2021
HBASS2440. Wind.. 143561 CVE-2020-0845, High High 3872021 MS21-MAR Cumulstive Update for Patches for Windews  KBSO00B22 Secwrity Update 03/05/2021 |
HBAS98230; Wind, 144287 CVE-20200845; CVE-2.. High High 82021 MS21-MAR: Cumulative Upeate for Patches for Windows  MESO00B22 Security Updete 03092021
HBAGO1345: Wind.. 146337 CVE-2020-0645, -2.. High High IB2021 MSZ1-MAR: Cumulative Update for Patches for Windows  KB5000822 Security Update 03/05/2021
KBSO008Z2: Wind.. 147223 CVE-2020-0845, CVE-2.. Wigh info 3122021 MSZ1-MAR Cumulative Update for Patches for Windows  KBS000B2Z Security Update 03/08/2021
(Deicrix I )
Tenable-Detected Vulnerability Discrepancies - Device Summary *BigFx Dota
Yulnerabilst th'nlll CVE_List Yewar of Pub..  (VS52 Severdty * Fixlet Title * Frlet ID * Finlet Site * Fadet Sou.. * Fixlet Category ™ Source Rele .
KBASSETSY . 142692 CVE-2020-DBAS, CVE-2 . 2020 High info ME21-MAR- Cumulstive Updste for Windows . S000B2201  Patches for Windows  HBS000822 Secwrity Update 03092021

Rightclick enDawice ID o arlldown  Tenable-Detected Vulnerability Discrepancies - Device Detail

Detected Date Devicell * Device: Mame 05 * 1P Address *Type ® Last Report Time
asa021 10373101-1 WIN-UTMASUTINUS  Win2019 10017763 107 (1809) 172171281 Sarver 1262021 45712
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The following topics contain information on how you can work with the configuration file and settings, the CLI that

comes with the package. They also describe how to use the log files for troubleshooting purposes.

Configuration file

Data Flow service uses Dat af | owsConf i g. xni configuration file. The file is located in the default installation path:
C:\Program Files (x86)\BigFix Enterprise\Dataflow. The file contains three sections: Data Sources, Data Flows, and

Settings. All tags and attribute names in the file must be in lower case. There is also an Dat aFl owsConf i g. xsd file

that you can use to validate the configuration file on startup.

<datasources>

The <datasources> tag of the Configuration File represents a collection of the different data sources that

the solution is configured to interact with. For a configuration to be valid, two datasources are required

at the minimum. The <datasourcename> attribute should be unique.

The <datasource> tag is a child node of the <datasources> tag in the configuration document and represents

the configuration information for a single datasource.

Table 6. Attribute details of the configuration file

Attribute name

Default value

Required

Description

datasourcename

N/A

Yes

This attribute is used
to uniquely identify the
datasource. With this
attribute, datasources
can be mapped to spe-
cific adapters within
each data flow.

Note: The data-
sourcename

attribute's val-
ues should be
"TenableSC"

or "Tenablel0"
for Tenable. Ex:
<datasource

datasource-
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Table 6. Attribute details of the configuration file (continued)

Attribute name Default value Required Description

Pg name="Tenable-
10".../>

connectionstring N/A Yes URL of the respec-
tive data sources.

For example:
https://[ Qual ys-
APl URL], ht t p-

s:/ /[ Tenabl eAPI _-
URL] : 443

Note: Port

number is not
required for
Tenable.io.
Ex: https://
cloud.tenable-

.com

username N/A System generated This attribute is man-
aged through the
ProvideCredentials
command. The data is
encrypted prior to being
persisted in the configu-

ration file.

password N/A System generated This attribute is man-
aged through the
ProvideCredentials
command. The data is
encrypted prior to being
persisted in the configu-

ration file.

verifycert True No This attribute enables or
disables SSL certificate
validation with this data

source.




Implementation Guide | 10 - Reference | 118

Table 6. Attribute details of the configuration file (continued)

Attribute name Default value Required Description

Tenable.sc: If verifycert
set to true ensure that
the certificates for inter-
nal Certificate Author-
ities (CAs) include the
following:

« Root Certificates
* Intermediate

Certificates

Default vaule for Ten-
able.sc is False

proxy_host N/A Yes This attribute provides
the proxy server host
along with a port num-
ber (format: HTTP://
or HTTPS://proxy_-
host:proxy_port).

proxy_username N/A Optional This attribute is man-
aged through the con-
figureproxy command.
The data is encrypted
prior to being persisted
in the configuration file.

proxy_password N/A Optional This attribute is man-
aged through the con-
figureproxy command.
The data is encrypted
prior to being persisted

in the configuration file.

Note: If the verify cert is set to True in case of proxy, ensure the proxy machine certificate is added to the
client of the machine.

<dataflows>
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The <dataflows> tag of the configuration file represents a collection of the different data flows that the

solution is configured to execute.

Each «dataflow> tag represents an instance of the flow of data from one system to another and consists

of a Source Adapter tag and a Target Adapter tag.

Table 7. Attribute details of the configuration file.

Attribute name Required Description

displayname Yes This attribute is used to describe
the individual data flow.

datatype Yes asset (only for Asset Ex-
change)/finding (for all other
dataflows)

schedule* Yes Find more information about
schedule here

Schedule*

Cron Time String Format: The Cron time string format consists of five fields that Cron converts into a time interval.

Cron then uses this interval to determine how often to schedule the DataFlow. 5 place values specify Minute, Hour,
Day of the Month, Month, Day of the week respectively.

Character Descriptor Acceptable values

1 Minute 0 to 59, or *** (no specific value)

2 Hour 0 to 23, or *** for any value. The time
is your local server time.

3 Day of month 1 to 31, or *** (no specific value)

4 Month 1 to 12, or *** (no specific value)

5 Day of the week 0to 7 (0 and 7 both represent Sun-
day), or *** (no specific value)

Example usecases:

« Execute data flow after specific minutes past the hour, every hour.

 Execute data flow at specific time of local server time every Monday.

- Execute data flow every five minutes.

- Execute data flow every second hour, on the hour.

Examplel: Cron time string of 0 10 15 * * executes a command on the 15th of each month at 10:00 A.M. local server

time.
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Example2: Cron time string of 10/30 10 * * * executes a command on the 10th minute of 10th hour of each day and

for every 30 minutes thereafter.

Note: The scheduler value should be configured one minute later to the current time if the dataflow needs to
be executed immediately once the start of DataFlows service. For example, if the current time is 11:35:30 the

scheduler can be configured to 36 11 * * *,

Note: When initially testing the integration, “now” can be used in the scheduler and Dataflow execution can be
tested manually. Once the configuration works, then configure the schedule as per convenience. Ex: schedule

= "now”.

<sourceadapter>

The <sourceadapter> tag identifies the source system from which the data is extracted. It must include a
Properties collection, with a minimum of one property being valid.

Table 8. Attribute details of the configuration file

Attribute name Required Description

displayname Yes This attribute is used to describe

this adapter configuration.

adapterclass Yes qualys, tenable, insight (for As-

set Exchange only)

This attribute determines which
adapter is used to extract data

from the data source

datasourcename Yes This attribute value must match
the name of a data source de-
fined in the data sources col-
lection. It is used to provide
connection information to the
adapter.

<targetadapter>

The <targetadapter> tag identifies the target system into which the data is loaded. It must include a

Properties collection, with a minimum of one property being valid.
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Table 9. Attribute details of the configuration file

Attribute name Required Description

displayname Yes This attribute is used to describe
this adapter configuration.

adapterclass Yes insight, tenable

This attribute determines which
adapter is used to extract data

from the data source

datasourcename Yes This attribute value must match
the name of a data source de-
fined in the data sources col-
lection. It is used to provide

connection information to the

adapter.

<device_properties>

The <device_properties> tag represents a collection of properties in a specific adapter. Each property in
this collection is mapped by position to the collection in the corresponding target or source adapter.
Target and source adapter devices are mapped with weight attribute in <identityproperty> tag.

<dataflows>
<dataflow displayname="Endpoint data from Qualys To Bigfix Insights" datatype="finding" schedule="0 */2 * * *u>
<dataflowdescription/>
<sourceadapter displayname="Qualys Adapter" adapterclass="qualys" datasourcename="QualysAPI">
<device properties>
<identityproperty displayname="IP Address" propertyname="IP" datatype="string"|weight="20"/>
<property displayname="Computer Name™ propertyname="DNS" datatype="string"/>]|
<property displayname="Operating System" propertyname="0S" datatype="string"/>
/device properties>
</soprceadapter>

<tarpetadapter displayname="BigFix Insight Adapter" adapterclass="insight" datasourcename="BigfixINSIGHT">

device properties>
<identityproperty displayname="IP Address" propertyname="IP Address" datatyr string"|w
<property displaynam Computer Name" propertyname="Computer Name" datatype="string"
<pPLOpELLlY Glsplaylallc="Operating SySTem' pLOopcliyhale='0Us" dartatype='String'/>

</device propertiess>
</tarqetadapter4

</dataflow>

</dataflows>

Note: By default, there are two dataflows in Tenable.io: Tenable.io dataflow and Asset Exchange dataflow.
To disable Asset Exchange dataflow, delete the part of the XML file that includes AE dataflow. Important:
Dataflow must be deleted from XML file, not commented out.
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- <7xml version="1.0" ?>cdataflowconfig ¥mIns:xsi="http://www.w3.org/2001/XMLSchema—instance" xsi: al DataflowsConfig.xsd">
kS <datasources>
/ <datasource ‘BigfixINSIGHT' ring="DRIVER={ODBC Driver 17 for SOL Server}:SERVER: g user
<datasource TenableID" co https://cloud. tenable.com" 000"/ >

</datasources>
<dataflows>
<dataflow displ "Endpoint data from Tenable.io To BigFix Insights’
<dataflowdescription/>
<sourceadapter disp
<device properties>
<identityproperty
<property disp
<property disp
</device_properties>
</sourceadapter>
<targetadapter disp
<device_properties>
<identityproperty
<property disp
<property disp
</device_properties>
</targetadaprer>
</dataflows
<dataflow disp
<dataflowdescription/>
<sourceadsprer displa
<device_properties>
<property disp
<property disp
<property disp
<property disp
<property disp
</device_properties>
</scurceadapter>

"Finding” scheduls="*/60 * * * *">

lass="tenable" TenableID">

Tenable Adapter”

='string" weight="20"/>
string"/>
"string"/>

v "IP Address” pr
DNS Name" propercy
NetBIOS Name" p:

¥ "asset_ips"
=rasset_dns_names’ d
sset_netbios names

clazs="insight" d "BigfixINSIGHT">

BigFix Insights Adapter”

sour

="string”

ght="20"/>

string"/>
string"/>

DNS Name" p
NetBIOS Name

Exchange from BigFix Insights To Tenable.io" asset” schedule="#/60 * & * #'>

"BigfixINSIGHT">

="BigFix Insights Adapter" a class="insight"

"IP Address" p "IP Address' tring"/>
MAC Address” "string”/>
string"/>

Computer Name T "string"/>
Remote ID" prop

<targetadapter disp Tenable Adapter” rclass="tenable" ="TenableT0">
<device_properties>
<property d IP Address” p "ipvd”
MAC Address list"/>

tring"/>
string"/>

igfix_remote_id"

</device_properties>
</targetadapter>
</dataflows
</datailowss
<settings>

<setting k

<setting k

<setting key="Loglevel" valus

<setting key="CacheRefreshLimi
<setting rest_api_response_timeout"

<setting
</settings>
</dataflowconfigs

rest_api_read_timeout” valu

<property>
The <property> tag represents a single column of data that is either extracted from or loaded into a

system. It may include simple transformation logic to facilitate the transformation of the data received.

Table 10. Attribute details of the configuration file

Attribute name Required Description

displayname Yes This attribute is used to describe

the property being configured.

propertyname Yes This attribute is used to identi-
fy the corresponding column us-
ing a notation specific to each
adapter.

datatype Yes Type: String

weight No This attribute assigns a weight
to the property, which is used for
the weighted confidence match-
ing of records. Type: Int.
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The <settings> tag represents a collection of settings for the solution. For a detailed list of settings, see

Configuration settings for IVR solution.

Table 11. Attribute details of the configuration file

Attribute name

Required

Description

key Yes This attribute is the name of the
setting that is being configured.
value yes This attribute is the value of the

setting that is being configured.

Configuration settings for IVR solution

List of available settings you may change in a configuration file.

Refreshinterval

at which the data
flow in refreshed.

Setting name Data type Default value Description Possible values Remarks
LogLevel String DEBUG Sets the logging
level for the ser- * INFO
vice. - DEBUG
« ERROR
Ivr_insight.work- | Int 8 Sets the num-
er_threads ber of worker
process (for Cor-
relation) that can
be run concur-
rently.
Logger.Retention- | Int 5 Indicates the du-
InDays ration of log that
you want to re-
tain.
NumberOfCon- Int 1 Sets the num-
currentDataflows ber of dataflow
processors that
can be run con-
currently.
DataFlow.Queue- |Int 120 The time interval
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Setting name

Data type

Default value

Description

Possible values

Remarks

MinimumConfi-

dencelevel

Int

20

The minimum cri-
teria for a record

to match.

CacheRefresh-

Limit

Int

10

Configures the
system to refresh
cache at a spec-
ified time inter-
val. Changing this
setting may af-
fect the fresh-
ness of data with
a tradeoff effi-
cient processing
of data

qualys.batch_size

nt

10000

Specifies the
maximum
number of

host records
processed per
request. When
not specified, the
qual ys. bat ch_si ze
is set to 10,000
host records.

You may spec-
ify a value less
than the default
(1-999) or greater
than the default
(1001-1000000).

PurgeFindings-
OnExecutionOf-

Dataflow

FALSE

When set to true,
will attempt to
purge all *invalid
ivr data asso-
ciated with the
current dataflow
configuration

(from which we
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Setting name Data type Default value Description Possible values Remarks

generate a hash),
as well as all da-
ta *not* associat-
ed with existing
dataflow configu-

rations.

*invalid - When
the user modifies
properties of a
dataflow, a new
hash is calculat-
ed. Data in the
IVR schema is
linked to the con-
figuration hash
from which it was
derived.

the IVR
service
starts,

a purge
is per-
formed
(regard-
less of
this set-
ting) to
attempt
to auto-
matical-
ly remove
all in-
valid da-
ta (again,
that is,
data
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Setting name

Data type

Default value

Description

Possible values

Remarks

in IVR
tables
linked to

a hash
that was
calculat-
ed from a
dataflow
config-
uration
that has
been
changed/
modified
by the
user).

rest_api_read_-

timeout

Int

rest_api_re-

sponse

Int

By default none
of the timeouts
will be set, so
it is important
to configure val-
ues accordingly.

Number of sec-
onds BFIVR waits
until connection
to a server is es-
tablished.

Example:

<setting
key="rest_api_-
read_timeout" val-

ue="5"/>

Once BFIVR is
connected to a
server and HTTP
request is sent,
this timeout is
the number of
seconds the user
waits for server
to respond with
data.

Example:

<setting
key="rest_api_re-
sponse_timeout"

value="5"/>

It is recommend-
ed to set connect
timeouts slightly
larger than a mul-
tiple of 3, which
is the default TCP
packet retrans-

mission window.

Command line interface

The BigFix Insights for Vulnerability Remediation service executable (BFIVR.exe) provides a Command Line Interface

(CLI) that we can use to perform several distinct functions related to the setup and execution of the solution. This

includes installing, uninstalling, starting, and stopping the solution as a native system service. This allows us to
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securely provide credentials for data sources and validate configuration before starting the service from the BigFix

console.

BigFix Insights for Vulnerability Remediation command arguments

The BFI VR. exe executable file is found in the default deployment folder. To view a list of all the commands

supported, type -Help or -h at the command prompt.

-\BFIVR.exe
usage: BFIVR.exe [-h] [--Install | --Uninstall | --Start | —-Stop | ——Run | —-ProvideCredentials [PROVIDECREDENTIALS] | --ValidateConfiguration | —-InitializeSchemas]
[--ConfigFilePath <FilePath>] [--UserName <UserName>] [--Password <Password>]

Integration Services Command-Line Help

optional arguments:
-h, —-help show this help message and exit
—-Install This command will install this application as a system servivce.
ninstall This command will uninstall this application as a system service.
--Start This command will start the system service.
--Stop This command will stop the system service.
—-Run This command will execute the application as a Console application
—-ProvideCredentials [PROVIDECREDENTIALS]
This command will securely ask for credentials for all configured datasources
—-ValidateConfiguration
This command will attempt to validate the Integration Services XML Configuration file
—-InitializeSchemas This command will attempt to initialize the datasources configured within a dataflow.
--ConfigFilePath <FilePath>
Use this argument to provide the path to the Configuration File to store Encrypted Credentials
—-UserName <UserName>
Use this argument to provide the username for the system service to authenticate with, during installation.
—-Password <Password>
Use this argument to provide the password for the system service to authenticate with, during installation.

Table 12. List of command line arguments

Command Purpose Additional information

—-ProvideCredentials <DataSourceName> | To securely capture credentials

for single datasource

—-provideCredentials To securely capture credentials

for all datasources

--ValidateConfiguration To validate the configuration
—InitializeSchemas To initialize the schema
--configureproxy To configure proxy parameters

Note: The command line parameters are case sensitive.

Logs

You can find log files in the | ogs folder in the installation path. Logs are updated every day. Configure the solution
with INFO as the log level unless you intend to troubleshoot an issue.

Connections.[date].log

With DEBUG enabled, this log file contains detailed logging information related to the external

connections to third-party datasources.
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DataFlow.[date].log

With DEBUG enabled, this log file contains detailed logging information related to the execution of each
dataflow. It is the primary interface used for debugging issues related to the ETL (Extract, Transform,
Load)..

Main.[date]log

With DEBUG enabled, this log file contains detailed logging information related to the primary

processes. It should show issues related to service start and configuration.

Troubleshooting

This topic helps you in troubleshooting various issues encountered in IVR (BigFix Insights for Vulnerability

Remediation) service.
Diagnostic procedures:

« Check Windows Service Manager for Service State. The service should be in a running state.

File Action View Help

e m EDez Hm »wnop

~s

“. Services (Local)

. Services (Local)

BigFix Insights for Vulnerability Name Description Status Startup Type Log On As

Remediation L) ActiveX Installer (AxinstSV) Provides Use... Manual Local System

Start the service 1’}; :ﬁj:t Activation Rpfntime,b... Runtime for ... Manual Local System
G yn Router Service Routes AllJo... Manual (Trigg.. Local Service
&l App Readiness Gets apps re.. Manual Local System
&l Application Identity Determines ... Manual (Trigg..  Local Service
&l Application Information Facilitates th.. Running  Manual (Trigg.. Local System
L) Application Layer Gateway S..  Provides sup... Manual Local Service
€. Application Management ~ Processes in.. Manual Local System

&l AppX Deployment Service (A.. Provides infr.. Running  Manual (Trigg.. Local System

&l AssignedAccessManager Ser.. AssignedAcc.. Manual (Trigg..  Local System
&l Auto Time Zone Updater Automaticall... Disabled Local Service
CLAVCTP service This is Audio.. Running  Manual (Trigg..  Local Service
&) Background Intelligent Tran... Transfers file.. Running  Automatic (De.. Local System
€. Background Tasks Infrastruc.. Windows inf.. Running  Automatic Local System
£l Base Filtering Engine The BaseFilt.. Running  Automatic Local Service
@ BigFix Insights for Vulnerabi.. Manual Local System
&l BitLocker Drive Encryption S.. BDESVC hos.. Manual (Trigg..  Local System
C).Block Level Backup Engine S..  The WBENGI.. Manual Local System
&) Bluetooth Audio Gateway Se.. Service supp.. Manual (Trigg.. Local Service
€. Bluetooth Support Service  The Bluetoo.. Manual (Trigg.. ~Local Service
‘&:Bluetooth User Support Serv.. The Bluetoo.. Manual (Trigg..  Local System
&l:BranchCache This service ... Manual Network Se...
Cl.Brave Update Service (brave) ~ Keeps your .. Automatic (De.. Local System
‘L. Brave Update Service (brave.. Keeps your .. Manual Local System
€. Capability Access Manager S.. Provides faci.. Manual Local System
€} CaptureService_bad89 Enables opti.. Manual Local System
&l Cellular Time This service .. Manual (Trigg..  Local Service
& Certificate Propagation Copiesuser.. Running  Manual (Trigg.. Local System
Ll Client License Service (ClipSV.. Providesinfr.. Running  Manual (Trigg.. Local System
C).Clipboard User Service_bad89 This userser.. Running  Manual Local System
1€).CNG Key Isolation The CNGke.. Running  Manual (Trigg.. Local System
£} COM+ Event System Supports Sy..  Running  Automatic Local Service
£}:COM+ System Application Manages th.. Manual Local System
&l Connected Devices Platform .. This servicei.. Running  Automatic (De.. Local Service
ch An. Dot Th - i Local Cuuet,

Extended / Standard /

« Check logs for errors & timestamp. Logs are found in the logs directory.

[DatetimeOfExecution] [ProcessID] [Method] [Message]
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]
o
&

Table 13. DataFlow logs details

Message Description

Executing DataFlow Task: Endpoint data from Indicates start of data flow
Qualys to BigFix Insights

Loading Qualys Data Indicates loading of Qualys data

Loading Insights Data Indicates loading of Insights data

Indicates time it took to get data from Insights and

R dCaches Loaded |
ecordLaches Loaded In Source Adapter (Qualys or Tenable)

At this point, we will take the changes and prepare

Processing Changes From Source Adapter
9 9 P updates for the IVR tables. The time when the pro-

cessing changes from source adapter are considered

and are updated in the IVR tables.

Indicates that the device correlation is complete.
Done Processing Devices

Updates Performed In Indicates the time taken to stick data in the IVR ta-

bles.

The final step in which the record cache is saved.
Saving RecordCaches

DataFlowExecution Completed In Indicates the end of data flow.

Starting Dataflow: Endpoint data from Tenable.io to |Indicates start of data flow

Bigfix Insights

Connected to Tenable.io Server VERSION 6.9.1 Indicates loading of Tenable data is about to start

« Setting Verbosity - refer to the link for more information.

Known limitations

Refer to the below list of limitations in BigFix Insights for Vulnerability Remediation.

380¢€ DataFlowRunner Ly . DEBTH cuting DataFlow Task : Endpoint data from Qualys To Bigfix Insights
3896 = gle Dacasource decails: CQualysAPl

3586 gle Dacasource decails: BigfixIMSIGHT

3886 __inic__ g

IBNE execute LogLevels.INFO jualys To Bigfix Insights

3896 :

38

38
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Warning: Do not use more than 1 dataflow per BigFix Insights for Vulnerability Remediation service.

Warning: Do not deploy BigFix Insights for Vulnerability Remediation service to more than 1 machine.

. IVR( BigFix Insights for Vulnerability Remediation)1.1 currently officially supports BigFix Insights instances

with only one BigFix Datasource.

. IVR Tenable.sc: Allow Session Management must be disabled. For more information, refer to the Tenable.sc

configuration settings.

. Currently we do not support multi-instance data flow service even for the same datasource type.

4. PowerBIl and Tableau reports: The maximum number of records which can be exported to CSV file:

> 50k records for Tableau

> 30k records for PowerBlI

. Power BI: The sorting of severities in the breakdown vizualizations may yield unpredictable results.

> Sort order of the bars come up differently in an unpredictable order, but does not affect the

functionality of the data.

. IVR Tenable.io: Findings in the IVR.findings table whose asset has been deleted on Tenable.io are not removed

until the finding/vulnerabilities themselves are updated on Tenable.io.

. To run Asset Exchange and Tenable.io, the service should be stopped and restarted in between an Asset

Exchange dataflow and Tenable.io dataflow.

. Tenable.io: IP Addresses Multiplicity - If a property result set for a given device/asset contains more than one

IPv4 address, this device/asset is not correlated. Currently not supported.

9. IVR Insights: Deleted custom fixlets remain in the IVR.vulnerability_fixlet_nexus table.

. The drill-through filter to the Vulnerability List from the Overview dashboard for the Date Detected/Published

visualization may not work correctly.


https://docs.tenable.com/tenablesc/Content/ConfigurationSettings.htm#Mail-Settings
https://docs.tenable.com/tenablesc/Content/ConfigurationSettings.htm#Mail-Settings

Chapter 11. Release Notes

The release notes outline the features, updates and patches that are included in each version of BigFix Insights for

Vulnerability Remediation, including the latest application updates.
IVR 2.0.3 Release Notes

The BigFix team is pleased to announce the release of version 2.0.3 of the BigFix Insights for Vulnerability
Remediation application (included in the BigFix Lifecycle and Compliance sites). This application will enable IT
Security and Operations teams to collaborate much more effectively by automatically correlating discovered
vulnerabilities to their proper remediations, while providing prioritization data to focus remediation efforts.

The main features of this release are as follows:
 Security improvements
- Bugfixes
« User agent support for Tenable.sc
Additional information about this release:

« Please find the BigFix Insights for Vulnerability Remediation Fixlet Site from the License Overview Dashboard

under the Lifecycle or Compliance Sections.

For more information on enabling sites, please see https://help.hcltechsw.com/bigfix/10.0/platform/

Platform/Console/c_license_overview_dashboard.html
» Published site version: 13
Useful links

» Documentation: https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/

c_welcome.html

« Insights for Vulnerability Remediation Schema: https://help.hcltechsw.com/bigfix/10.0/integrations/

Ecosystem/Schema/c_IVR_schema.html
- Learn more on our Product Page: https://www.hcltechsw.com/bigfix/ivr-home

IVR 1.4 Release Notes

The BigFix team is pleased to announce the release of version 1.4 of the BigFix Insights for Vulnerability Remediation
application (included in the BigFix Lifecycle and Compliance sites). This application will enable IT Security and
Operations teams to collaborate much more effectively by automatically correlating discovered vulnerabilities to their

proper remediations, while providing prioritization data to focus remediation efforts.


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://www.hcltechsw.com/bigfix/ivr-home1
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The main features of this release are as follows:

- Simplified Deployment, Configuration, and Management of IVR through Fixlets
> You can now deploy as well as configure IVR through a single Fixlet to get up and running that much
more quickly and easily! For more information, please see the Deployment and configuration section of
the documentation
> Additional Tasks are available to simplify general management of IVR including data synchronization
schedules, credentials, and service states. Please see the IVR Fixlets and Tasks section of the

documentation for more information
Additional information about this release:

« Please find the BigFix Insights for Vulnerability Remediation Fixlet Site from the License Overview Dashboard

under the Lifecycle or Compliance Sections

For more information on enabling sites, please see https://help.hcltechsw.com/bigfix/10.0/platform/

Platform/Console/c_license_overview_dashboard.html
« Published site version: 10
Useful links

» Documentation: https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/

c_welcome.html

« Insights for Vulnerability Remediation Schema: https://help.hcltechsw.com/bigfix/10.0/integrations/

Ecosystem/Schema/c_IVR_schema.html
« Learn more on our Product Page: https://www.hcltechsw.com/bigfix/ivr-home

IVR 1.3 Release Notes

The BigFix team is pleased to announce the release of version 1.3 of the BigFix Insights for Vulnerability Remediation
application (included in the BigFix Lifecycle and Compliance suites). This application will enable IT Security and
Operations teams to collaborate much more effectively by automatically correlating discovered vulnerabilities to their

proper remediations, while providing prioritization data to focus remediation efforts.

The main features of this release are as follows:
« Introduced support for Tenable.sc version 5.20.x

Additional information about this release:


https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_deploy_IVR.html
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_IVR_Tasks.html
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://www.hcltechsw.com/bigfix/ivr-home1
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- Please find the BigFix Insights for Vulnerability Remediation Fixlet Site from the License Overview Dashboard

under the Lifecycle or Compliance Sections

For more information on enabling sites, please see https://help.hcltechsw.com/bigfix/10.0/platform/

Platform/Console/c_license_overview_dashboard.html
 Published site version: 9
Useful links

« Documentation: https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/

c_welcome.html

« Insights for Vulnerability Remediation Schema: https://help.hcltechsw.com/bigfix/10.0/integrations/

Ecosystem/Schema/c_IVR_schema.html
« Learn more on our Product Page: https://www.hcltechsw.com/bigfix/ivr-home

IVR 1.2 Release Notes

The BigFix team is pleased to announce the release of version 1.2 of the BigFix Insights for Vulnerability Remediation
application (included in the BigFix Lifecycle and Compliance suites). This application will enable IT Security and
Operations teams to collaborate much more effectively by automatically correlating discovered vulnerabilities to their
proper remediations, while providing prioritization data to focus remediation efforts.

The main features of this release are as follows:

« Better scheduling support
> You can now define granular schedules for BigFix Insights for Vulnerability Remediation to better
control and manage when data will be synchronized and processed
 Proxy support
> Connections from BigFix Insights for Vulnerability Remediation to your vulnerability management
products can now be directed through a proxy for improved security

« Other minor enhancements and bug fixes
Additional information about this release:

« Find the BigFix Insights for Vulnerability Remediation Fixlet Site from the License Overview Dashboard under

the Lifecycle or Compliance Sections

For more information on enabling sites, please see https://help.hcltechsw.com/bigfix/10.0/platform/

Platform/Console/c_license_overview_dashboard.html

Useful links


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://www.hcltechsw.com/bigfix/ivr-home1
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html27
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html27
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» Documentation: https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/
c_welcome.html

« Insights for Vulnerability Remediation Schema: https://help.hcltechsw.com/bigfix/10.0/integrations/
Ecosystem/Schema/c_IVR_schema.html

« Learn more on our Product Page: https://www.hcltechsw.com/bigfix/ivr-home


https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html20
https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html20
https://www.hcltechsw.com/bigfix/ivr-home

Appendix A. Glossary
This glossary provides terms and definitions for the Modern Client Management for BigFix software and products.

The following cross-references are used in this glossary:

- See refers you from a non-preferred term to the preferred term or from an abbreviation to the spelled-out form.

« See also refers you to a related or contrasting term.

ABCDEFGLMNOPRSTUVW

A

action

1. See Fixlet.
2. A set of Action Script commands that perform an operation or administrative task, such as

installing a patch or rebooting a device.

Action Script

Language used to perform an action on an endpoint.
agent

See BigFix agent.
ambiguous software

Software that has an executable file that looks like another executable file, or that exists in more than

one place in a catalog (Microsoft Word as a standalone product or bundled with Microsoft Office).
audit patch

A patch used to detect conditions that cannot be remediated and require the attention of an

administrator. Audit patches contain no actions and cannot be deployed.
automatic computer group

A computer group for which membership is determined at run time by comparing the properties of a
given device against the criteria set for group membership. The set of devices in an automatic group is
dynamic, meaning that the group can and does change. See also computer group.

B

baseline

A collection of actions that are deployed together. A baseline is typically used to simplify a deployment
or to control the order in which a set of actions are applied. See also deployment group.

BigFix agent
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The BigFix code on an endpoint that enables management and monitoring by BigFix.
BigFix client

See BigFix agent.
BigFix console

The primary BigFix administrative interface. The console provides a full set of capabilities to BigFix

administrators.
BYOD

Bring Your Own Device (BYOD) refers to employees using personal devices to connect to their
organizational networks and access work-related systems and potentially sensitive or confidential data.

C

client

A software program or computer that requests services from a server. See also server.
client time

The local time on a BigFix client device.
Cloud

A set of compute and storage instances or services that are running in containers or on virtual
machines.

Common Vulnerabilities and Exposures Identification Number (CVE ID)

A number that identifies a specific entry in the National Vulnerability Database. A vendor's patch
document often includes the CVE ID, when it is available. See also National Vulnerability Database.

Common Vulnerabilities and Exposures system (CVE)

A reference of officially known network vulnerabilities, which is part of the National Vulnerabilities
Database (NVD), maintained by the US National Institute of Standards and Technology (NIST).

component
An individual action within a deployment that has more than one action. See also deployment group.
computer group

A group of related computers. An administrator can create computer groups to organize systems
into meaningful categories, and to facilitate deployment of content to multiple computers. See also

automatic computer group and manual computer group.
console
See BigFix console.

content
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Digitally-signed files that contain data, rules, queries, criteria, and other instructions, packaged for
deployment across a network. BigFix agents use the detection criteria (Relevance statements) and
action instructions (Action Script statements) in content to detect vulnerabilities and enforce network

policies.
content relevance

A determination of whether a patch or piece of software is eligible for deployment to one or more

devices. See also device relevance.
Coordinated Universal Time (UTC)

The international standard of time that is kept by atomic clocks around the world.
corrupt patch

A patch that flags an operator when corrections made by an earlier patch have been changed or
compromised. This situation can occur when an earlier service pack or application overwrites later files,
which results in patched files that are not current. The corrupt patch flags the situation and can be used

to re-apply the later patch.
custom content

BigFix code that is created by a customer for use on their own network, for example, a custom patch or

baseline.
CVE

See Common Vulnerabilities and Exposures system.
CVEID

See Common Vulnerabilities and Exposures Identification Number.

D

data stream
A string of information that serves as a source of package data.
default action

The action designated to run when a Fixlet is deployed. When no default action is defined, the operator

is prompted to choose between several actions or to make an informed decision about a single action.
definitive package

A string of data that serves as the primary method for identifying the presence of software on a

computer.
deploy

To dispatch content to one or more endpoints for execution to accomplish an operation or task, for
example, to install software or update a patch.

deployment



Implementation Guide | 1 - Glossary | 138

Information about content that is dispatched to one or more endpoints, a specific instance of
dispatched content.

deployment group

The collection of actions created when an operator selects more than one action for a deployment, or a
baseline is deployed. See also baseline, component, deployment window, and multiple action group.

deployment state

The eligibility of a deployment to run on endpoints. The state includes parameters that the operator
sets, such as 'Start at 1AM, end at 3AM.’

deployment status

Cumulative results of all targeted devices, expressed as a percentage of deployment success.
deployment type

An indication of whether a deployment involved one action or multiple actions.
deployment window

The period during which a deployment's actions are eligible to run. For example, if a Fixlet has a
deployment window of 3 days and an eligible device that has been offline reports in to BigFix within the
3-day window, it gets the Fixlet. If the device comes back online after the 3-day window expires, it does
not get the Fixlet. See also deployment group.

device

An endpoint, for example, a laptop, desktop, server, or virtual machine that BigFix manages; an endpoint
running the BigFix Agent.

device holder
The person using a BigFix-managed computer.
device property

Information about a device collected by BigFix, including details about its hardware, operating system,

network status, settings, and BigFix client. Custom properties can also be assigned to a device.
device relevance

A determination of whether a piece of BigFix content applies to applies to a device, for example, where a

patch should be applied, software installed, or a baseline run. See also content relevance.
device result

The state of a deployment, including the result, on a particular endpoint.
Disaster Server Architecture (DSA)

An architecture that links multiple servers to provide full redundancy in case of failure.
DSA

See Disaster Server Architecture.
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dynamically targeted

Pertaining to using a computer group to target a deployment.

E

endpoint

A networked device running the BigFix agent.

F

filter
To reduce a list of items to those that share specific attributes.
Fixlet

A piece of BigFix content that contains Relevance and Action Script statements bundled together to
perform an operation or task. Fixlets are the basic building blocks of BigFix content. A Fixlet provides
instructions to the BigFix agent to perform a network management or reporting action.

Full Disk Encryption

To reduce a list of items to those that share specific attributes.

G

group deployment

A type of deployment in which multiple actions were deployed to one or more devices.

L

locked

An endpoint state that prevents most of the BigFix actions from running until the device is unlocked.

M

MAG
See multiple action group.
management rights

The limitation of console operators to a specified group of computers. Only a site administrator or a

master operator can assign management rights.
manual computer group

A computer group for which membership is determined through selection by an operator. The set of

devices in a manual group is static, meaning they do not change. See also computer group.
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master operator

A console operator with administrative rights. A master operator can do everything that a site
administrator can do, except creating operators.

masthead

A collection of files that contain the parameters of the BigFix process, including URLs to Fixlet content.

The BigFix agent brings content into the enterprise based on subscribed mastheads.
MCM and BigFix Mobile

Refers to the offering by Bigfix that is common for both Modern Client Management to manage laptops
(Windows and mac0S) and BigFix Mobile to manage mobile devices (Android, i0S, and iPad0S).

mirror server

A BigFix server required if the enterprise does not allow direct web access but instead uses a proxy
server that requires password-level authentication.

Multicloud

The utilization of distinct sets of cloud services, typically from multiple vendors, where specific
applications are confined to a single cloud instance.

multiple action group (MAG)

A BigFix object that is created when multiple actions are deployed together, as in a baseline. A MAG

contains multiple Fixlets or tasks. See also deployment group.

N

National Vulnerability Database (NVD)

A catalog of officially known information security vulnerabilities and exposures, which is maintained
by the National Institute of Standards and Technology (NIST). See also Common Vulnerabilities and

Exposures Identification Number.
NVD

See National Vulnerability Database.

O

offer

A deployment option that allows a device holder to accept or decline a BigFix action and to exercise
some control over when it runs. For example, a device holder can decide whether to install a software
application, and whether to run the installation at night or during the day.

open-ended deployment

A deployment with no end or expiration date; one that runs continuously, checking whether the

computers on a network comply.
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operator

A person who uses the BigFix WebUlI, or portions of the BigFix console.

P

patch

A piece of code added to vendor software to fix a problem, as an immediate solution that is provided to
users between two releases.

patch category
A description of a patch's type and general area of operation, for example, a bug fix or a service pack.
patch severity

The level of risk imposed by a network threat or vulnerability and, by extension, the importance of
applying its patch.

R

relay

A client that is running special server software. Relays spare the server and the network by minimizing
direct server-client downloads and by compressing upstream data.

Relevance
BigFix query language that is used to determine the applicability of a piece of content to a specified

endpoint. Relevance asks yes or no questions and evaluates the results. The result of a Relevance query

determines whether an action can or should be applied. Relevance is paired with Action Script in Fixlets.

SCAP
See Security Content Automation Protocol.

SCAP check

A specific configuration check within a Security Content Automation Protocol (SCAP) checklist. Checks
are written in XCCDF and are required to include SCAP enumerations and mappings per the SCAP
template.

SCAP checklist
A configuration checklist that is written in a machine-readable language (XCCDF). Security Content
Automation Protocol (SCAP) checklists have been submitted to and accepted by the NIST National

Checklist Program. They also conform to a SCAP template to ensure compatibility with SCAP products
and services.

SCAP content
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A repository that consists of security checklist data represented in automated XML formats,

vulnerability and product name related enumerations, and mappings between the enumerations.
SCAP enumeration

A list of all known security related software flaws (CVEs), known software configuration issues (CCEs),
and standard vendor and product names (CPEs).

SCAP mapping

The interrelationship of enumerations that provides standards-based impact measurements for
software flaws and configuration issues.

Security Content Automation Protocol (SCAP)

A set of standards that is used to automate, measure, and manage vulnerability and compliance by the
National Institute of Standards and Technology (NIST).

server

A software program or a computer that provides services to other software programs or other

computers. See also client.
signing password
A password that is used by a console operator to sign an action for deployment.
single deployment
A type of deployment where a single action was deployed to one or more devices.
site
A collection of BigFix content. A site organizes similar content together.
site administrator
The person who is in charge of installing BigFix and authorizing and creating new console operators.
software package

A collection of Fixlets that install a software product on a device. Software packages are uploaded to
BigFix by an operator for distribution. A BigFix software package includes the installation files, Fixlets to
install the files, and information about the package (metadata).

SQL Server

A full-scale database engine from Microsoft that can be acquired and installed into the BigFix system to

satisfy more than the basic reporting and data storage needs.
standard deployment

A deployment of BigFix that applies to workgroups and to enterprises with a single administrative
domain. It is intended for a setting in which all Client computers have direct access to a single internal

server.

statistically targeted
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Pertaining to the method used to target a deployment to a device or piece of content. Statically targeted

devices are selected manually by an operator.
superseded patch

A type of patch that notifies an operator when an earlier version of a patch has been replaced by a later
version. This occurs when a later patch updates the same files as an earlier one. Superseded patches
flag vulnerabilities that can be remediated by a later patch. A superseded patch cannot be deployed.

system power state

A definition of the overall power consumption of a system. BigFix Power Management tracks four main

power states Active, Idle, Standby or Hibernation, and Power Off.

T

target

To match content with devices in a deployment, either by selecting the content for deployment, or

selecting the devices to receive content.
targeting

The method used to specify the endpoints in a deployment.
task

A type of Fixlet designed for re-use, for example, to perform an ongoing maintenance task.

U

UuTC

See Coordinated Universal Time.

\Y

virtual private network (VPN)

An extension of a company intranet over the existing framework of either a public or private network. A
VPN ensures that the data that is sent between the two endpoints of its connection remains secure.

VPN
See virtual private network.
vulnerability

A security exposure in an operating system, system software, or application software component.

W

Wake-from-Standby
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A mode that allows an application to turn a computer on from standby mode during predefined times,
without the need for Wake on LAN.

Wake on LAN
A technology that enables a user to remotely turn on systems for off-hours maintenance. A result
of the Intel-IBM Advanced Manageability Alliance and part of the Wired for Management Baseline

Specification, users of this technology can remotely turn on a server and control it across the network,

thus saving time on automated software installations, upgrades, disk backups, and virus scans.

WAN
See wide area network.
wide area network (WAN)

A network that provides communication services among devices in a geographic area larger than that
served by a local area network (LAN) or a metropolitan area network (MAN).
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Notices
This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any reference
to an HCL product, program, or service is not intended to state or imply that only that HCL product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any HCL
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the

operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing,
to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property

Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time

without notice.

Any references in this information to non-HCL websites are provided for convenience only and do not in any manner
serve as an endorsement of those websites. The materials at those websites are not part of the materials for this
HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any
obligation to you.
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results

may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques
on various operating platforms. You may copy, modify, and distribute these sample programs in any form without
payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as
follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.
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Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL
Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United
States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices
are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display
these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the
publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly
followed.
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You may not download, export or re-export this information except in full compliance with all applicable laws and
regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR
PURPOSE.
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