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Special notice

Before using this information and the product it supports, read the information in Notices (on page xxx).



Edition notice

This edition applies to BigFix version 10 and to all subsequent releases and modifications until otherwise indicated in

new editions.
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Chapter 1. Updates for Linux applications - middleware

With Updates for Linux applications - middleware content site, customer can deploy updates to a vast number of

third-party middleware applications.

Supported applications

You can update supported Linux middleware applications.

The following Linux middleware application products are supported for updates:

» MariaDB

» MongoDB

* MySQL

« Oracle Database
« Postgresq|

» Apache Tomcat

* Oracle WebLogic
« IBM MQ

« IBM WebSphere

» RedHat JBoss

For an updated list of supported applications and current versions, see BigFix-provided content for Operating Systems

and Applications or Updates-for-linux-applications-middleware.

Site Subscription - Enabling updates for Linux middleware
applications

You can enable updates for Linux middleware applications from BigFix console.

Complete the following steps to enable Updates for Linux applications from the BigFix console licence overview
dashboard:

1. Click Licence Overview on the BigFix Management navigation tree.

BigFix Management

Deployment Overview
Deployment Health Checks

License Overview

=] Warnings (37)
% BES Deployment Upgrade (1,862)
HH BES Component Management (10

2. Click Compliance or Lifecycle tab on the Licence Overview dashboard.


https://www.hcltechsw.com/bigfix/supported-software?referrer=www.hcltechsw.com
https://www.hcltechsw.com/bigfix/supported-software?referrer=www.hcltechsw.com
https://forum.bigfix.com/t/content-modification-updates-for-linux-applications-middleware-published-2022-07-19/42271
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BigFix License Overview astupase Tnszozz zsesaen | @ | C | @

A OVERVIEW BIGFIX MOBILE COMPLIANCE LFECYCLE »

3. Navigate the site list and click Enable.

ENABLE ciscoamp

MASLE paloaltonetworks

updateslinuxappsmiddieware -s——

ENMABLE updateswindowsappsmiddleware

£ wabui-ivr

Note: The site name is updateslinuxappsmiddleware or Updates for Linux Applications Middleware.

Gathering updates for Linux middleware applications
Use updates from the Linux middleware applications content site to submit a gather request to the BigFix server.

Complete the following steps to gather Updates for Linux applications:

1. Click Licence Overview on the BigFix Management navigation tree.

[BigFix Management

1| Deployment Overview

Deployment Health Checks
I_ License Overview

=] Warnings (37)
-I.. BES Deployment Upgrade (1,862)
-_h BES Component Management (10

2. On the Licence Overview dashboard, click Compliance or Lifecycle domain.

BigFix License Overview st Upame Tisz0zz izsesien | @ | C | @

i CVERVIEW BIGFIX MOBILE COMPLIANCE LFECYCLE >

A list of enabled sites is displayed.
3. Navigate the site list and click Updates for Linux Applications Middleware.
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BigFix License Overview

# CVERVIEW BIGEIX MOBILE

Patching Suppor

COMPLIANCE

I Updates for Linux Applications Middleware I

Updates for Mac Applications

Updates for Windows Applications

Updates for Windows Applications Extended

I

18

4. On the site details pane, click Gather.

IEnzmal Site: Updates for Linux Applications Middleware

Hi e Changes Discard Changds | Gather Add Files... € Eemove

Details  Computer Subscriptions  Operator Permissions  Role Permissions

+ Details

Type Extemal Content Site

Current Version 0

Publisher BigFix, Inc.

Gather URL http:iisyne bighx comicgi-bin/bigather/updatestinuxappsmiddiewars

5. In the Gather Request Submitted dialog box, click OK.

Gather Request Submitted

A gather request was successfully submitted to the BigFix Server,

Viewing updates for Linux middleware applications

You can view all the contents of the site after the site gathers the required information. Use Show Non-Relevant

Content to view all available contents. The contents includes both the relevant and non-relevant items.

To view the Fixlets and tasks, click Sites > External Sites > Updates for Linux Applications Middleware in the All

content tab.
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Note: Use Show Non-Relevant Content to view all available contents. The contents includes both the relevant

and non-relevant content.

&) BigFix Conscle

Eile  Edit ¥iew Go TJook Help [Deb
@ Back * B Forward = E_ﬁhnw Hidden Contd

=

ht o) Show BMon-Relevant Content | i Refresh Conssle

All Content

Patchee for frnazon lingn 2

PN P e — Search Fidets and Tasks

s 8

Click Fixlets and Tasks.

v o Patches for Amazon Linux 2
. Patches for Cent05 8
=0 Patches for CentOi56 Plugin B2
. Patches for CentD57 Plugin B2
| Patches for Mac O5 X
= Patches for RHEL 7
| Patches for RHEL 8
o Patches for Ubuntu 0804
s Patches for Ubuntu 1804
. Patches for Ubuntu 2002
= Patches for Windows

SRS L o T TR T

— = —— [SESTCh FETes 3 10

A

Tagh: ASM - Oracle 11.2.0 on Linw: - 2020-10 - Audit Onaly - Predes

}' Take Action | # Edn | Copy iﬁ&purt Hide Locally Hide Glabally MK Remove

" Fidets and Tasks (56)

w 3 Updates for Linux Applications Middlesane Description  Details  Applicable Computers (0) - Action History (0)

- Preview

B R
& Anabyses ()

Description

Note: You can expand the Fixlets and Tasks from the navigation tree to view the Fixlets and tasks that you

can act on.

Updates for Linux middleware applications in the WebUI

You can view content about updates for Linux middleware applications in the WebUI.

1. Log in to the WebUI.

Note: Use the same credentials that you use for BigFix console.

2. From the Apps menu, select Patch
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0 BIGFIX Devices Deployments Reports

Overview ~

Content

Custom

Numbers
196 Devices manag Insights

209 Critical patche: IVR

96 Software packat MCM
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3. Use the filter in Site Name and select Updates for Linux Applications Middleware.

Site Name Severity Soft

Patches for Ubuntu 1804 e
Patches for Ubuntu 2004 e
Patches for Windows e
Updates for Mac Applications e

Updates for Linux Applications Middleware

Updates for Windows Applications Jid

Updates for Windows Applications Extended

OO o o o o

Updates for Windows Applications Middleware

You applied a filter to view only content that applies to Updates for Linux middleware applications.



Chapter 2. Updates for Windows applications - middleware

With Updates for Windows applications - middleware content site, customer can deploy updates to a vast number of

third-party middleware applications.

Supported applications

Find a list of supported applications for Windows middleware applications.

The following are supported applications by Windows middleware:

» Apache Tomcat

» MongoDB

* Oracle WebLogic
« Oracle Database
- IBM MQ

» IBM WebSphere

» RedHat JBoss

For an updated list of supported applications and current versions, see BigFix-provided content for Operating Systems

and Applications or Updates-for-windows-applications-middleware.

Site Subscription - Enabling updates for Windows middleware
applications

You can enable updates for Windows middleware applications from BigFix console.

Complete the following steps to enable Updates for Windows applications from the BigFix console licence overview
dashboard:

1. Click Licence Overview on the BigFix Management navigation tree.

[BigFix Management

Deployment Overview
Deployment Health Checks

'|'_ BES Deployment Upgrade (1,862)
_E BES Component Management (1(k

2. On the Licence Overview dashboard, click the Compliance or Lifecycle tab.


https://www.hcltechsw.com/bigfix/supported-software?referrer=www.hcltechsw.com
https://www.hcltechsw.com/bigfix/supported-software?referrer=www.hcltechsw.com
https://forum.bigfix.com/t/content-modification-updates-for-windows-applications-extended-published-2023-06-29/45541
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BigFix License Overview LastUpsste THaZ022 9280.53FM | (@) | C | @

ﬂ‘ FERVIEW BIGFLX MOGILE COMPLIANCE LIFE LE *

3. Navigate the site list and click Enable.

ENABLE ciscoamp T
EMASLE paloaltonetworks
ENABLE updateslinuxappsmiddleware
ENABLE updateswindowsappsmiddleware
EMABLE wabui-ivr
Rows per page: ANl ™ 1-283 of 283 1
W

Note: The site name is updateswindowsappsmiddleware or Updates for Windows Applications
Middleware.

Gathering updates for Windows middleware applications

Use updates from the Windows middleware applications content site to submit a gather request to the BigFix server.

Complete the following steps to gather Updates for Windows applications:

1. Click License Overview on the BigFix Management navigation tree.

[BigFix Management

1| Deployment Overview

1 Deelcvment Health Checks

1| License Overview

i varmings (a/)
75 BES Deployment Upgrade (1,862)
_E BES Component Management 10k

2. Click Compliance or Lifecycle domain on the Licence Overview dashboard.

BigFix License Overview astupaste Tiszoz 12s852PM | ) | C | @

ﬁ AYERVIEY: BIGFIX MOBILE COMPLIANCE LIFE LE >
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A list of enabled site appears.

3. Navigate the site list and click Updates for Windows Applications Middleware.

Patching Suppon 4 1
Updates for Linux Applications Middleware ]
Updates for Mac Applications 0
Updates for Windows Applications 2
Updates for Windows Applications Extended 2
Updates for Windows Applications Middleware ]
Vulnerability Reporting 0 “
£ >
4. Click Gather on the site details pane.
IE‘ﬂ!ﬂ'lll Site: Updates for Linux Applications Middleware o

B save Changes Discard Changd | Gather Add Files... 3 Remove

Details  Computer Subscriptions  Operator Permissions  Role Permissions

« Details
Type Extermal Content Site
Current Version 0
Gather URL http:/isync bighix com/cgi-bin/bfgather/updateslinuxappsmiddlewars
Publisher BigFix, Inc.

5. Click OK on the Gather Request Submitted dialog box.

Gather Request Submitted

A gather request was successfully submitted to the BigFix Server.

Viewing updates for Windows middleware applications

You can view all the content on the site after the site is gathered. Use Show Non-Relevant Content to view all

available content. The display shows both relevant and non-relevant content.
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To view Fixlets and tasks, in the All content tab, click Sites > External Sites > Updates for Windows Applications

Middleware.

Click Fixlets and Tasks.

Patches for CentO58 Plugin A2 14 Mame

5 Patches for CentO5T Plugin A2 1200201 Update Apache Tomest 10 v10,0.22 - Windows (x4
= Patches for Bac 05 X I . ')
= Patehes far RHEL 7 00 I e Ar wt Gl Window
| Patches for RHEL 8 £T00T01 Wpdate: MengoDE v5.0.9 - Windows (154
5 Patches for Ubuntu 0804
! Patches for Ubuntu 1804
o Patches for Ubuntu 20048
7 Patches far Windows Fislet: Update: Apache Tomcat 10 v10.0.22 - Windows (x564) o0
7 Patching Support

o Updates for Linux Applcations Middleware

5 Updstes for Mac Apphcations || Description  Details Applicable Computers (1) Action History (0]
& Updates for Windows Apphcations

€ »

}" Take Action | # Edit | Copy Eﬁhpuﬂ Hide Locally Hide Globally XK Rernove

w o Updstes for Windows Applications Middleware |
. (i Fudets and Tasks (4)
% e .| This Fodet will download and update “Apache Tomcat 10 w10.0.22°
'i- Analyses (0) onto selected endpoints

Description

7 "—ﬂmF'“':' Graups (0) Download Size: 12791535
.?- Actions (0 . This will gither suppress the creation of desktop shorteuts or delete
@ Subsonbed Computers (1) them if created by the action

i Vulnerability Reporting

Note: You can expand the Fixlets and Tasks node on the navigation tree to view the Fixlets and tasks that you

can act on.

Finding updates for Windows middleware applications in the WebUI

You can view content on the Updates for Windows Application - middleware WebUI.

1. Log in to the WebUI.
Note: Use the same credentials that you use for BigFix console.

2. From the Apps menu, select Patch.
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0 BIGFIX Devices Deployments Reports

Overview ~

Content

Custom

Numbers
196 Devices manag Insights

209 Critical patche: IVR

96 Software packat MCM
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3. Use the filter in Site Name and select Updates for Windows Applications Middleware.

Site Name Severity Soft

Patches for Ubuntu 1804 e
Patches for Ubuntu 2004 e
Patches for Windows e
Updates for Mac Applications e

Updates for Linux Applications Middleware

Updates for Windows Applications Jid

Updates for Windows Applications Extended

OO O 0O Od oo

Updates for Windows Applications Middleware

You applied a filter to view only content that relates to updates for Windows middleware applications.



Chapter 3. Manual caching

Manual caching refers to manually storing and managing data in a cache. Users can put patch files into a folder

structure or just manually cache the files.



Chapter 4. Oracle WebLogic

Oracle WebLogic Server is a unified and extensible platform for developing, deploying, and running enterprise
applications. Oracle WebLogic Server is a software application that runs on a middleware tier, between back-end
databases and related applications and browser-based thin clients.

Note: Follow the similar methods for IBM MQ, IBM WebSphere, and RedHat JBoss which also require manual

caching.

By completing this procedure, you prepare for downloading Oracle Weblogic Server patches.

. Navigate to the support.oracle.com page.

. Log in to your account.

. Click the Patches & Updates tab.

. Search for the applicable version of Oracle WebLogic Server.

. Download the newest cumulative update that matches the Fixlet deploy. For example, download the w.s sTack

a A WO N =

PATCH BUNDLE patch.

(o)}

. Click Download.
7. Save the files to your computer.
8. After you download the files, copy them to the Bi gFi x Root Ser ver folder. There are two ways to
download the files to the Bi gFi x Root Server folder.
a. You can use the Bi gFi x REST API to upload the file.
b. Rename the file to its SHA1 value and place it in the www folder.
9. Deploy the required Fixlets to update Oracle WebLogic Server by using the manually cached files as
mentioned in the following link.
To manually cache a file on the BigFix server, refer to https://support.hcltechsw.com/csm?
id=kb_article&sysparm_article=KB0023289.


https://support.oracle.com/portal/
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0023289
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0023289

Chapter 5. Oracle Database

An Oracle Database (DB) is a collection of data treated as a unit. A database stores and retrieves related information.

Oracle Database is widely used and known for its reliability, scalability, and extensive features.
Patching an Oracle Database with BigFix involves three basic steps:

Deploying an "Update" Fixlet as a Policy Action

This action captures information about all databases in the oratab file (or Oracle services on Windows)

along with their respective patch levels.

Deploying a "Precheck" Fixlet
This steps includes updating the Oracle opatch utility to the version required by the patch, and to verify
the prerequisites (disk space, patch conflicts, etc) for installing the patch.

Deploying a "Patch” Fixlet

The final step is to deploy a "Patch" Fixlet that installs both the binary and database patches.

Note: On non-Windows systems, the Update Fixlet can only capture information about databases that are in
the oratab file. If a database is not in the oratab file, the patch Fixlet will not include it in the patching process.

Note: The Precheck and Patch Fixlets are specific to OS, Oracle version, and specific patch level such as
"OracleDB 19c on Linux - 2023-10 Patch". (There are also Fixlet variants specific to ASM and RAC.) When
a Precheck or Patch Fixlet is deployed to a database server, it performs prechecks or patches on all the
targeted databases on that server. For example, "OracleDB 19c on Linux - 2023-10 Patch" will patch all 19¢

databases on the server to 2023-10, that are listed in the oratab file.

Note: The Precheck Fixlet is designed to be run multiple times as needed prior to patching. Running the
Precheck Fixlet allows you to verify that all the prerequisites are met before deploying the corresponding
Patch Fixlet.

Configuring Oracle DB patching for your deployment

You can configure Oracle DB patching for your deployment from BigFix console.

Complete the following steps to configure Oracle DB patching for your deployment from the BigFix console licence

overview dashboard:
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1. In the BigFix console, click the Updates for Linux Applications Middleware site or the Updates for Windows

Applications Middleware site to open the required sites.
All Content Fixlets and Tazks

w o Updates for Linux Applications Middleware || Marne

list

m e : Update OracleDB Patch List and update scripts

@ Baselines (0)
@ Analyses (2)

All Content Fixlets and Tasks

w |2 Updates for Windows Applications Middleware A || Name

Update CracleDB Patch List and update scripts ASM/RAC

list

ﬁ Fiets and Tasks (1) i Update Oracle Patch List and update =cripts

@ Baselines (0)
Eﬁ Analyses (1)

2. Click Fixlets and Tasks and choose the appropriate Update Oracle DB Patch List and update scripts Fixlet

from your Oracle DB installation.

Note: If you are using Oracle ASM or Oracle RAC, select the ASM/RAC Fixlet version.

Note: If you are running a standalone Oracle DB, choose the plain Fixlet version.

3. Click a Update Oracle DB Patch List and update scripts Fixlet and select Take Action.
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&” Take Action - m] X
Narne: | [policy] (daily) Update OracleDB Patch List and update scripts Create in domain: | All Content v
Preset: [Customn] Default v | []Show only personal presets Save Preset...

Target Execution Users Messages Offer  Post-Action Applicability Success Criteria Action Script

Constraints
[ starts on | 9/26/2023 |at 6:09:02 PM 2| | chentlocal time “
[JEndscn | 9/28/2023 |at [ 6:09:02 PM = l client local time
[ Run between | 1:00:00 AM E | and | 2:59:00 AM = client local time
[JRun enly on E Mon | Tue || Wed | Thu = Fri client local time
[J Run enly when BESRelay_HTTPServer_ matches
Behavior
[ On failure, retry 3 .| times
Wait 1 hour
Wait until computer has rebooted
[ Reapply this action
() whenever it becomes relevant again
(®) while relevant, waiting 1 day ~|  between reapplications
0 Limit to 1 B reapplications
[[] start client downloads before constraints are satisfied
[[] stagger action start times over 3 minutes to reduce network load

4. Set the input fields in the Execution tab of the Take Action window.
End Date
Leave the end date field empty or unspecified.
Reapply Action

Click While Relevant to enable this option to ensure the action is reapplied whenever it becomes

relevant.
Reapply Interval

Set the reapply interval to 1 day to wait one day between reapplications.
Maximum Allowed Reapplications

Choose unlini t ed to accept unlimited reapplications.
Action Name

Update the action's name to clearly indicate that it is a policy action.

5. By configuring the action on the Execution tab as described, you create a policy action that runs daily.
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6. When you finish editing, click OK to deploy the action.
7. After the policy action runs on the database servers, Oracle DB patch actions can become relevant.

Note: The Fixlet detects only databases that are configured in/ et ¢/ orat ab (or /var/opt/

oracl e/oratab on Sol aris).

Preparing Oracle DB patch downloads

Complete these steps to prepare for downloading Oracle DB patches.

1. In the BigFix console, click Updates for Linux Applications Middleware site or Updates for Windows
Applications Middleware site to view the updates for Fixlets and Tasks.

2. To view the Fixlets and Tasks, click Sites > External Sites > Updates for Linux Applications Middleware or
Updates for Windows Applications Middleware site in the All content pane.

3. From the Fixlets and Tasks list, select the Precheck or Patch Fixlet item associated with the required patch
level to deploy. Then, click the Description tab.

4. The Fixlet description displays the patch ID that the Fixlet will download.

Al Content Fixlets and Tasks |2023-07 A
—
5 Custom Content "~ || Name Source Severity  Site
(5 Custom Filters Oracle 19¢ on AlX - 2023-07 Patch Critical Updates for Linu...

G Computers (13) Oracle 19¢ on AlX - 2 Precheck Unspecified Updates for Linu...
} Computer Groups (17) Oracle 19¢ on AlX 07 Rollback Unspecified Updates for Linu...
‘Z4 Unmanaged Assets (0) i Oracle 19¢ on Linux - Critical
E‘ Operators (1) . Oracle 19¢ on Linu f

w (5 Sites (25)

Oracle 19¢ on Linu

» 3w Master Action Site
External Sites (10)

2023-07 Patch Critical

Oracle 18¢ on Solaris-5

BES Asset Di Oracle 19¢ on Solaris-5 Precheck Unspecified
& sel Discavery Oracle 19¢ on Solaris-SPARC - 2023-07 Rollback Unspecified
= BES Support z .
s BigFix Insights for Vulnerability Remediation
= Insights Task: Oracle 19¢ on Linux - 2023-07 Patch of
Y Patches for ES_Xi ‘g’Talf.eAction 7 Edit | Copy [2Export | Hide Locally Hide Globally | X Remove
v Patches for Windows
= Remote Control Description  Details Applicable Computers (0) Action History (0)
. SCM Reporting
v = Updates for Linux Applications Middleware ~
» [ Fixlets and Tasks (326) Description

E Baselines (0)
3 a} Analyses (2)
@ Computer Groups (0)
Zv Actions (0)
!—_3 Subscribed Computers (0)
~ 3 Updates for Windows Applications Middleware

> 4R Fodets and Tasks (15) 1. Downloads the 35370174 combo patch and the OPatch 12.2.0.1.39
) Baselines (0) update, unless they have already been downloaded.
Q) Analyses (1) 2. Runs the same prechecks as the Oracle 19¢ Precheck 2023-07 task,
B Computer Groups (0) which includes updating OPatch to the current version 12.2.0.1.39.
Z Actions (0) Stops the Oracle 19c listeners and databases
?3 Subscribed Computers (0) Applies the 35320081 PSU binary patch and database patch.
Custom Sites (14) Applies the 35354406 OJVM binary patch and database patch.
Restarts the databases and listeners

Oracle standalone DB 19¢ Patch for 2023-07

This fixlet performs the following operations (if any of the operations fail,
patching will stop to let you fix the problem and re-run the fixlet):

~ o

g'_ LD A?Jp[;r::t:;i:s([(){))) Performs some basic consistency postchecks.
- .- THE 'UPDATE ORACLE PATCH LIST TASK MUST BE DEPLOYED PRIOR

TO DEPLOYING THIS FIXLET.
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5. Navigate to support.oracle.com, log in to your account, and then click Patches & Updates. In the Search tab,
enter the required information in the Patch Name or Number and Platform fields. Then, click search to find the
patch ID from the Fixlet description and download it.

ORACLE uvomacut spport Fowerview 5.0 | » Lt g September 26, BN OO PMEDT @ MMRIMNLG - EDO) Oty Wb -
Patches and Updates R

= Pakiching Quick Links = Paich Search

Semrch (s seaches | Recens Samenes
What are Recommended Patches?
Software and Patch Search Sites Mmber/Mamsor [ ) - .
N — . Baug Number ! - o
(Simgre)
B we
Orwcde L-Dusiness Suite A

waecle Server and Tooks

6. The latest OPatch update contains only the patch ID 6880880. Search for this patch ID and make sure it's for
the same platform as the main patch ID.

7. Confirm that the OPatch version in the file listing matches the OPatch version stated in the Fixlet description
before you download the OPatch update for Version 19.0.0.0.

Dashixard | Krowkedge | Service Requests | Patchves & Updates [ Communiy | Certifications | Systems | (' Advanced Customer Sendces Mere_ v T+ @l
Tatches & Updates >
Patch Search
Patch Simple Search Results

Falters: Patch Name or Number b5 E580850; Plt

Expanded resulls to include System Patches for Patch E880850

Table = Wiew = [ Detach P Share Link

Patch Name | Description Rz Product -, Updated W | Sow
r DB 200, ! Iemonthsagn  120.0MB
665058 ("] 21.0.1 2+ monthsagn 1154 M8
88 e 0.1,39 for DB 12.2.0.1 s B 1154 MB
6880880  OFatch 12.2.0.1.39 for DB 18.0.0.0.0 (Jul 2023) (Patch) 180000 Zemonthsaga  119.4MB

. e - Liraix x86-64 o
h 1220139 i ) {Patch 15,000, - 1 » 1154

GBB0BS0  OPatch 12.2.0.1,39 for DB 15.0.0.0.0 (Jul 2023) (Patch) 9.0.0.0.0 (American Engsh) Generai 2+ months aga 9.4 ME:
GRB08B0  OPatch §2.2.0.1.39 for DB 20.0.0.0.0 (Jul 2023) (Patch) 2000000 L General 2+ months ag0 119.4 MB
OPatch 12.2.0.1.39 for DB 20.0.0.0. 2.0.0 L Gene i X MB

8. If you find that the downloaded OPatch version doesn't match the OPatch ID mentioned in the Fixlet
description, then you proceed as follows:
a. Create a custom copy of the patch Fixlet.
b. Change the OSIZE parameter to match the size of the p680880 patch file size in bytes.
c. Change the OSHA1 parameter to match the SHA1 hash of the p680880 patch file.
d. Save this customized copy and use it in place of the original Fixlet.
9. If you use Windows Oracle DB patch Fixlets, you must download an extra patch. The Fixlet description
contains IDs for both the PSU and the OJVM patches.

! Important: You must download both patches because the patching process requires both.


https://support.oracle.com/portal/
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Task: OracleDB 19¢ on Windows - 2023-01 Patch e
&7 Take Action | # Edit | Copy [2Export | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (0) Action History (0)

Description

Oracle standalone DB 19c Patch for 2023-01

This fixlet performs the following operations (if any of the operations fail,
patching will stop to let you fix the problem and re-run the fixlet):

1. Downloads the 34750795 combo patch and the OPatch 12.2.0.1.37
update, unless they have already been downloaded.

2. Runs the same prechecks as the Oracle 19¢c Precheck 2023-01 task,

which includes updating OPatch to the current version 12.2.0.1.37.

Stops the Oracle 19c listeners and databases.

Applies the 34750795 PSU binary patch and database patch.

Applies the 34786990 OJVM binary patch and database patch.

Restarts the databases and listeners.

Performs some basic consistency postchecks.

NoOO W

THE "UPDATE ORACLE PATCH LIST TASK MUST BE DEPLOYED FRIOR
TO DEPLOYING THIS FIXLET.

10. After you download all the required files, create the required folder structure in the Bi gFi x Ent erpri se

\ BES Ser ver\ wwwr oot bes\ Upl oads

directory. To create the folder structure:

a. Create an ORACLE folder in the Upl oads folder.
b. In the ORACLE folder, create a folder with the patch level, for example, 2023- 01.
c. In the patch-level folder, create the following subfolders and copy the patch files into them:

OPat ch: Copy all the p680880 zi p files for each OSinto this folder.

SDB: Copy the combo patch zi p files for each GSinto this folder.
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ASM Copy the combo grid patch zi p fil es for each OSinto this folder if you are
patching ASM or RAC.

QIVM Copy the OJVM patch zip files for each OSinto this folder if you are
patching Oracle on Windows.

v Uploads
W ORACLE
W 2023-01
ASM
QNI
OPatch
SDE

Check servers for Oracle DB patch readiness by using the precheck
Fixlets

For each Oracle DB patch Fixlet a corresponding precheck Fixlet is available. The precheck Fixlets check that your
Oracle DB servers are ready to accept the the specified Oracle patch level.

Each precheck Fixlet performs the following activities:

1. Downloads the PSU and OJVM combination patch file and the current OPatch file from the BigFix server.
2. Verifies dependencies, such as (Perl is installed, Oracle home permissions permit patching, and so on.
3. Verifies at least one listener is running.
4. Verifies all databases that are defined inthe /et c/oratab (or /var/opt/oracle/oratab on

Sol ari s) folder are running.

(&)

. Verifies all databases are online if you are patching grid/ASM/RAC.
6. Verifies that each Oracle home has enough space to install the patches.
7. Verifies there are no invalid dba_objects or dba_registry rows. (The ORACLE_ALLOW | NVALI Ds client setting
disables this check.)
8. Indicates whether the PSU binary patch or the OJVM binary patch or both pactches are required.
9. Indicates whether the PSU database patch or the 0JVM database patch or both patches are required.
10. Installs a current OPatch if the version installed doesn't meet the minimum required for the patches.
11. Verifies that no installed interim patches conflict with the installation of PSU or OJVM patches. The
ORACLE_ALLOW CONFLI CTS client setting disables this check.
12. Removes inactive patches to minimize the time required for actual patching. Inactive patches are patches that
have already been superseded by another patch installed on the system, as identified by the Oracle opatch
tool.
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A successful precheck action reports a conpl et ed status. If any of the preceding activities fails, the precheck action
reports a Fai | ed status. If the Oracle patching results analysis is activated, the oracl e Prechecks Fail ed property
reports a summary of the checks that failed.

The / var/ opt / BESO i ent / ORACLE folder contains files that can help you troubleshoot an failed precheck,
including PRECHECK- <Or acl eVer si on>. 1 og (e.g. PRECHECK-19.0.0.0.|o0g) ,whichis a detailed log of
the latest precheck action.

Patch files are downloaded to the ORACLE HOVE/ PATCHI NGfolder. With the oracLE_PATCH_FOLDER client setting you
can override this placement by specifying a different folder for the downloads.

! Important: The patch downloads are not removed at the end of the precheck action> A subsequent precheck
and patch actions re-use the downloaded files. The downloads are removed after a successful patch action.

You can run a precheck Fixlet as many times as required to prepare to run a patch action.

Patch Oracle databases

Oracle Database Patch Fixlets are specific to OS, Oracle version, and specific patch level such as "OracleDB 19¢

on Linux - 2023-10 Patch". (There are also Patch Fixlet variants specific to ASM and RAC.) When a Patch Fixlet is
deployed to a database server, it attempts to patch all the targeted databases on that server; for example, "OracleDB
19c on Linux - 2023-10 Patch" will patch all 19c databases listed in the server's oratab file to 2023-10.

Each patch Fixlet performs the following activities:

1. Downloads the PSU and 0JVM combination patch file and the current OPatch file from the BigFix server, if you
haven't downloaded them already during a precheck action or a previous failed patch action.

2. Reruns all the same prechecks as the corresponding precheck Fixlet.

3. Applies the PSU and OJVM binary patches and verifies that they were successfully applied.

4. Applies the PSU and OJVM database patches and verifies that they were successfully applied for grid/ASM/
RAC patches. This action runs during the binary patch phase by the Oracle autopatch tool.

5. Runs some basic post-patch database consistency checks, such as verifying that the run didn't result in invalid
dba_objects or dba_registry rows.

6. Removes the patch downloads if the patch was successful.

A successful patch action reports a conpl et ed status. If any of the preceding activities fails, the patch action reports
a Fai | ed status. If you activated the Oracle patching results analysis, the o acl e Pat chi ng Fai | ed property reports a

summary of the patching activities that failed.

The / var/ opt / BESCl i ent / ORACLE folder contains files that can help you troubleshoot an unsuccessful patch,
including the PATCH- <Or acl eVersi on>.10g (e.g. PATCH 19.0.0. 0.1 og) file, which is a detailed log of the

latest patch action.

The corresponding rollback Fixlet becomes applicable after the patch Fixlet deployment.
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! Important: The patch Fixlets will only patch the databases that they know about. They only know about the

databases listed in the oratab file. Only the databases explicitly mentioned in the oratab file will be patched.

Rolling back an Oracle DB patch

You can roll back most Oracle DB patches with Fixlets that HCL provides. However, rollbacks are not officially

supported.

Patch rollback Fixlets remove the Fixlets that the corresponding patch Fixlet applied. For example, if an Oracle DB
server is initially at the 2023-01 patch level, and the patch Fixlet for 2023-07 is applied, then the rollback Fixlet for
2023-07 removes the 2023-07 patches. After the Fixlet removes the 2023-07 patches, the DB server returns to the
2023-01 patch level.

! Important: Patch rollback Fixlets do not roll back the OPatch version upgrades that a precheck patch Fixlet
installed.

The corresponding precheck and patch Fixlets become applicable again after a a rollback Fixlet deployment.

Troubleshooting

Troubleshooting in Oracle DB involves diagnosing and resolving issues that might arise while you work with the

database server, applications, or related components.

The following files found in the / var / opt / BESCl i ent / ORACLE folder are useful for troubleshooting issues:

1. ThesiDist.txt file contains the database information from / et ¢/ or at ab or/ var/ opt/ or acl e/ or at ab
(Solaris) folders. The file also contains useful information that the updat e policy action added: PSU patch level,
0JVM patch level, the current OPatch version, and the Oracle user. These are the databases that the precheck,

patch, and rollback Fixlets recognize, so Fixlets act on these databases.

Important: If a database is not inthe / et ¢/ or at ab or/ var/ opt / or acl e/ or at ab (Solaris) then it
is not included in the SIDlist.txt file., which means that Fixlets do not patch that database. Likewise, if
the +ASM or +ASMn databases are not in the or at ab file then they are not included in the SIDLIST.txt
file, which means the server is not identified as RAC or ASM. Servers with no +ASM* database in the
or at ab folder are assumed to be standalone database servers. If a database looks like it's not getting

prechecked or patched, verify that it's in the or at ab file.

2. The PRECHECK- Or acl eVer si on. | og file, for example, PRECHECK- 19. 0. 0. 0. | 0g, is a detailed log of the
latest precheck action.

3. The PATCH- Or acl eVer si on. | og file, for example, PATCH- 19. 0. 0. 0. | 0g, is a detailed log of the latest
patch action.
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4. The ROLLBACK- Or acl eVersion. |l og file file for example, ROLLBACK- 19. 0. 0. 0. | og, is a detailed
log of the latest rollback action.
5. The logs folder contains a 6-month history of precheck, patch, and rollback logs.



Appendix A. Support

For more information about this product, see the following resources:

« BigFix Support Portal

« BigFix Developer

« BigFix Playlist on YouTube

* BigFix Tech Advisors channel on YouTube

* BigFix Forum


https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com
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Notices
This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any reference
to an HCL product, program, or service is not intended to state or imply that only that HCL product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any HCL
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the

operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing,
to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property

Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time

without notice.

Any references in this information to non-HCL websites are provided for convenience only and do not in any manner
serve as an endorsement of those websites. The materials at those websites are not part of the materials for this
HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any
obligation to you.
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results

may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques
on various operating platforms. You may copy, modify, and distribute these sample programs in any form without
payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as
follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.
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Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL
Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United
States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices
are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display
these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the
publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly
followed.
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You may not download, export or re-export this information except in full compliance with all applicable laws and
regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR
PURPOSE.
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