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Document Revision History

This guide is updated with each release of the product or when necessary.

This table provides the revision history of this User Guide.

June,2023 BigFix Runbook Al v6.3 User Guide
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1 Preface

This section provides information about the BigFix Runbook Al User Guide and includes the following
topics.

— Intended Audience

— About This Guide

— Related Documents

— Conventions

1.1 Intended Audience

This guide is intended for the BigFix Runbook Al end-users working towards resolution of IT support

tickets.

1.2 About this Guide

This guide introduces you to the key concepts of BigFix Runbook Al and describes how to use the product.
It provides an overview of the end-user interface and instructions to perform different tasks.
This document includes the following topics:

— BigFix Runbook Al Overview

System Requirements

Using BigFix Runbook Al

— Support

1.3 Related Documents

The following documents can be referenced in addition to this guide for further information on the BigFix
Runbook Al platform.

— Introduction to BigFix Runbook Al Guide
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1.4 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Indicates graphical user interface elements associated with an action, or

Boldface
terms defined in text or the glossary
Underlined blue Indicates cross-reference and links
Italic Indicates document titles, occasional emphasis, or glossary terms
Courier New Indicates commands within a paragraph, URLs, code in examples, and paths
(Font) including onscreen text and text input from users
Numbered lists Indicates steps in a procedure to be followed in a sequence
Indicates a list of items that is not necessarily meant to be followed in a
Bulleted lists

sequence

Copyright © 2023 HCL Tech 9|Page
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2 BigFix Runbook Al Overview

BigFix Runbook Al is an Intelligent Runbook Automation product which is equipped with Artificial
Intelligence, Machine Learning and Natural Language Processing capabilities for simplifying and
automating the IT Operations issues resolution lifecycle including incidents, service request tasks, change
request tasks and events. It leverages its NLP capabilities for analyzing and understanding the context of
a specific issue, recommends the most relevant solution and even triggers the execution, thereby
enabling Zero Touch Automated Remediation. It also provides Al-driven Knowledge Recommendation by
suggesting relevant knowledge articles from various repositories, both internal and external, as and

when required by human agents.

When no runbook is available for automated remediation, it searches & downloads relevant executable

codes and scripts for subject matter expert to validate, customize, approve and publish for future use.

Detect to Correct Workflow

Trigger alert in RCA Create Al-Driven Remediation
case of issues |dentification Ticket TServicata = : :
rvice Management & : :
oo -
Sensors  Cloud Native g = z
ﬁc Business Process S : HCL BigFix
= 5 Incidents
—H —F s | (23 4 Foly]
font privatey/ 2 2 Service R ts Task Juti i v
=2 Hybrid Applications % = ervice hequests lasks Seltan E
= =) g
—
5] —>: Change Requests Tasks :
——
Networks  Devices %D ,.E :
@ D Infrastructure g g Closes / Resolve z
= & Tickets H
5 | 0
Storage  Applications = b & ‘ H
e loT 2 " — Event Driven H -
2‘ Remediation : —_—
R fpn s e S ey i S

Directs the orchestrator to trigger the

action to resolve the issue autonomously

Intelligent automation powered by BigFix Runbook Al can make a tremendous impact in an enterprise

Figure 1 - BigFix Runbook Al Workflow

adjusting to the New Normal:
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— Reduce Costs
e Achieve up to 30% reduction in service desk related costs

e Quick and High ROI

— Mitigate Risks
e Avoid operational risks and ensure compliance by avoiding critical outages
e Reduce escalations and improve SLA compliance by up to 20%
e Achieve up to 85% reduction in MTTTR
— Drive Efficiency
e Automate redundant tasks and let employees focus on more creative activities
e Reduce manual effort by 30% to 60%
e Improve customer satisfaction by up to 50% by providing faster incident and service request

resolutions.

— Rapid Time to Value
e Quick implementation in 6 to 8 weeks*
e Leverage 300+ reusable and configurable runbooks out of the box

e Achieve zero-touch automation state in 4 to 5 months*

*Conditions Apply
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3 System Requirements

To use BigFix Runbook Al, a user need:
— A compatible internet browser excluding Internet Explorer

— A monitor with a resolution of at least 1024 x 768 pixels per inch
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4 Using BigFix Runbook Al

BigFix Runbook Al provides built-in system roles that can be modified, renamed, or removed. A role is a

named collection of privileges determining the tasks the user can perform. Pairing a user or group with

a role grants the user or groups certain rights to the system.

The following table outlines the predefined system roles.
Table 2 - System Roles

Role Description

— All privileges for the administrative features in BigFix Runbook Al
Super Administrator — Add, remove, and set access rights and privileges of other administrative roles
— Full operational and management control over all accounts
— All privileges for the administrative features in BigFix Runbook Al at an

Organization organizational level

Administrator — Add, remove, and set access rights and privileges of other users, roles, and

domains in their organization

Access and view all resources in an BigFix Runbook Al account but cannot make

Operations User any changes

— Operational control over tickets, ticket logs, and the dashboard

Operations Admin — Access ticket and runbook for analysis and can view all analysis.

SME Users — Access ticket and runbook for analysis

— Operational and management control over Knowledge Analysis and Search

Knowledge User
Module

The required user and groups are created during the configuration. See the BigFix Runbook

Al Installation and Configuration Guide for more information.

4.1 Logging on to BigFix Runbook Al

To begin using BigFix Runbook Al, log on to the BigFix Runbook Al user console using the user account

credentials.
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After the user receives the login credentials, perform the following steps to access the BigFix Runbook Al

platform:

1. Launch a web browser and provide the BigFix Runbook Al Web Portal URL.
2. On the BigFix Runbook Al Login page, type your email ID in the Email field.

Contact us | Copyright @ 2016, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.3 | Build Version : 5997.1

Figure 2 - BigFix Runbook Al Login page

3. Click Next.
4. Type the Password. If you are logging for the first time, enter your default password, the system

prompts you to change your password.
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2 superadmin@hcl.com

Contact us | Copyright © 2016, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.3 | Build Version : 5997.1

Figure 3 - BigFix Runbook Al: Enter Password

5. Enter the Old Password in the Old Password field.

6. Enter the new password in the New Password field and re-enter the same password in the Confirm

Password field.

7. Click Submit to save the details or click Cancel to stop the password change procedure.

Change Password

User Email user1@hcl.com

Old Password
New Password

Confirm New Password

e

Note:
« Password must contain at least 1 capital letter,1 small letter,1 number and 1 special character and 8-15 characters length. Space not allowed.

- Only !,@,#,%,% Special characters are allowed.

Figure 4 - BigFix Runbook Al Change Password Page
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Contact the administrator if user does not have log on credentials. The Authentication
Type information is specific to the environment and defined while creating the
organization.

8. Click Login as shown in Figure 3 - BigFix Runbook Al: Enter Password.

The BigFix Runbook Al home page appears.

super admin ~

2} Home  C2 Actions  {F] Configuration (8] Reports (@, Advance Configuration Yy My Favorites (@ Help

Search

Actions Configuration

00
23

& o8 &

Manage Organizations Runbooks Build Models Manage Jobs

Manage Organizations RUNDOOKS Build Models Manage Jobs

B2
RBAC

RBAC

Copyright © 2016, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.3

Figure 5 - BigFix Runbook Al Home Page

BigFix Runbook Al lets users manage and respond to open tickets, access near real-time ticket logs, search

knowledge articles. It also keeps track of all the updates in user-friendly dashboards.

4.2 User Interface Overview

BigFix Runbook Al allows users to respond to unresolved open tickets, keep a log of the archived tickets
closed by BigFix Runbook Al, and automatically update the dashboard to let users view key performance
indicators and metrics at a glance.
The user interface comprises of four main menus:

— Tickets

— Ticket Logs

— Dashboard

Copyright © 2023 HCL Tech 16|Page
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— Knowledge

4.2.1 Tickets

This section describes the recommended steps to view or manage a ticket. On occurrence of an incident
or if an IT product or service is required, the user submits a ticket that is considered as the incident

documentation or the service request.

To manage tickets, go to main menu bar and click Actions->Tickets. A drop-down menu appears with the
following options:

— Actionable Tickets

— Auto Execution View

— Ticket Logs

C8 Actions {5 Configuration () Reports (@ Advance Configuration Y My Favorites  (® Help

Manage Data Sources

Runbooks > search

Build Models

Configuration

Manage Jobs
RBAC

\

Analysis

Auto Execution View

Ticket Logs

Og,
tE)| ol &
Manage Data Sources Runbooks Build Models Manage Jobs
Manage Data Sources Runbooks Build Models Manage Jobs
o S
&y &3 ]

RBAC Tickets Analysis

RBAC Tickets Analysls

Figure 6 - Manage Tickets

4.2.2 Actionable Tickets

This section describes how unresolved open tickets in BigFix Runbook Al are executed in either Auto or

Manual mode.

To view or manage actionable tickets,

1. Click Actions->Tickets on the main menu bar, and then click Actionable Tickets.

Copyright © 2023 HCL Tech 17|Page
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The Actionable Tickets screen appears, displaying the summary and status of all tickets. It also lists

the in-progress or failed tickets, either auto-executed or manually executed, in the following tabs:

e All Tickets: Lists the organization’s tickets, both assigned and unassigned.

e My Tickets: Lists only the tickets assigned to the current user, including in process or failed
tickets.

Actionable Tickets

Organization * BigfixRunbookAl ~  Module * Incident Management ~

My Tickets All Tickets “Date Format - (MM/DD/YYYY hh:mm'ss) in UTC Auto Refresh ()

24 Tickets 4 Assigned 20 Un-Assigned

TICKET DETAILS Y | INFORMATION RUNBOOK Y | ACTION

BigfixAl || Playbook will perform the creation of the oracle index. It will add new index in ar

oracle.||ComputerName:SRALIDBOTHCO003 || Index_Name:INDEX123 || Tabl & cuide P ol
elect Runbool clease

BigfixAl || Playbook will perform the creation of the oracle index. It will add new index in oracle. .. view more Related Ticket 20

® INC0167151 © 03/27/2023 03:29:25 AM %

BigfixAl || Playbook will create an ADDM report in oracle. Playbook to generate ADDM report in Guid

oracle.||ComputerName:SRALIDBOTHC003||mysid:CDB||Start_Date:Fill @ vide e ol
elect Runbool elease

BigfixAl || Playbook will create an ADDM report in oracle. Playbook to generate ADDM report in oracl.. view more Related Ticket —

® INC0167150 (© 03/27/2023 03:28:24 AM %

BigfixAl || Playbook will create a new pluggable database in Oracle.Playbook will make a new pluggable database in

oracle server.||admin_pass:pass14234||Tenant! E) @i _
_ P - ~ (1] Select Runbook Release
BigfixAl || Playbook will create a new pluggable database in Oracle Playbook will make a new pluggab.. view more

% Related Ticket
® INC0167149 © 03/27/2023 03:27:29 AM

Figure 7 - Actionable Tickets

4.2.2.1 AllTickets

This section describes the organization-specific tickets available in BigFix Runbook Al and how to manage

them.

To view and use the All Tickets tab, perform the following steps:
1. Select an Organization and then select a Module.
2. The specific tickets for the selected organization and module appear in a tabular view.

The All Tickets tab is categorized into the following tabs:

Table 3 - All Tickets Sub-sections

Lists the tickets that are a part of the BigFix Runbook Al queue and must be executed

Tickets by BigFix Runbook Al

Lists the consolidated tickets from the Assigned and Unassigned tabs

Copyright © 2023 HCL Tech 18|Page
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A subset of the Tickets tab; lists the tickets allotted for either automated or manual
Assigned execution

Shows the allocation status of a ticket and the runbook initiated for it

A subset of the Tickets tab; lists the tickets pending for allocation
Unassigned Enables the current user to self-assign any ticket by selecting the most relevant

runbook suggested and then initiating execution

Actionable Tickets

[o] ization * - v Module * Incident Management g
My Tickets *Date Format :- (MMWDD/YYYY htvmm:ss) in UTC Auto Refresh O
199 Tickets 0 Assigned 199 Un-Assigned
TICKET DETAILS Y | INFORMATION RUNBOOK Y | ACTION

Moogsoft: Issue on Source —->["EC2AMAZ-FIHS9M1"] with description -->["Demo user is

disabled on 10.1.1.1"] E) Guide e —— -
t
moogsoft: Issue on Source -->["EC2AMAZ-FIHSOM1"] with description —>{"Demo user is disabled on 10.1.1.17] [} Releted Toket st Do

o INC0027310 © 4/22/2021 1:25:59 PM

Moogsoft: Issue on Source -->["EC2AMAZ-FIHS9M1"] with description -->["Service \"Spoolen\"
(print Spooler) is not running (start up type automatic) on 10.1.1.1") E Guide

Moogsoft: Issue on Source -->["EC2AMAZ-FIHS9M1"] with description ->["Service \"Spooler\” (print Spooler) is not Select Runbook
g Related Ticket

running (start up type automatic) on 10.1.1.1%]

o INC0027309 © 4/22/2021 1:11:44 PM

Figure 8 - All Tickets
3. Each tab includes columns with the following values:
— Ticket Details: Provides information about a request, including the ticket description, summary,
identification number, and creation date
— Information: Includes Guide and Related Tickets links
— Runbook: Auto fills details based on the selected tab:
a. In case of Assigned Ticket, the user and the runbook operating on the ticket are displayed.
b. In case of Unassigned Ticket, if runbooks with a confidence score above the threshold are
available for a ticket, then the Select Runbook button appears in the same column. This enables
the user to select the desired runbook and acknowledge the ticket. For runbook execution

details, see Runbook Execution.

Copyright © 2023 HCL Tech 19|Page
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Actionable Tickets

Organization * BigfixRunbookAl ~ Module * Incident Management v
My Tickets All Tickets *Date Format - (MM/DDAYYYY hh:mm:ss) in UTC Auto Refresh ()
24 Tickets 0 Assigned 24 Un-Assigned

TICKET DETAILS Y | INFORMATION RUNBOOK Y | ACTION

BigfixAl || Playbook will perform the creation of the oracle index. It will add new index in

oracle.||ComputerName:SRALIDBOTHCO03 || Index_Name:INDEX123 || Tabl E) Bz —

BigfixAl || Playbook will perform the creation of the oracle index. It will add new index in oracle... view more Feis et
® INC0167151 (© 03/27/2023 03:29:25 AM E}

BigfixAl || Playbook will create an ADDM report in oracle. Playbook to generate ADDM report in

()
oracle.|[ComputerName:SRALIDBOTHCO003||mysid:CDB||Start_Date:Fill E} Guide —
O

BigfixAl || Playbook will create an ADDM report in oracle. Playbook to generate ADDM report in oracl.. view more E Related Ticket
® INCO167150 © 03/27/2023 03:28:24 AM

BigfixAl || Playbook will create a new pluggable database in Oracle.Playbook will make a new pluggable database in

oracle server.||admin_pass:pass14234||Tenant| E) e
~ ; . = [IJ Select Runbook Release
BigfixAl || Playbook will create a new pluggable database in Oracle.Playbook will make a new pluggab.. view more

E) Related Ticket
® INC0167149 © 03/27/2023 03:27:29 AM

BigfixAl [|Playbook will start the oracle database using the startup command in oracle database instance.Playbook to

: Guide
start the oracle database using the startup E}
BigfixAl ||Playbook will start the oracle database using the startup command in oracle database inst.. view more
® INCO167148 © 03/27/2023 03:26:26 AM

] select Runbook Release

% Related Ticket

Figure 9 - Un-Assigned Tickets

— Action: It enables the Release button in specific circumstances:

a. If the execution criteria for a ticket, as detailed in the Runbook Execution, are not met, a

Release button appears next to the ticket so the user can release the ticket from the BigFix
Runbook Al queue.
b. For manual execution, the Release button is always active. Click Release to follow the steps as

configured in the environment. See Runbook Execution for detailed information.

The Action column remains unavailable in the Assigned Tickets tab.

Actionable Tickets

Organization * BigfixRunbookAl ~  Module * Incident Management v
My Tickets All Tickets “Date Format ‘- (MM/DD/YYYY hh-mmss) in UTC Auto Refresh 1)
24 Tickets 2 Assigned 22 Un-Assigned

TICKET DETAILS Y | INFORMATION RUNBOOK Y | ACTION

BigfixAl ||Playbook will start the oracle database using the startup command in oracle database instance.Playbook to
start the oracle database using the startup

BigfixAl ||Playbook will start the oracle database using the startup command in oracle database inst.. view more Related Ticket
® INCO167148 @ 03/27/2023 03:26:26 AM E

E) Guide Oracle_Start_DB

owned by TestUser

BigfixAl || Playbook takes Transaction log backup on a given MS SQL instance. It will perform the transaction log
backup of MS SQL instance. |[ComputerName: SRV

BigfixAl || Playbook takes Transaction log backup on a given MS SQL instance. It will perform the fr.. view more Related Ticket
o INC0166987 @ 03/22/2023 11:53:34 PM %

% Guide MSSQL_Backup_Transaction_Log

owned by TestUser

Figure 10 - Ticket Details

Copyright © 2023 HCL Tech 20|Page
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BigFix Runbook Al User Guide

4.2.2.1.1 Runbook Execution

To execute the runbook for a ticket, perform the following steps:

1. On the All Tickets tab, click the Un-Assigned tab to filter tickets based on user allocation or identify

the ticket to be executed from the Tickets tab.

To initiate ticket execution in the BigFix Runbook Al queue, first, collect the necessary ticket data

from the IT Service Management (ITSM) tool.

The following table describes the execution status for each activity.

Table 4 - Ticket Execution Status

Data Collected

Picked for

Recommendation

Move to Parsing

Picked for Parsing

Picked for InProgress

Move to Assignation

Decision

Marked for Execution

Execution Successful and

Marked for Closure

Marked for Release

Copyright © 2023 HCL Tech

The data is collected from the ITSM tool.

BigFix Runbook Al recommends the relevant runbook.

On successful recommendation, the system moves the ticket to parsing.

System starts parsing the ticket and extracts the required parameters for

the runbook.

This status indicates that BigFix Runbook Al has started working on the

ticket.

The ticket moves for assignment in either auto or manual mode. If auto-
mode is enabled for the selected ticket and the confidence score of the
runbook is above the threshold, then the ticket is executed
automatically. If auto mode is disabled, then the ticket moves for

execution manually.

This status indicates that BigFix Runbook Al has marked in progress and

started working on the ticket.

This status indicates that BigFix Runbook Al has completed working on the

ticket and has marked it for closure.

This status means that BigFix Runbook Al has completed working on the

ticket.
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24 Tickets 4 Assigned 20 Un-Assigned
TICKET DETAILS Y | INFORMATION RUNBOOK Y | ACTION
BigfixAl ||Playbook will start the oracle database using the startup d in oracle d: i Playbook to Guido
start the oracle database using the startup E
BiglixAl [jPlaybook will start the oracle database using the startup command in oracle database inst. view more Related Ticket Data Collected
o INCO167148 (© 03/27/2023 03:26:26 AM 7
BigfixAl || Playbook will create a restore point for the oracle database.A restore point will be created by this playbook in P
oracle. ||Tenantld:ActionSite||db_r E e Bicked For Recaniiendaiion
BigfixAl || Playbook will create a restore point for the oracle database A restore pont will be cre view more Related Ticket
o INCO167147 @ 022772023 03:2548 AM %
BigfixAl || Playbook takes Transaction log backup on a given MS SQL instance. It will perform the transaction log Guide
backup of MS SQL instance. ||ComputerName: SRV
BigfixAl || Playbook takes Transaction log backup on a given MS SQL instance. It will perform the tr. view more f Ticket Move to Parsing
@ INCO166087 © 0X22/2023 11.53.34 PM E)
BigfixAl || Playbook will check the oracle database performance in terms of CPU usage, memory and wait events along Guide
with status of the database specified.Playbo [E) i Move to Assignation Decision
BigfixAl | Playbook will check the oradie database performance in ferms of CPU usage, memory and wa _ view more Related Ticket
® INCOM67080 © 0372372023 06:51:50 AM @ ’

Figure 11 - All Tickets

2. For a condition where multiple runbooks above a defined threshold are available against a ticket, a
Select Runbook button appears in the Runbook column. However, if the appropriate runbook is
not configured, the Release button is enabled so the ticket can be released from the BigFix Runbook
Al queue.

3. Click Select Runbook.

Actionable Tickets

Organization *

My Tickets All Tickets. “Date Format - (MM/DD/YYYY hh-mm'ss) in UTC Auto Refresh 1)

24 Tickets 4 Assigned 20 Un-Assigned

TICKET DETAILS Y | INFORMATION RUNBOOK Y | ACTION

BigfixAl || Playbook will perform the creation of the oracle index. It will add new index in _—
oracle |[ComputerName:SRALIDBOTHC003 || Index_Name:INDEX123 || Tabl [& cuide =

- - - (0] Select Runbook Release
BigfixAl || Playbook will perform the creation of the oracle index. It will add new index in oracle... view more

% Related Ticket
® INCO167151 (© 03/27/2023 03:29:25 AM

BigfixRunbookAl ~  Module * Incident Management v

BigfixAl || Playbook will create an ADDM report in oracle. Playbook to generate ADDM report in Guid
oracle.[|[ComputerName:SRALIDBOTHCO003||mysid:CDB||Start_Date:Fill % uee 7] Select Runbook Rel

elect Runbool elease
BigfixAl || Playbook will create an ADDM report in oracle. Playbook to generate ADDM report in oracl.. view more E Related Ticket =

o INCO167150 @ 03/27/2023 03:28:24 AM

Figure 12 - Select Runbook and Release Options

4. A pop-up window displays the summary and description of the tickets and the list of runbooks in

descending order of confidence score.
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Ticket Details : INC0014701

Summary Moogsoft: Issue on Source —= ["EC2AMAZ-FIHSSM1"] with description —= ["Demo user is disabled on 10.10.13.150"]

Description Moogsoft: Issue on Source —= ["ECZAMAZ-FIHS9M1"] with description —> ["Demo user is disabled on 10.10.13.150"]

SELECT RUNBOOK

RunbookName Confidence Score (%age) SME Approved -

ActivateUserAccount_windows 35.00

Figure 13 - Summary and Description Options

5. In addition to the confidence score, the SME Approved column displays the result of SME validation
against the runbooks. Both parameters help the user to identify the runbook for execution.

6. After the runbook is identified, click Runbook Name to expand the selected row.

Ticket Details : INC0014701 X

Summary Moogsoft: Issue on Source —> ["EC2AMAZ-FIHSIM1"] with description — ["Demo user is disabled on 10.10.13.150"]

Description Moogsoft: Issue on Source —> ["ECZAMAZ-FIHSIM1"] with description —> ["Demo user is disabled on 10.10.13.150"]

SELECT RUNBOOK

RunbookName Confidence Score (%age) SME Approved -

ActivateUserAccount_windows 38.00

RUNBOOK DESCRIPTION

Enable AD user / account over windows server. User with given UserName is disabled on server. issue on source is disabled account on windows server needs enabled. Windows server
needs disabled account enabled.

N

incidentNumber

INC0014701
targetName 10.10.13.150
Tenantld Demo000001
userName Demo

Figure 14 - Select Runbook

7. This displays the runbook description and parameters for the selected runbook. These parameter
values are retrieved from the ticket. The user may select the runbook with the highest confidence

score or the one recommended by the SME.
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If the values are available, then they are referenced from the ticket description, or the
default values are provided. The user can either retain these values or change them.

8. Click Execute to start runbook execution for the selected ticket.

On successful initialization of the execution, a confirmation dialogue box appears.

Alert

Runbook initiated successfully.

Figure 15 - Runbook Initiation Confirmation

9. Simultaneously, the following updates happen in the All Tickets tab:
— In the Tickets and Assigned tabs, the ticket is marked as Owned By, replacing the Select Runbook
button with text specifying the runbook that is being initiated for execution. The username appears

next to Owned by under the tab.

— If the user selects Assigned in the All Tickets tab, then the same ticket is added in the Tickets and

In-Process tabs under the My Tickets tab.

\ctionable Tickets

Organization * BigfixRunbookAl v Module * Incident Management v
My Tickets All Tickels *Date Format - (MM/DDAYYYY hh:mmiss) in UTC Auto Refresh ()
24 Tickets 4 Assigned 20 Un-Assigned

TICKET DETAILS Y | INFORMATION RUNBOOK Y | ACTION

BigfixAl [|Playbook will start the oracle database using the startup command in oracle database instance.Playbook to .
start the oracle database using the startup E Guide Oracle_Start_ DB

BigfixAl ||Playbook will start the oracle database using the startup command in oracle database inst.. view more Related Ticket owned by TestUser
e INC0167148 @ 03/27/2023 03:26:26 AM E

BigfixAl || Playbook will create a restore point for the oracle database.A restore point will be created by this playbook in

oracle. ||Tenantld:ActionSite||db_r & Guice Oracle_Start_DB
BigfixAl || Playbook will create a restore point for the oracle database A restore point will be cre.. view more Related Ticket owned by TestUser
@ INCO167147 @ 03/27/2023 03:25:48 AM E

Figure 16 - Runbook Execution

— The Logs grid displays the ticket status as Initiated.
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Logs *Date Format :- (MM/DD/YYYY hh:mm:ss) in UTC Auto Refresh O
NUMBER INTERACTION ID RUNBOOK NAME LOG DATE TIME RUNBOOK STATUS STATUS REASON
INC0032144 4165869 CPU_Utilization 5/6/2021 6:22:03 AM Interaction ID Generated (Run

book In Progress)
INC0032144 0 CPU_Utilization 5/6/2021 6:22:01 AM Initiate Interaction Picked for Initiatio.. view more
INC0032144 0 5/5/2021 12:31:12 PM Marked for Execution Set Ticket Status to.. view
more
INC0032144 0 5/5/2021 12:31:09 PM Picked for InProgress Picked for InProgres.. view
more
INC0032144 0 CPU_Utilization 5/5/2021 12:31:01 PM Initiated Manual Mode Initiated in Manual .. view

more

Figure 17 - Runbook Execution
— The Assigned Ticket remains unavailable for allocation by another user unless the Owned by user

releases the ticket from their queue.

4.2.2.1.2 Guide

This section describes how to retrieve the relevant knowledge for a ticket, from different sources, for a
user in a single view. The sources from where this information will be retrieved depend on the

configuration in your environment.

To use the Guide, perform the following steps:

1. Click Guide for the ticket for which you want to view the information.

Actionable Tickets

Organization * BigfixRunbookAl v Module * Incident Management g
My Tickets All Tickets “Date Format - (MM/DD/YYYY hh:mm:ss) in UTC Auto Refresh ()
24 Tickets 4 Assigned 20 Un-Assigned

TICKET DETAILS Y | INFORMATION RUNBOOK Y | ACTION

BigfixAl || Playbook will perform the creation of the oracle index. It will add new index in Guid

oracle.||ComputerName:SRALIDBOTHCO003 || Index_Name:INDEX123 || Tabl [g) Guide ] Seloct Rumbook el
elect Runbool elease

BigfixAl || Playbook will perform the creation of the oracle index. It will add new index in oracle... view more E Related Ticket

o INCO167151 @ 03/27/2023 03:29:25 AM

BigfixAl || Playbook will create an ADDM report in oracle. Playbook to generate ADDM report in Gud
oracle.||ComputerName:SRALIDBOTHCO003||mysid:CDB||Start_Date:Fill E) uide _ -

[0 Select Runbook Release
BigfixAl || Playbook will create an ADDM report in oracle. Playbook to generate ADDM report in oracl.. view more

® INCO167150 @ 03/27/2023 032824 AM

% Related Ticket

Figure 18 — Guide

2. The Knowledge Repositories screen appears with the most relevant information specific to the

ticket from across the configured sources.
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Knowledge Repositories

Check the memory of the system. Display memory information of linux machine. Get memory information of linux machine on
Description :  server 10.1.150.111

Collections Collection3 v

1 Records found

Understanding Memory Utilization in Linux | TO THE NEW Blog
http:/iwww tothenew. com/blog/understanding-memory-utilization-in-linux

ﬁ}; Repaository Type: Web URL D Collection Name: Collection3

Linux comes with many commands to check memory usage. The free command usually displays the total amount of free and used physical
and swap memory in the system, as well as the buffers used by the kernel. The top command provides dynamic real-time view of running
system. The top command can display system summary information as well as list of the processcurrently being managed [more]

Figure 19 - Knowledge Repositories

3. BigFix Runbook Al can fetch data from the Collections of an organization, and if the data is not

available in Collections, then it retrieves results from Google.

4.2.2.1.3 Related Tickets

This section describes the bucket in which the ticket resides and lists all tickets in that bucket.
1. Click Related Tickets for the ticket for which user wants to view the related tickets.

The Bucket Details window appears.
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Bucket Details

[0 EXPORT TO CSV
Ticket Number Y Runbook Executed Resolution Status Affected CI Work Notes(With Timestamp) Created Date

INC0835779 localhost|| a tunnel between Not Applicable Not applicable [2023-03-14 11:11:27.000): The action 04/04/2023
siiverpeak edge and cisco is currently running. |[[2023-03-14 13:06:02
umbrella nearest POP ECV-- 11:11:41.000]: The action is currently
Sited0 |[testtunnel., view running, |(2023-03-14 11:11:55.000]:
more The action Is currently running. ||[2023-

03-14 11:12:08.000): The action is
currently running. |/[2023-03-14
11:12:21.000]: The action is currently
running. |[2023-03-14 11:12:34.000]
The action Is currently running. ||[2023-
03-14 11:12:58.000}: The action Is
currently running. ||[2023-03-14
11:13:11.000]: The action is currently
running. ||[20.

view less | Download

INC0835770 test script bigfix Ticket is not yot executed Ticket is not yet executed 04/04/2023
08:17:28
INCOB35766 Restart spooler service on Ticket is not yet executed Ticket is not yet executed [2023-03-14 09:10:45.000]: The action 04/04/2023
windows server _bigfix is currently running, ||[2023-03-14 07:58:30
09:11:08.000]; The action .. view more |
Download
INCO085393 How to join a Webex meeting =~ Not Applicable Not applicable 02/25/2021
15:43:21
INC0050391 P1 testing Not Applicable Not applicable 11/11/2020 v

Figure 20 — Related Tickets

2. User can view all the tickets available in the selected bucket, including their description and the
associated runbook details.

3. Click EXPORT TO CSV to download the bucket details.

4.2.2.2 My Ticket

This section describes how to manage the tickets assigned to the current user and available in the BigFix

Runbook Al queue.

To view and use the My Ticket tab, perform the following steps:
1. Select an Organization from the drop-down list and then select a Module.

The organization and module-specific ticket assigned to the current user appears in a tabular view.
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Actionable Tickets

O ization * Bigl kAl ~  Module * Incident Management ~

My Tickets Al Tickets “Date Format - (MM/DDIYYYY hh:mm:ss} in UTC Auto Refresh (O
1 Tickets 1 In-Process 0 Failed
TICKET DETAILS Y INFORMATION RUNBOOK Y | ACTION

Moogsoft: Issue on Source —->["EC2ZAMAZ-FIHS9M1") with description —->["Service \"Spoolen”
(print Spooler) is not running (start up type automatic) on 10.1.1.1%]

Moogsoft: Issue on Source —>["EC2AMAZ-FIHS9M1% with description —>["Service \"Spooler\” (print Spooler) is not E Guide
running (start up type automatic) on 10.1.1.17]

® INC0035404 @ 03/27/2023 03:26:26 AM

Figure 21 - My Tickets

The My Tickets tab is categorized into the following tabs:

Table 5 - My Tickets Sub-Sections

— Lists the tickets that are a part of the BigFix Runbook Al queue and assigned to
Tickets the current user for execution
— Lists the consolidated tickets from the In-Process and Failed tabs
— A subset of the Tickets tab; lists the tickets assigned to the current user for
In-Process which execution is in process
— Displays the allocation status of a ticket and the runbook being initiated for it
— Asubset of the Tickets tab; lists all the tickets assigned to the current user
Failed that have failed execution

— Enables the current user to release the failed tickets from BigFix Runbook Al.

After successful execution, tickets are automatically moved from the BigFix Runbook Al
queue. The tickets are marked either as resolved or assigned to another group in the ITSM
tool based on how the runbook workflow execution is configured in your environment.

2. Each tab includes columns with the following values:

— Ticket Details: Provides information about a request, including the ticket description, summary,
identification number, and the creation date. Selecting a ticket’s Incident ID displays the ticket
detail in the Logs tab.

— Information: Includes a Guide link that retrieves the most relevant knowledge for a ticket from

across different sources in a single view, enabling you to resolve the ticket.
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Runbook: Displays the runbook being selected and executed.

e |[f the ticket execution is In-Process, the Runbook button is disabled.

e For Failed ticket execution, the Runbook button is enabled. Clicking the Release button displays
a window and lists all the relevant runbooks by their confidence score. Users can perform any
of the following steps:

o View the last executed runbook with the parameters and run the same runbook again.
o Select a new runbook to execute.

For more details, see Runbook Execution.

Action: This column is available in the Tickets and Failed tabs. The Release button is displayed for

the tickets with Failed execution, allowing the user to release the tickets from the queue.

The Action column remains unavailable in the Assigned Tickets tab.

The colored bar on the left of the Tickets tab displays the current ticket execution status. An orange

bar indicates an In-Process execution and a red bar indicates a Failed execution.

Clicking Release either releases the ticket to the All Tickets queue (keeping it in the BigFix

Runbook Al queue but removing the allocation of the current user) or to some other group

in the ITSM tool based on configured rules. In either case, the allocation of the current

user will be removed.

3.

In the Ticket or In-Process tabs, clicking an incident number displays the ticket-specific log in the
Logs tab, which provides a runtime update for the selected ticket with the following details:
Parameter used for execution

Start date of execution

End date of execution

Execution status

Interaction ID provided by the underlying RBA tool
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Actionable Tickets

Organization * BigfixRunbookAl v Module *  Incident Management -
m Al Tickets “Gite Format - (MMWDOMNYYY hiymen:ss) i 18 Auto Refresh 3
1 Tickets 1In-Process 0 Failed

TIGKET DETAILS T | INFORMATION RUNBOOK T | ACTION

Moogsoft: Issue on Source -->["EC2ZAMAZ-FIHSOM17] with description -->["Service \"Spoolen\” (print Spooler) is not
running (start up type automatic) on 10.1.1.1%)

Moogsolt: lssue on Source —>[ECZAMAZ FIHSEM17 with description —["Senvice "Spoclert” (print Spooler) is not rmning (star up type Gunde
automatic) on 101117
& INCODGSA0M & 0372712023 03.26:26 AM

1 - M 1-3of 3 items

e “Gate Famal - (MWDDAYYY sy UTc | Auto Refresh (3

INCOO3S404%

INTERAGTION START END
RUNBOOK NAME n PARAMETERS STATUS REASON DATE DATE

erName” Value™ ~101.150.11.. view more

Alion fam ] il .
oloase W more
N - L 1-10f1items

Figure 22 - My Tickets

The logs displayed are ordered by date and time. The most recent update appears on the top of the grid.

4.2.2.3 Logs

This section describes near real-time status updates of ticket execution initiated by the user.

To view a ticket log, navigate to the Log tab appearing below the All Tickets and My Tickets tabs. This

displays the activity log for all tickets being executed with the following details:

Table 6 - Log Fields

This is a unique, auto-generated number for the incident ticket. It is
Incident Number
preceded with an INC prefix (e.g.INCO000001) of the logged ticket.

Interaction ID Unique ID generated by the underlying RBA tool.
Runbook Name Name of the runbook executed for the logged ticket.
Log Date Time Date and time of the logged ticket.
Runbook Status Status of the runbook selected for the ticket.

Displays the ticket specific logs including the field values. Value wrapped to
Status Reason multiple lines within the column. To access the related record, click

View More.
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Attachment Displays any relevant attachment for the ticket.

The logs displayed are listed by their date and time. The most recent update is available on the top of

the grid.
I.ogs *Date Format :- (MM/DD/YYYY hh:mm:ss) in UTC Auto Refresh O
m INTERACTION ID RUNBOOK NAME LOG DATE TIME RUNBOOK STATUS STATUS REASON
INC0032144 03/30/2023 06:04:12 AM Execution Successful and
Marked for Closure
INC0032144 4165869 CPU_Utilization 03/30/2023 06:03:48 AM Execution Successful, Issue Return Message: The .. view
Resolved more
INC0032144 4165869 CPU_Utilization 03/30/2023 06:03:21 AM In Progress (Fetching Status) Picked for status up.. view
more
INC0032144 4165869 CPU_Utilization 03/30/2023 06:03:14 AM Interaction 1D Generated (Run

book In Progress)

Figure 23 - Logs view

4.2.3 Auto Execution View

This section describes the auto-execution process for unresolved, open tickets in the BigFix Runbook Al
gueue. It displays the summary and status of all automatically executed tickets including in process or

failed tickets.

To view tickets in auto-execution view, perform the following steps:
1. Onthe main menu bar, click Actions->Tickets, and then click Auto Execution View.
2. Select an Organization from the drop-down list and then select the Module for organization and
module-specific tickets.
The Auto Execution View screen is displayed listing the selected organization and module-specific

tickets under the My Tickets tab.
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My Tickets *Date Format - (MWDDYYYY hh:mm:ss) in UTC Auto Refresh )

2 Tickets 2 In-Process 0 Failed

TICKET DETAILS Y | INFORMATION RUNBOOK Y | ACTION

Check if the CPU utilisation of the server 1.x.x x is higher than the threshold value 80.
Check if the CPU utilisation of the server 1.x.x.x is higher than the threshold value 80 Guide
o INC0O032144 @ 03/27/2023 03:26:26 AM

CPU utilization is high
CPU utilization is high % Guide
e INCO014410 @ 03/27/2023 03:25:48 AM

Figure 24 - Auto Execution View: My Tickets

3. The My Tickets tab is categorized into the following tabs:
Table 7 - My Ticket Subsections

_ — Lists all tickets available for auto-execution in the BigFix Runbook Al queue
Tickets — Displays a consolidated list of tickets from the In-Process and Failed tabs
— Asubset of the Tickets tab
— Lists the tickets available for auto-execution
In-Process
— Shows the allocation status of a ticket in the queue and the runbook being
initiated for it

— Asubset of the Tickets tab

Failed — Lists all the auto executed tickets with failed execution that can be moved

out of the BigFix Runbook Al queue using the Release button

4.2.4 Ticket Log

Users can view the comprehensive log of all the activities for a ticket, including updates and notifications,

whether it is by a user or by BigFix Runbook Al.

To view the ticket logs, perform the following steps:

1. On the main menu bar, click Actions->Tickets and then click Ticket Logs.

2. The Ticket Logs screen appears.
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Ticket Logs
Select Organization * _Select- o
Select Module * o
*Date Format - (MM/DD/YYYY hh:mm:ss) in UTC

Figure 25 - Ticket Logs

3. Select an Organization from the drop-down list and then select the Module.

@ Home  [% Acions  [E] Configuration  [F] Reports (5 Advance Configuration 7 My Favorites () Help

Ticket Logs
Select Organization * BigfixRunbookAl -
Salact Madule * Incident Management v
*Date Format - (MMDDVYYYY hh:mem:ss) in UTC
Current Archived
[#) EXPORT TO CSV

Ticket Number T | Curment State Y | Acted By Y | Queued On Last Modified Action
INCOB35771 Moved To Manual Mode 04/04/2023 08:30:47 041042023 08:31:24 @&
INCOB35770 Moved To Manual Mode 0470472023 08:17:34 0470412023 08:18:35 @
INCOB35769 Maved To Manual Mode 0410412023 08:14:32 04/04/2023 08:15:09 @@
INCO1T1404 Moved To Manual Mode 04/04/2023 08:04:27 04/04/2023 08:05:26 @&
INCD1T1442 Moved To Manual Mode 0410472023 08:04:27 04/04/2023 08:05:26 @
INCO171420 Moaved To Manual Mode 04/04/2023 08:04:27 04/04/2023 08:05:26 @

Figure 26 - Organization and Module

This lists the ticket log for organization and module-specific tickets in the following tabs.
— Current: Lists the log details of the tickets available for execution in the selected organization,
including the ticket number, current state, acted by, queued on, and last modified information.
— Selecting a Ticket Number displays the detailed log information including logged on and logged by

details, action was taken on the ticket, the reason for the action taken, and remarks.
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Detailed Information : INC0164806

*Date Format :- (MM/DD/YYYY hh:mm:ss) in UTC

[X) EXPORT TO CSV

Sesasesn Y | todoedsy M

01/27/2023 07:33:10 Auto Moved To Manual Mode Confidence score is less than the
Auto threshold

01/27/2023 07:33:10 Auto Picked for Assignation Decision Picked for Auto Execution

01/27/2023 06:57:22 Parser Move to Assignation Decision Parsing Completed

01/27/2023 06:57:22 Parser Picked For Parsing Picked for parsing

01/27/2023 06:57:11 Recommender Move to Parsing Recommendation Completed
Summary:Runbooks
recommended:
Runbookld;RBAUniquel.. view
more

01/27/2023 06:57:10 Recommender Picked For Recommendation Picked for recommendation .
Summary:Text used for getting
recommendation:10.1... view more

01/27/2023 06:57:10 Recommender Picked For Recommendation Picked for recommendation Summary:Fields used for

ronammandatinn ara Qummans

Figure 27 - Ticket Logs

— Archived: Lists the log details of the ticket that are marked as closed in the selected organization,
including the ticket number, current state, acted by, queued on, and last modified information.

— Selecting a Ticket Number displays the detailed log information including logged on and logged by
details, action that was taken on the ticket, the reason for the action taken, and remarks

4. Users can export the log details using the Export to Excel button above the Log Details view.

All fields marked with an asterisk (*) are mandatory.

4.2.5 Knowledge

This module allows users to search across the organization’s internal repositories such as SNOW and
external domains such as Stack Overflow and Ubuntu.org. You can also perform an advanced search by
applying conditions followed by the search term and Boolean condition (OR, AND, and so on) for more

refined results.
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4.2.5.1 Knowledge Search

This section describes how to use the advanced, organization-specific configuration to retrieve results

from the knowledge repository.

To use Knowledge Search, perform the following steps:
1. On the main menu bar, click Advance Configuration->Knowledge, and then click Knowledge Search.

The Knowledge Search screen appears.

Knowledge Search

Please fill below information to get results

Organization | -Select- v || Search here Q @ Advance Search

Figure 28 - Knowledge Search

2. Select the Organization from the drop-down list, then type the search string in the Search box, and

then click @ . The search results are displayed in a grid below.

Knowledge Search

Proase fill below information 10 get results

Oxpuieston [ St | [ s a

253 Record(s) found

T ighHigh CPUCPU U U |IT Pro

£ Repostory Type Web URL weton Name WebUrColecton

DI A A 0103y, COMICIoud. COMRUANO UOURIESNOCL00- ool CouCoU AIZALONUASZAO0

Use performance monitor 109 1es 10 track your s processes thes month, Show you how 10 troubleshoot SAUABONS 1 WINCh YOU! SOMVe 15 SIUJISh Of UNMESPONSAD DeCause of ighhgh CPUCHU utizatonubizaton. However, thread (and this
statement apples ondy 10 thread ) in the 2wreadtée state 1 [More]

Web  wammios  select  peformance  OJSon  MACK  UAADM  probln  eed  Gieciry e window e Kon  dels Mop Kt one  code et

ATOP for Linux server performance analysis (Guide)

R Ropository Type Web URL Cotocton Name DiskCleanUpLinux

Ditters Ahaydeniomas K use atoo Aoux- server-pedonmance- analys

Atop 1 an asci Ail-scroen performance monior which can 1og nd repor the activity of a server processes. Lets looks st another popular 100l forinux server porormance analysss slop. Alop - Variog/atop'atop_20140813) then use tio go
forwardn 10 mnute intervals andito Qo back vartog'atop [Mote]

PR Wse  montor Dot Dedormence  WRMOORAIIMSON 00 Tl WY e aeslywn Wi sever Mok Wl scoviy ol cowcpe e g

FlexServers: Dedicated Servers with Vertical CPUCPU Scaling | phoanixNAP
R Repostory Type Web ofecton Name WindowsServerReboot

hiltes.Zphoenixns Conysatvecs/ xsems 2ulm_source=sncwiedoe-base

Designed 10 ncrease siorage application performance in cost-effective manner, intel optane ssds ace ideal for organizabons handiing dynamic and demandng workioads. With the addton of hghtugh amounts of ram and fast nvme storage
these servers will suppont your workioads demands and optimize for [More]
WM wokiond  ROCeNSC  WDOGL  BAKMNYGrs  PhONIIND O (WeOrCR  Wne  Bardwiew  rchectes  Choose  lalescy  handle  meon sl periemance Qe ekt acale

Figure 29 — Search

3. For more advanced search, instead of clicking Q , click the Advance Search button.

An Advance Search window is displayed for users to fill in the information and retrieve results.
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Advance Search

Please fill below information to get results

Condition* Search Term* Condition*

Contains v And v Add B Clear all

Figure 30 - Advance Search

4. Advance Search allows users to restrict search results by applying conditional filters or define the
order of the search results.

User can add any number of custom conditions to refine their search for more relevant results.

5. Click to start a search. After the search filter is applied, any results that appear will align

with the conditions specified in the Advance Search box.

52 Record(s) found

Troubleshooting HighHigh CPUCPU UtilizationUtilization | IT Pro
& Repository Type: Web URL Collection Name: WebUrlCollection

https //iwww itprotoday, com/cloud-computing/troubleshooting-highhigh-cpucpu-utilizationutilization

Use performance monitor log files to track your iis processes this month, show you how to troubleshoot situations in which your server is sluggish or unresponsive because of highhigh cpucpu utilizationutilization. However, thread (and this
statement applies only to thread ) in the zwreadfile state i [More]

web examine select performance option stack faskbar problem end directory isn windowwindow exe icon data stop lot one code script

Troubleshooting HighHigh CPUCPU UtilizationUtilization | IT Pro

£ Repository Type: Web URL Collection Name: WebUrICollection

hittps:/iwww.itprotoday.com/cloud-computing/troubleshooting-highhigh-cpucpu-utilization utilization

Use performance monitor log files to track your iis processes this month, show you how to troubleshoot situations in which your server is sluggish or unresponsive because of highhigh cpucpu utilizationutilization. Note that if you see thread that
using lot of cpucpu time but that dies down to percen [More]

stop monopolize add kb article stack debugger note run use Ve one monior object step now directory wait percent performance

Fixing HighHigh CPUCPU Usage and Memory Leak Issue by Svchost.exe (wuauserv) | WindowWindowsWindows OS Hub
£ Repository Type: Web URL Collection Name: WebUrICollection

http-f/woshub com/fix-highhigh-memory-usage-by-svchost. iserv

Since the task manager doesnt allow you to determine which of the system services running inside the svchost process causes highhigh computer load, you need to use process explorer (as described above). The wuauserv service is standard
windowwindowswindows update service that is used to scan compute [More]

security stop service leak windowswindows>windowwindows agent use run manager one load instal reduce performance computer client thread windowwindow go ram

Figure 31 - Advance Search Results

All fields marked with an asterisk (*) are mandatory.

4.2.6 Dashboard

The dashboard provides a complete view of the system in your environment and helps spot trends in
real-time. Each dashboard User Interface (Ul) element can instantly provide additional data insights,

including a platform to create reports using the preconfigured widgets available on the dashboard.

To manage the dashboard, perform the following steps:
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On the main menu bar, click Reports->Dashboard. The Dashboard screen appears.

o

{2} Home L2 Actions {5 configuration (8] Reports.
Dashboard

Organization

Module

@ Advance Configuration

T My Favorites

@ Help

BigFixOrg

Incident Management

'Y Dashboard Filters {From Date: 31012023 To Date: 3/31/2023 }
Select Widget

Auto Resolution Rate %

Resolution Rate %

Runbaoks Detailed View

Top Runbooks By Resolution

Period

Specific Date -

Automation Trending
Resolution View
Success Rate %

Top Runbaoks By Successful Handling Time

From Date To Date

3/01/2023 3/31/2023

1 Make Dashboard as default page

Failed Process Ticket Count -
Runbook Wise Automation Details
Ticket Overall Handling View

Save Widget

Figure 32 — Dashboard

Dashboard filters allow users to narrow the range of one or more reports on the active Dashboard

tab. This filter lets you select a specific time frame, such as last month, this month, last quarter, or a

range of dates.

To configure a specific report, select the Organization from the drop-down list, then select the time

frame from the drop-down list of the Period, and then select the date range in the From Date and To

Date fields.

() BigFix

@ Home CSActions  { Configuration  [F] Reports

Dashboard

Organization

(& Advance Configuration

+7 My Favorites (3 Help

BigFixOrg

Module

Incident Management

¥ Dashboard Filters { From Date: 3/01/2023 To Date: 3/31/2023 }
Select Widget

Auto Resolution Rata %

Resolution Rate %

Runbooks Detailed View

Top Runbooks By Resolution

Period
Specific Dale ~

Today
Yesterday
Current Quarter
Current Week
Current Month
Last Quarter
Last Week
Last Month

Automation Trending

Resolution View

Success Rate %

Top Runbooks By Successtul Handiing Time

From Date To Date

30112023 3172023

O Make Dashboard as default page

Failad Procass Ticket Count
Runbook Wise Automation Detaits
Ticket Overall Handling View
S ol & x
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4. Click Save Widget. These selections will recompile the data that appears in any report that is

associated with the date filter. All data beyond the selected range is excluded.

Automation Trending [s 2 T A

(O Automation % (@) Total Count (@) Resolved count

9000
8000
7000
6000
5000
4000
3000
2000
1000

Automation %
WNOD PBAIOSEY SAIUNGD [EJOL

Mar-23 Feb-23 Jan-23 Dec22 Nov-22 Oct-22 Sep22 Aug-22 Jul-22 Jun-22 May-22 Apr-22
Month

Figure 34 — Widget

5. You can use predefined widgets under the Dashboard Filters tab to add new widgets and modify or

remove existing widgets from the organization.

'Y Dashboard Filters {From Date: 8/01/2022 To Date: 8/31/2022 } @

Runbooks Detailed View cE & x

O Total Tickets . Resolved Count . Transfered Gount
2.0

1.8
1.6
14
12
1.0
0.8
0.6
0.4
0.2

Total Tickets

RestartService

Executed Runbook

Figure 35 - Dashboard Filters

4.2.6.1 Configure Widgets

Dashboard customization is available for users with the appropriate privileges, such as Organization
Admin. The dashboard customization can be configured for different user roles as required by the
administrator. To add more reports or data in a dashboard, you can define multiple widgets for a selected

organization.



0 BigF'X BigFix Runbook Al User Guide

To add a widget to an organization, perform the following steps:
1. On the Dashboard screen, select an Organization from the drop-down list.
If there are any configured widgets in the selected organization, it appears below the Dashboard
Filters tab.

2. Click ® on the Dashboard Filters tab to list the predefined widgets.

Organization BigfixRunbookAl o
Module Incident Management i

Y Dashboard Filters {From Date: 11/01/2020 To Date: 11/30:2020 }

Figure 36 - Select Organization

Preconfigured widgets list all the KPIs so that users can customize their view.

3. Select the checkboxes next to the widgets you want to include, then select the time frame from the
drop-down list of the Period, and then select the date range in the From Date and To Date fields

and then click Save Widget.

Dashboard Save Changes
Organization BigfixRunbookAl w
Wodule Incident Management v
'Y Dashboard Filters {From Date: 8/01/2022 To Date: 8/31/2022 } ©)
Select Widget

Auto Resolution Rate % Automation Trending Bottom Runbooks By Resolution -
Environment Analysis View Failed Process Ticket Count Resolution Rate %

Resolution View Runbook Wise Automation Details Runbooks Detailed View

Scheduled Ticket Overall Handling View Success Rate % Ticket Overall Handling View

Top Runbooks By MTTR Top Runbooks By Resolution Top Runbooks By SME Count

Top Runbooks By Successful Handling Time =
Period From Date To Date

Specific Date ~ 8/01/2022 8/31/2022

Figure 37 - Select Widgets

To delete a widget from the selected organization, clear the widget checkbox selection,
and then click Save Widget to save the changes.
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The added widgets are displayed on the dashboard.

Top Runbooks By Resolution Z o & ox

100

o3B88583883888

Tickets Resolved %

Server DNS Issue Cluster DB Node Down Connectivity lost between hub and Moogsoft Scenario_4_Nginx_specific_4 Ping Failed
Executed Runbook

Figure 38 - Report

Users can view drill-down details of any report appearing on the widget

To view the drill-down report, perform the following steps:

1. Click any visualization to view the drill-down report.

Auto Resolution Rate % 2 0 & x

@ AutoResolved % (@ Manual Resolved %

0.21

Figure 39 - Select Dataset

The detailed drill-down report is displayed.
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INC0167134

INC0167122

INC0167120

INC0167118

%
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BigfixAl || Playbook will perform th
& enablement of streaming replicat
ion between two servers of Postgr
SQL database. The playbook will
run in RHEL operating sy

BigfixAl | Playbook will move data
file to different location Playbook t
o relocate the datafile to a new loc
ation in oracle.||From_file_loc/ud

2/CDB/dataf02 dbf

BigfixAl | Playbook will perform th
& enablement of streaming replicat
fon between two servers of Postgr
©SQL database. The playbook will
run in RHEL operating sy

BigfixAl | Playbook will perform th
© enablement of streaming replicat

BigFix Runbook Al User Guide

Is Recommended Max Threshold Runbook Executed Runbook Executed Runbook Details Is
Runbook
Executed

N

Y PostGres_Perform_Vaccum PostGres_Perform_Vaccum Runbook Name: PostGres_Perform_Vaccum;

Recommendation Threshold: 82 .00

Y Oracle_Datafile_Move_Diff Location Oracle_Datafile_Move_Diff Location Runbook Name
Oracle_Datafile_Move_Diff_Location;
Recommendation Threshold: 67.00

¥ PostGres_Perform_Vaccum PostGres_Perform_Vaccum Runbook Name: PostGres_Perform_Vaccum:
Recommendation Threshold: 82.00

¥ PostGres_Perform_Vaceum PostGres_Perform_Vaccum Runbook Name: PostGres_Perform_Vaccum;

Recommendation Threshold: 82 00

Figure 40 - Drill Down Report

Each widget can be resized using the following steps:

a.

b.

)

2023-03-24  2023-03-24
10:45:27

2023-03-24  2023-03-24
12:59:59

2023-03-24  2023-03-24
07:42:32

2023-03-24  2023-03-24
07:28:05 -

Point at any corner of the selected tab with the mouse pointer. When the pointer changes into

a double-headed arrow, hold down the primary mouse button and drag the corner in or out to

resize the window. Release the mouse button to stop resizing the window.

Click Save Changes to save the changes.

Each widget can be moved using the following steps:

a.

b.

C.

Click a blank portion on the navigation bar of the selected tab.

Hold down the primary mouse button and then drag the mouse pointer to the place on the

screen where you want the tab. After you move the mouse pointer to the position on your

screen where you want the taskbar, release the mouse button.

Click Save Changes to save the changes.

The navigation bar on each widget contains the following menus.

Table 8 - Navigation Bar Functions

il / 553/ @/ O

x|
X

Change the view of widget to bar/grid/pie/doughnut.

Refresh the data in a widget.

Remove a widget from the selected organization’s dashboard.

Export the data in a widget to PDF or CSV format.
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4.2.7 Help

This page helps the user to locate the necessary documents for better understanding of the tool as well
as get the details of the components being running in BigFix Runbook Al.

1. On main menu bar, click on Help. The below page appears:

Help

Documents Component Details Search:
_m

Configuration Guide Configuration Guide Configuration_Guide.pdf

Installation Guide Installation Guide Installation_Guide.pdf @ i

Integration Guide Integration Guide Integration_Guide.pdf ® &

Introduction Guide Introduction Guide Introduction_Guide.pdf @ i

User Guide User Guide User_Guide.pdf @ ‘\_l,‘

] ] - B » 1-5o0f 5items

Figure 41 - Help

It has two tabs:
a. Documents
On Documents tab, it shows all the required documents needed for better
understanding of BigFix Runbook Al:
o Configuration Guide
o Installation Guide

Integration Guide

(@]

o Introduction Guide

o User Guide
To view any document, click on icon . It will open the document in new tab.

To download any document, click on icon .

b. Component Details
This tab displays all the components running on BigFix Runbook Al along with the server
Host/IP on which component is running, the name of the component, component code,

the version of BigFix Runbook Al currently running, the service name with which
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component is installed, the actual URL along with port on which component is running

and the LB URL, if exists, for the component.

Help

[l Component Details Search: Q
Server Host/IP Component Name Component Cade Version No Service Name Actual URL LB URL
Iocalhost Active Directory ADSYNC 6.3 HCL.iAutomate ADSyncService http:iflocalhost-9022 Not entered yet
localhost Advanced Knowledge Service AKNW 63 HCL iAutomate i 3 Not entered yet
localhost Advanced Knowledge Search AKNWSCH 63 HCL.iAutemate i Not entered yet
localhost Crawier Crawler 63 HCL iAutomate iCrawler hitps:Hlocalhost 8019 Not entered yet
localhost Data Collector DCA 6.3 HCL.IAutomate.DC hitp:iflocalhost:8012 Not entered yet
localhost Email Service Email 6.3 HCL.IAutomate.EmailService http:i/localhost:9025 Not entered yet
localhost EntityModel ENM 6.3 HCL.IAutomate.EntityMode! hitps:/localhost: 2003 Not entered yet
localhost Generic Service GEN 63 HCL iAutomate. GenericExecutor hitp:ifiocalnost:8016 Not entered yet
localhost Indexer Indexer 63 HCL iAutomate i Not entered yet
localhost Knowledge Service KNW 63 HCL iAutomate iKnowledge https:/ocalhost:8024 Not entered yet

- “ - 2 » 1-10 of 20 items

Figure 42 — Help (Cont.)
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