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Document Revision History

This guide is updated with each release of the product or when necessary.
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1 Preface

This section provides information about the HCL BigFix Runbook Al Pre-Requisite Guide and includes the

following topics:

Intended Audience

About This Guide

Related Documents

Conventions

1.1 Intended Audience

This information is intended for administrators responsible for installing BigFix Runbook Al and
infrastructure administrators responsible for provisioning infrastructure required for installation of BigFix

Runbook Al.

1.2 About this Guide

This guide provides instructions to install the prerequisites required for BigFix Runbook Al. This includes
the installation of MongoDB and Solr for both HA (High Availability) and non-HA modes as well as

generation of certificates for authentication and authorization purposes.

1.3 Related Documents

The following documents can be referenced in addition to this guide for further information on the BigFix

Runbook Al platform.

— BigFix Runbook Al Installation Guide

Copyright © 2023 HCLTech 12|Page
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1.4 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element
Indicates graphical user interface elements associated with an action, or terms
Boldface
defined in text or the glossary
Underlined Blue Face Indicates cross-reference and links
Italic Indicates document titles, occasional emphasis, or glossary terms

Indicates commands within a paragraph, URLs, code in examples, and paths including
Courier New (Font)

onscreen text and text input from users
Numbered lists Indicates steps in a procedure to be followed in a sequence

Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a sequence

Copyright © 2023 HCLTech 13|Page
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2 Pre-requisites for BigFix Runbook Al Component

This section provides an overview of the prerequisites to run the BigFix Runbook Al installer. Once the
infrastructure is ready, determine the server where the installer will be executed. Each type of server —
Web Server, Application Server, Advanced Al Server and Database Server have different prerequisites
depending on the components being installed. Once you have identified the required servers,
components, and the deployment mode, please proceed with the installation of the pre-requisite

software and utilities.
This documentation is only for Windows 2012 R2 and higher versions.

The following table describes the software requirements to install the components.

Table 2 — Software Requirements

Server Component Sub-Components Software Requirements
- WebUI - 11IS10.0 or above
Web Server | Web Component - Key Rotation - Dot Net Framework 4.8.x
Service - Microsoft ACE OLEDB 12.0
- Data
- Dot Net Framework 4.8.x
Collector
- Python 3.8.10 64-bit
- RBA
- NLTK3.4.1
Application Executor
- OpenSSL-Win64
Component — - Generic
- Apache Server 2.4
Application | Microsoft Dot Net Executor
- VC++ 2015 64-bit Redistributable package
Server - Release
- AntiWord
- Generic
- Spacy3.1.2
Listener
- Numpy 1.20.3
Application - iParse
- Mod_wsgi4.9.0
Component - - iUnique
- En_core_web_sm3.1.0
Python - iRecommend
Advanced Al - Python 3.8.10 64-bit
Advanced Al - iScrape
Component - - NLTK3.4.1
Server - iKnowledge
Python - OpenSSL-Win64

Copyright © 2023 HCLTech 14 |Page



(2) BigFix

Server Component Sub-Components
- Advanced
Knowledge
- Knowledge
Rating
Database Transactional
Database
Server Database

MongoDB Document Storage MongoDB

SOLR Indexer SOLR

Certificates (applicable for all tiers)

Copyright © 2023 HCLTech

Bigfix Runbook Al Pre-Requisite Guide

Software Requirements

- Apache Server 2.4
- VC++ 2015 64-bit Redistributable package
- AntiWord
- Spacy3.1.2
- Numpy 1.20.3
- Mod_wsgi 4.9.0
- En_core_web _sm3.1.0
- Google Chrome Browser
- Oracle Distribution of Java JDK 1.8.x
(Required only for Solr installation)
MS SQL 2016 /MS SQL 2022 (+) Enterprise / Standard
edition 64 bit
MongoDB 4.0

- SOLR8.5.0

- nssm?2.24

SSL Certificates

15|Page
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Table 14 — IIS Requirements

Version 10.0 or above
Purpose It is used as a server for website hosting
Source Part of Windows feature sets

2.1.1Installation Procedure

1. Open Control Panel.
2. Search for ‘Windows feature’. It will feature under Programs.

3. Click Turn Windows Features On or Off.

Adjust your computer's settings

System and Security
Review your computer's status

@ View event logs
\' Network and Internet
View network status and tasks

7 Hardware
4 View devices and printers

3 Add a device

Programs

\’
b} Uninstall a program

Get programs

GTurn Windows features on or off

Figure 18 - IIS Installation Procedure

4. Click Next.
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DESTINATION SE

Before you begin iAutomate

This wizard helps you install roles, role services, or features. You determine which roles, role senvice
= features to install based on the computing needs of your organization, such as sharing documents
Installation Typa haosting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current securnity updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[ Skip this page by default

< Previous | | Next > | | Install | | Can

Figure 1 - IIS Installation Procedure (Cont.)

5. Click Next

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Sglaction

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | MNext > | | Install | | Cancel

Figure 2 - IS Installation Procedure (Cont.)

6. Click Next.
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Select destination server
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool
O Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

iAutomateApSnvl Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Next > | | Install ‘ | Cancel

Figure 3 - IIS Installation Procedure (Cont.)

7. Select Web Server (11S) and click Next.

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles D

Server Selection

|| Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services I
[] Device Health Attestation E

Features [] DHCP Server

Web Sarver Role (115) [] DNS Server

. ] Fax Server
Role Services I (W] File and Storage Services (1 of 12 installed)

Confirmation [] Host Guardian Service

] Hyper-V

] MultiPoint Services

[ ] MNetwerk Controller

] Metwork Policy and Access Services
] Print and Document Services

] Remote Access

[] Remote Desktop Services

] Volume Activation Services

[] Windows Deployment Services

[] Windows Server Essentials Experience
[] Windows Server Update Services

Figure 4 - IS Installation Procedure (Cont.)

8. Select .NET framework 3.5 Features.
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FRICIR.MET Framework 3.5 Features (2 of 3 installed)
' MET Framework 3.5 {includes .NET 2.0 and 3.0)
| HTTF Activation (Installed)

[] Mon-HTTP Activation

A || MET Framework 4.6 Features (Installed)
| MET Framework 4.6 {Installed)
| ASP.MET 4.6 (Installed)

4 |+ WCF Services (Installed)
«f| HTTP Activation (Installed)
»'| Message Cueuing (M5MQ) Activation (Inst
+| Mamed Pipe Activation (Installed)
«f| TCP Activation (Installed)
»| TCP Port Sharing (Installed)

b Background Intelligent Transfer Service (BITS)

[ ] BitLocker Drive Encryption

[] BitLocker Netwark Unlock

[] BranchCache

[] Client for NFS

[ Containers o

Figure 5 - IS Installation Procedure (Cont.)

9. Click Next for installing IIS.
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Wiew installation progress

o Feature installation
—

Installation started on iAutomateApSrel

NET Framework 3.5 Features L
.MET Framework 3.5 (includes .NET 2.0 and 3.0)
HTTP Activation
NET Framework 4.6 Features
ASPNET 4.6
Web Server (l15)
Management Tools
115 Management Console
Web Server

Application Development
MET Extensibility 3.5 .

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext > | | Close | | Cancel

Figure 6 - IIS Installation Procedure (Cont.)

10. Open Control Panel and search for ‘Windows feature’. It will feature under Programs.

11. Click Turn Windows Features on or off.

Adjust your computer's settings

System and Security
Review your computer's status
$ View event logs

Network and Internet
Wiew network status and tasks

Hardware
Wiew devices and printers
Add a device

Programs
Q Uninstall a program
G Turn Windows features on or off

4 ¢ 8

Figure 7 - IIS Installation Procedure (Cont.)

12. Click Next and expand the Web Server (l1S).
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Description

[] obeC

|| Volume Activation Services
eb Server (I1S) (9 of 43 installed
4 (W] Web Server (8 of 34 installed)
4 [W] Common HTTP Features (4 of 6 installed)
+| Default Document (Installed)
+f| Directory Browsing (Installed)
«| HTTP Errors (Installed)
+| Static Content (Installed)
[C] HTTP Redirection
[] WebDAV Publishing
4 [W] Health and Diagnostics (1 of 6 installed)
+f| HTTP Loegging (Installed)
[] Custom Logging
[] Logging Tools

[ Reguest Monitor
[] Tracing
| [m] Performan
I [m] Security (1

Logging

ce (1 of 2 installed)
of 9 installed)

Web Server (lIS) provides a reli
manageable, and scalable Web
application infrastructure.

Figure 8 - IS Installation Procedure (Cont.)

13. Expand Application Development and select features as shows in the image below.

Select ane

Roles

or more roles to install on the selected server.

v [
4 [m]

=] FEIIIINGIAT | WS ESLaieu )

[m] Security (1 of 9 installed)

[m] Application Development (1 of 11 installed’
+| .MET Extensibility 3.5 (Installed)
MET Extensibility 4.6
[] Application Initialization
ASP
ASPMET 3.5
ASPMET 4.6
CGl
ISAPI Extensions
ISAPI Filters
Server Side Includes
WebSocket Protocol

FTP Server

Management Tools (1 of 7 installed)

+| 115 Management Console (Installed)

IS & Management Compatibili
[] 115 Management Scripts and Tools

Figure 9 - IS Installation Procedure (Cont.)

14. Click Next to proceed with in

Copyright © 2023 HCLTech
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Installation started on iAutomateApSrvl

Web Server (IIS)
Management Tools

Web Server
Application Development
ASP

ASPNET 3.5
ASP.NET 4.6
CaGl

Server Side Includes

115 6 Management Compatibility
115 & Metabase Compatibility

Export configuration settings

You can close this wizard without interrupting running tasks. View task progress or open
page again by clicking Notifications in the command bar, and then Task Details.

Figure 10 - IS Installation Procedure (Cont.)

15. To validate successful installation of IS, type Run in Windows Search Bar and Press Enter.

16. Type ‘inetmgr’ and click Enter. Once the installation is successful, the following screen pops up to

confirm the installation of 1IS.

— Home

~ % Go - GhShowAll |Groupby: Area - -
ASP.NET ~
= $ s e 2 - = |
3 & @ @ 9 B B r 2 ‘
NET NET JNET Error NET NET Trust  Applicstion Connection MachineKey Pagesand  Providers  Session State SMTP E-mail !
Authorizat.. Compilstion  Pages  Globalization  Levels Settings  Strings Controls ‘
s ~ ‘
= ) 7 ER st e s asE
2 (ﬁ& = i o =0 & = 2 a¥ = ] ‘
ASP  Authentic.. Authorizet..  CGI Default  Directory EmorPages  FastCGl  Handler HTTP HTTP 1P Address
Rules Document  Browsing Settings  Moppings  Rediret  Respon.. and Doma...
= 3 o & =
T & = M = & T 2
ISAPland  ISAPI Filters MIME Types  Modules Output Reguest Server Worker
CGl Restri... Caching Filtering  Certficates  Processes
Menagement N
= = E =]
E=] = & =
Centralized Configurat...  Feature Shared
Certificates Editor Delegation Configurat...

Figure 11 - 1IS Installation Procedure (Cont.)

For any issue follow below link for window 2016

https://www.rootusers.com/how-to-install-iis-in-windows-server-2016/

For any issue follow below link for window 2019

https://www.rootusers.com/how-to-install-iis-in-windows-server-2019/

Copyright © 2023 HCLTech
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https://learn.microsoft.com/en-us/iis/application-frameworks/scenario-build-an-aspnet-
website-on-iis/configuring-step-1-install-iis-and-asp-net-modules

2.2 Dot NET Framework- 4.8:

Table 3 - Update .Net Framework 4.8
Version .NET Framework 4.8
Available as part of BigFix Runbook Al installer package.
Source Package Name —>.NETFRAMEWORKA4.8.zip

Available as part of BigFix Runbook Al installer package

Use the links below in case of any help require to install and error fixing:

https://help.salesforce.com/s/articleView?id=sf.cg modeler ibe install dotnet.htm&ty
pe=5
https://learn.microsoft.com/en-us/dotnet/framework/install/

2.3 Microsoft ACE OLEDB 12.0

Table 4 — Microsoft ACE OLED 12.0 Requirements
Version 12.0

Purpose It is used to download the runbook metadata format
Available as part of iAutomate installer package

Follow the below path for 32 bit machine:

Source e Pre-Requisite Software @ AccessDatabaseEngine.exe

Follow the below path for 64 bit machine:

e Pre-Requisite Software B AccessDatabaseEngine_X64.exe

2.3.1Installation Procedure

1. Refer the file from the source field mentioned in the table above and run the exe.
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2.4 Python

Table 5 — Python Details
Version Python 3.8.10
Purpose All Al components of BigFix Runbook Al requires python as pre-requisite.
Available as part of BigFix Runbook Al installer package. Follow the below path:
Source

Pre-Requisite Software = python-3.8.10-amd64.exe

2.4 1Installation Procedure

1. Download the file python-3.8.10-amd64.exe from the Path mentioned in the source field of Table

5 — Python Details. For installation, double click on python-3.8.10-amdé64.exe file.

2. Create new folder Python38 with path “C:\Python38” if not already existing.
3. During the installation, browse for the location i.e., C:\Python38 and then click Next.

4. Select option Install Python for all users.

3 Python 3.8.10 (64-hit) Setup - b

J Advanced Options
i [ Install for all users

[ Associate files with Python (requires the py launcher)

Create shortcuts for installed applications
[ Add Python to environment variables
Precompile standard library

Download debugging symbols
Download debug binaries (requires V5 2015 or later)

Customize install location
| C:h\Python38 Browse

python

for
windows

Figure 12 - Python Installation

5. The system environment variable PYTHON_HOME needs to be set with the path C:\Python38.

6. Add below paths to system variable Path:
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e C:\Python38
e C:\Python38\Scripts

Edit envirenment variable >
C:h\Python38\Scripts', Mew
C:hPython3ah

Edit
Browse...
Delete

Figure 13 - System Variable Screen

Please ensure the path added to PYTHON_PATH and Path variable don’t have ‘\’ appended
at the end.

7. To validate successful installation of Python, perform the below steps:

a. Open the Command Prompt as Administrator, type python and press Enter.

EE Administrator: Command Prompt - pythen

on win3z2

Figure 14 - Python Shell

b. If Python installation is successful, the Python Version will be displayed. If Python

installation was not successful, then the below screen is displayed.

BN C\WINDOWS\system32icmd.exe
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Figure 15 - Command window- Unsuccessful installation of Python

2.5NLTK package

Table 6 - NLTK Requirements
Version 34.1
Purpose This package is used by BigFix Runbook Al for Natural Language Processing tasks.
Available as part of BigFix Runbook Al installer package. Follow the below path:

Source
Pre-Requisite Software = nltk_data.zip

2.5.1Installation Procedure

1. Download the file nltk_data.zip from the Path mentioned in the source field of Table 6 - NLTK

Requirements.
2. Extract the contents of the zip file in the given path: C:\nltk_data.

2.6 Open SSL Package

Table 7 — SSL Package Requirements
It is required for the creation of certificates. Please note that certificates generated by these steps
Purpose are self-signed certificates only. If you are looking for CA signed certificates, then contact the
concerned stakeholders from customer.
Available as part of BigFix Runbook Al installer package. Follow the below path:

Source
Pre-Requisite Software = OpenSSL-Win64.zip

2.6.1Installation Procedure

1. Download the file OpenSSL-Win64.zip from the Path mentioned in the source field of Table 7 —SSL

Package Requirements.

2. Extract the contents of the zip file in the path C:\OpenSSL-Win64.
3. Set the system environment variable with name OPENSSL_CONF with the path as:
C:\OpenSSL-Win64\bin\openssl.cfg
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4. In the system environment variable name as “Path”, add the following:

C:\OpenSSL-Win64\bin

2.7 Apache Server

Table 8 — Apache Server Requirements

Version 2.4

Apache Server is used to release features of Al components as REST APIs. This also creates
Purpose window service for all python components.

Available as part of BigFix Runbook Al installer package. Follow the below path:

Pre-Requisite Software = Apache24.zip

Certificate Path - Available as part of BigFix Runbook Al installer package.

Follow the below path:

Source

Pre-Requisite Software = Python certificate.zip
Follow the below path for DLL
e Pre-Requisite Software - HCL.iAutomate.EncryptDecrypt.dll

e Pre-Requisite Software = Newtonsoft.Json.dll

2.7.1Installation Procedure

1. Download the file Apache24.zip from the Path mentioned in source field of Table 8 — Apache

Server.
2. Extract the contents of zip file. It should be placed in the given path: C:\Apache24.
3. Add the system environment variable ANT_HOME with the path C:\Apache24
4. To the system environment Variable Path, add the below paths:
e C:\Apache24\bin
e C:\Apache24
5. Before starting any of the services, make sure the following DLL files are present in the path
C:\Apache24\bin.
e HCL.iAutomate.EncryptDecrypt.dll

e Newtonsoft.Json.dll
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DLL will be updated as soon as any change occurs.

6. Download the certificates from the Path mentioned in Table 8 — Apache Server. After unzipping the

certificates, copy them to C:/Program Files/certificate folder.
7. Openthe Command Prompt as Administrator and run the following command to install the Apache
Service:

httpd -k install
8. Go to Run (Windows + R) and type services.msc and start the apache service if the status is not

already Running.

. Services (Local)

Apache2.4 Mame Description Status Startup Type Log On As
< h X -.S;_‘;Activexlnstaller (AuxlnstSV) Provides Us... Manual Local Syste...
top the service &l . .
Restart the service »..\I)‘_.Adube Flash Player.UpdatE... This service ... Manual . Local Syst.e...
Sk Aloyn Router Service Routes Alllo... Manual (Trig... Local Service

Apache/24... Running Automatic Local Syste...

Description: i) App Readiness Gets apps re... Manual Local Syste...

Apache/2.4.23 (Winbd) »&}-Appll(atlnn Host Helper Ser... Provides ad... Running  Automatic Local Syste...

Opens5L71.0.2h
5k Application Identity Determines ... Manual (Trig... Local Service
-&')_;Application Information Facilitates t... Running  Manual (Trig... Local Syste...
-&')_;Application Layer Gateway ... Provides su... Manual Local Service
-&')_;Application Management Processes in.. Running  Manual Local Syste...
\E‘;_‘;Appx Deployment Service (.. Provides inf... Manual Local Syste...
{;}_‘;ASP.NET State Service Provides su... Manual Metwork 5...
\S;_’;AssignedAccessManager Se.. AssignedAc.. Manual Local Syste...
».'.'\I)_‘;Autu Time Zone Updater Automatica... Disabled Local Service
».’.'\I)‘EBackgrUund Intelligent Tran... Transfers fil... Manual Local Syste...
».’.'\')‘EBackgrUund Tasks Infrastru... Windows in... Running  Automatic Local Syste...
».C\')EBase Filtering Engine The Base Fil... Running  Automatic Local Service
\C\')_;BES Client Facilitates u... Running  Automatic (D... Local Syste...

\C\')_;Blth(ker Drive Encryption ... BDESVC hos... Running  Manual (Trig...  Local Syste...
-&;)_;Bithcker Management Clie... BitLocker M... Running  Automatic (D... Local Syste...

-&')_;Block Level Backup Engine ... The WBEMNG... Manual Local Syste...
-S;)_;Blue Coat Unified Agent Provides W... Running  Automatic Local Syste...
-&)_;Bluetooth Handsfree Service  Enables wir... Manual (Trig... Local Service
{;}_‘;Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
\S;_‘;BranchCache This service .. Manual Metwork 5...

\S;_’;CapabilityAccess Manager ... Providesfac... Manual Local Syste...
»f.':);l:ertificate Propagation Copies user... Running  Automatic Local Syste...
»f.':);l:iscu AnyConnect Metwork... Establishes ... Running  Automatic Local Syste...
».(.'\.)‘ECISCU AnyConnect Metwork... Provides Sin... Running  Automatic Local Syste...

\ Extended /(Standard

Figure 16 - Screenshot of the Apache service

2.8 Mlicrosoft Visual C++ 2015 Redistributable Package

Table 9 - Microsoft Visual C++ 2015 Redistributable Package
Version 2015
Purpose It is required for installation of Python packages
Available as part of BigFix Runbook Al installer package. Follow the below path:

Source
Pre-Requisite Software = vc_redist.x64.exe
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2.8.1Installation Procedure

1. Download the file vc_redist.x64.exe from the Path mentioned in source field of Table 9 - Microsoft

Visual C++ 2015 Redistributable Package.

2. Install by double clicking on the file named vc_redist.x64. Accept the terms and conditions and click

Install to complete the setup.

MName Date modified Type Size
DLLs File folder
Java File folder
# antiword Compressed (zipp... 151 KB
i Apache24 Compressed (zipp... 15,055 KB
5 certificate Compressed (Zipp.. 6 KB
(3 HCL.iAutomate 5 Microsoft Visual C++ 2015 Redistributable (84 - 14.0230.,  — X
g Java
£l MongoDE Communicy Setup Microsoft Visual C++ 2015
{ MongoDB Enterprise Setup . .
{59 MONGODE INSTALLATION DOCUMENT . Redistributable (x64) - 14.0.23026
£ MongaDBCertificates RIGHTS BELOW. T rmE s ~
i nltk_data
i OpenssL-Wing4 1. INSTALLATION AND USE RIGHTS.
: Fython Setup a. You may install and use any number of copies of the software.
¥ soLr
I3 SOLR_IMSTALLATION_DOCUMENT b Bombriim mmes Voss o seoln cen boclue sae of b cafbunen
U Spacy_PreReq | agree to the license terms and conditions
ﬁ veredistab Glnstall Close

Figure 17 - Installation of Visual C++

2.9 AntiWord

Table 10 — AntiWord Requirements

Version NA

Purpose It is used for document crawling

Available as part of BigFix Runbook Al installer package. Follow the below path:
Source

Pre-Requisite Software = antiword.zip
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2.9.1Installation Procedure

1. Download the file antiword.zip from the Path mentioned in the source field of Table 10 — AntiWord

Requirements.

2. Extract the contents of zip file to the given path: C:\antiword.

3. System environment variable ANTIWORDHOME needs to be set with path C:\antiword.

Mew System Variable *

Variable name: | ANTIWORDHOME |

Variable value: | Chantiwore| |
Browse Directory... Browse File... oK Cancel

Figure 18 - Environment Variable Screen

2.10Spacy

Table 11 — Spacy Requirements

Version 3.1.2

Purpose Spacy package of python needs to be present before starting any of the services

Source

2.10

Available as part of BigFix Runbook Al installer package. Follow the below path:

Pre-Requisite Software = Spacy_PreReq.zip

.1lnstallation Procedure

1. Download the file Spacy_PreReq.zip from the Path mentioned in the source field of Table 11 —

Spacy Requirements. The extracted contents from the zip file named as Spacy_ PreReq should be

placed in the path.

C:\Python38\Lib\site-packages

Please ensure to copy the files inside the folder Spacy_PreReq to path
C:\Python38\Lib\site-packages.
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() BigFix

Name N Date modified Type
LU ST ot s roeves e 1 L e e
numpy 3/31/2022 4:28 PM File folder
numpy-1.21.2.dist-info 3/31/2022 4:29 PM File folder
packaging 3/31/2022 4:29 PM File folder
packaging-21.0.dist-info 3/31/2022 4:29 PM File folder
pathy 3/31/2022 4:29 PM File folder
pathy-0.6.0.dist-info 3/31/2022 4:29 PM File folder
preshed 3/31/2022 4:29 PM File folder
preshed-3.0.5.dist-info 3/31/2022 4:29 PM File folder
pydantic 3/31/2022 4:29 PM File folder
pydantic-1.8.2.dist-info 3/31/2022 4:29 PM File folder
pyparsing-2.4.7 dist-info 3/31/2022 4:29 PM File folder
requests 3/31/2022 4:29 PM File folder
requests-2.26.0.dist-info 3/31/2022 4:29 PM File folder
smart_open 3/31/2022 4:29 PM File folder
smart_open-5.2.1.dist-info 3/31/2022 4:29 PM File folder
spacy 3/31/2022 4:31 PM File folder
spacy_legacy 3/31/2022 4:31 PM File folder
spacy_legacy-3.0.8.dist-info 3/31/2022 4:31 PM File folder
spacy-3.1.2.dist-info 3/31/2022 4:31 PM File folder
srsly 3/31/2022 4:31 PM File folder
srsly-2.4.1.dist-info 3/31/2022 4:31 PM File folder

Figure 19 - Spacy Package Content

2.11NumPy

Table 12 — NumPy Requirements

Version 1.20.3

Purpose NumPy package of python needs to be present before starting any of the services

Available as part of BigFix Runbook Al installer package. Follow the below path:
Source

Pre-Requisite Software = numpy.zip

2.11.1Installation Procedure

1. Before installing NumPy, the previous version of NumPy needs to be removed, if already installed.
Open a new command prompt and execute the below command to uninstall the existing version.

pip uninstall numpy
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EN Administrator: Command Prompt

:\WINDOWS\system32>pip uninstall numpy

Figure 20 — Uninstalling existing NumPy Package

2. Download the file numpy.zip from the Path mentioned in the source field of Table 12 — NumPy

Requirements. The extracted contents from the zip file consists of two folders as depicted in the
figure below. Place these two folders in the python site-packages path.
C:\Python38\Lib\site-packages

Please ensure to copy the two folders inside NumPy folder to path C:\Python38\Lib\site-
packages.

F20/2021 1:00 PM File folder

F20/2021 1:00 PM File folder

nUMmy

[N=) [N=)

numpy-1.20.3+mkl.dist-info

Figure 21 —NumPy zip folder contents

2.12Mod_wsgi

Table 12 — Mod_wsgi Requirements

Version 49.0
Purpose Mod_wsgi package of python needs to be present before starting any of the services
Available as part of BigFix Runbook Al installer package. Follow the below path:

Source

Pre-Requisite Software = mod_wsgi.zip
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2.12.1Installation Procedure

1. Download the file mod_wsgi.zip from the Path mentioned in the source field of Table 12 — NumPy
Requirements. The extracted contents from the zip file consists of two folders as depicted in the
figure below. Place these two folders in the python site-packages path.

C:\Python38\Lib\site-packages

Please ensure to copy the two folders inside NumPy folder to path C:\Python38\Lib\site-
packages.

rrod_usgi Q202027 101 PRI File folder
rnod_wsgi-4.9.0-py3.8.egg-info Q4202027 1:01 Pha File folder

Figure 16 —mod_wsgi zip folder contents

2.13En_core_web sm

Table 13 — En_core_web_sm Requirements

Version 3.1.0
Purpose En_core_web_sm package of python needs to be present before starting any of the services

Available as part of BigFix Runbook Al installer package. Follow the below path:

Source

Pre-Requisite Software = en_core_web_sm.zip

2.13.1Installation Procedure

1. Download the file en_core_web_sm.zip from the Path mentioned in the source field of Table 12 —

NumPy Requirements. The extracted contents from the zip file consists of two folders as depicted

in the figure below. Place these two folders in the python site-packages path.

C:\Python38\Lib\site-packages

Please ensure to copy the two folders inside NumPy folder to path C:\Python38\Lib\site-
packages.
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en_care_web_sm Q2052027 Bi2d PR File falder
en_care_web_sm-3.1.0.dist-info Q2052027 Bi2d PR File falder

Figure 17 —en_core_web_sm zip folder contents

2.14Java

Table 13 — Java Details
Version Open Jdk distribution of Java version 1.8.0_282
Purpose Advanced Al component of BigFix Runbook Al requires Apache Solr for which Java is a prerequisite.
Available as part of BigFix Runbook Al installer package. Follow the below path:
Source
Pre-Requisite Software - java-1.8.0-openjdk.zip

Note It needs to be installed on the server where Apache Solr will be installed

2.14 .1Installation Procedure

1. Download the folder java-1.8.0-openjdk.zip from the path mentioned in the source field of Table 13
— Java Details.

2. Create a folder with the name ‘Java’ in the path C:\Program Files and extract zip file inside Java
Folder. It should contain the extracted content only.

3. Please perform the following steps to set environment variable for Java:

a. Open File Explorer, go to This PC, right-click and select Properties.
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» 3D Objects
-
¥ Downloads »
[&= Pictures »*
Downloads
6.0.5
£ % Data (C)
[ Desktop Videos
excel ppt
> @ OneDrive - HCL Technologies Ltd * Devices and drives (1)
1 Data (C:
v = This PC - &
= ==
> @3 Collapse 371 GB free of 471 GB
> [ Desk Manage
> Pin to Start
> Map network drive...
> Open in new window
N Pin to Quick access
N Disconnect network drive...
5> g5par  Addanetwork location
v @ Netw Delete
> mips Rename
Properties

Figure 22 — File Explorer

b. Click on Advanced tab in System Properties window.

System Properties X

Computer Name Hardware Advanced Remote

Toumust be logged on as an Administrator o make most of these changes.

Performance

Yisual effects, processor scheduling, memory usage, and wirual memory

User Profiles

Desktop settings related to your sign-in

Startup and Recovery

Systermn startup, systern failure, and debugging information

| Environment Wariables.. |

O | | Cancel | Apply

Figure 23 - Advanced System Settings
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c. Click Environment Variables.

d. Click New under System Variables section.

e. Enter JAVA_HOME’ in the Variable name section and ‘C:\Program Files\Java’ in
Variable value section.

f. Click OK to close the box.

New System Variable X
Variable name: . JAVA_HOME l
Variable value: C:\Program Files\Java| l

Browse Directory... Browse File... Cancel

Figure 24 - Adding JAVA_HOME variable

g. Under System variables section, find the variable named Path, select that variable and

click the Edit button.

Edit environment variable >
%SystemRoot¥\system32 Mew
%SystemRoot%

%SystemRoot?\System32\Wbem Edit
2% SYSTEMROOT%\System32\WindowsPowerShell\yw1.0%
%SYSTEMROOT2\System32\OpenSSH\ —
CAWindows\CCM
CAPython36\Scriptsh,
C:A\Python36\ Delete
Se)AVA_HOME
%6)AVA_HOMEZ\bin

Mowve Up

Figure 25 - Adding java to Path variable

h. If the last character of Variable value box is not a semi-colon (;) then add semi-colon at
the end.
i. Add %JAVA_HOME%; at the end of the Variable value.
j. Further add %JAVA_HOME%\bin; at the end of the Variable value.
k. Click OK to close the dialog box.
4. To validate successful installation of Java, open Command Prompt as Administrator, and type java

—version and press Enter on the keyboard.
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On successful Java installation, Java Version will be displayed.

E® Command Prompt

Microsoft Windows [Version 10.0.18363.1556]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\ = >java -version

openjdk version "1.8.8_282"

OpenJDK Runtime Environment (build 1.8.8_282-bes)
OpenJDK 64-Bit Server VM (build 25.282-be8, mixed mode)

Figure 26 - Check Java Version

2.15MongoDB

Table 14 — MongoDB Requirements
Version 4.0
Purpose It is a NoSQL database and used for storing documents’ content.
This is available as part of BigFix Runbook Al installer package.

For Community Version: Follow the below path:

Pre-Requisite Software - mongodb-win32-x86_64-2008plus-ssl-4.0.25-signed.msi.
Source

For Enterprise Version: Follow the below path:

Pre-Requisite Software 2 mongodb-win32-x86_64-enterprise-windows-64-4.0.25-

signed.msi.

MongoDB is an open-source NoSQL document database. MongoDB stores information in the form of
documents. It is used in BigFix Runbook Al to store meta-data information of Knowledge articles, SOPs

etc. and various NLP models used in iKnowledge module.

This document describes steps for installation and configuration of MongoDB version 4.0 for Community

and Enterprise edition in High Availability (HA) and non-High Availability (non-HA) mode.

Before proceeding with the installation, a user should already have identified various
configurational parameters mentioned below:

- Encryption Required: At Rest or In-Transit
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- High Availability: Required / Not Required

- Version: Enterprise or Community

If encryption is required, proceed with MongoDB Enterprise version.

2.15.1MongoDB Installation Procedure without HA mode

2.15.1.1Community Version:

This section describes the procedure for installation of MongoDB with authentication and authorization

configured for Community Edition.

Important note:

Please ensure the ports that are to be used for MongoDB service is open for communication with
the help of a windows administrator.

During the installation procedure, whenever the MongoDB service is restarted, open the new
command prompt to run further commands.

2.15.1.1.1Installation steps

1.

Copyright © 2023 HCLTech

Download the file mongodb-win32-x86_64-2008plus-ssl-4.0.25-signed.mse from the Path

mentioned in the source field of Table 14 — MongoDB Requirements for Community Version.

Double-click on mongodb-win32-x86_64-2008plus-ssl-4.0.25-signed.mse file and select

installation option as Complete and click Next.

38| Page



0 Blg le Bigfix Runbook Al Pre-Requisite Guide

ﬂ MongoDB 4.0.11 2008R2P|us 55L (64 bit) Setup — >

Choose Setup Type
Choose the setup type that best suits your needs

all program features will be installed. Requires the most disk space.
Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users,

Figure 27 - MongoDB Installation - Community Version (non-HA)

3. The option Install MongoDB as service would be checked by default.

ﬂ MengeDB 40,11 2008R2PIus 551 (64 bit) Service Customization —

Service Configuration
Specify optional settings to configure MongoDE as a service.

Install MongoD as a Service
@ Run service as Metwork Service user

() Run service as a local or domain user:

Account Domain: |

Account Mame: |Mu:ungu:uDB

Account Password: |

Service Name: IMgnggDE
Data Directory:  [c:\Program Files\MongoDB\Server\4.0\data\
Log Directory: Jc:Program Files\MongoDB\Server 4.0Yog)

[ <Back | mMext> | | cancel

Figure 28 - MongoDB Installation - Community Version (non-HA) (Cont.)

4. Uncheck Install MongoDB as Service and click Next.
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ﬁ MengoDE 40,171 2008R2PIus S5L (B4 bit) Service Customization —

Service Configuration
Specify optional settings to configure MongoDB as a service.

[ 1nstall MongaD as a Service

Run service as Metwaork Service user

Run service as a local or domain user:

Account Domain: |

Account Mame: |Mu:ungu:uDB

Account Password: |

Service Mame; |MongeDE
Draka Directory: |c; \Program Files\MongoDE\Server \4.0\data),
Log Direckary: |c:\Program Files\MongoDB\Server\4.0Yog)

« Back Mext = Cancel

Figure 29 - MongoDB Installation - Community Version (non-HA) (Cont.)

5. Wait till the MongoDB installation is complete.

2.15.1.1.2Add MongoDB to the Path:

To add MongoDB to the PATH, please perform the below steps:

1. Go to the location where MongoDB was installed. For e.g., C:\Program Files\MongoDB.

2. Inside MongoDB, go to folder\Server\4.0\bin.
3. Go to Control Panel - System and Security—> System.
4

Select Advanced System Settings and click Environment Variables.

This will open a new dialog box.

5. Select the variable path in System Variables and add path of MongoDB. For e.g. - C:\Program

Files\MongoDB\Server\4.0\bin.
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Edit environment variable

C\Python36 ~
CA\Python36\Scripts

C\Program Files\MongoDB\Server3.2\bin Ed
ChUsers' o Desktop' pkgcomponents
C\Program Files\Githcmd Brows:
C\Program Files\PuTTY"
Chantiword Delete
%S0LR_HOME\bin

Ch\Program Files\Javaldk1.8.0_201\bin

CAProgram Files\nssm-2.28win64 Move Up
C\Program Files (x86)\Windows Kits\8. 1\Windows Performance To...

ChApache2d\bin Move Down
Chantiward

Chironpython2inetd3

. S\ A kin Edit text...
IC:\Program Files\MongoDB\Serverid.0\bin !
SFrogram Files (x ICros0 erver,lien 130...

C\Program Files (x86)\Microsoft SOL Server\ 1300 Tools\Binn',
C:\Program Files (x86)\Microsoft SCL Server\1300DTS\Binn',
CA\Program Files (x86)\Microsoft SOL Server\ 1300 Toels\Binn\Mana...

=
b

Cancel

oK |

Figure 30 - MongoDB Installation - Community Version (non-HA) (Cont.)

2.15.1.1.3Creation of Directory Structure:

1. Create a folder named mongo. It should not be in the same location where MongoDB is installed.
2. Inside the folder mongo, create a folder named data and then create three folders named as config,

database and log as shown in Figure 32.
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() BigFix

are View

ThisPC » Local Disk (C) » mongo > data »

A

A Name Date modified Type Size
config 7/25/2019 11:00 AM  File folder
database 7/26/2019 3:07 PM  File folder
log 7/25/2019 11:11 AM  File folder

Figure 31 - MongoDB Installation - Community Version (non-HA) (Cont.)

2.15.1.1.4Creation of MongoDB Service

1. Go to the location where MongoDB is installed. Refer to the Path set in the PATH environment
variable. For e.g., C:\Program Files\MongoDB.
2. Go to bin folder. for e.g., C:\Program Files\MongoDB\Server\4.0\bin.

3. Locate the file named mongod.cfg and copy the file.

Mame Date modified Type Size
[ bsondump.exe 7/25/2019 452 AM  Application 17,822 KB
[ capem /3/2019 6:08 PM PEM File 4KE
D client.pem 6/3/2019 610 PM PEM File 3KE
| InstallCompass.ps1 7/25/2019 316 AM  Windows Power5... 2KE
libeay32.dll 7/3/201910:45PM  Application extens... 244 KB
22200 S5 A Aoplication 12 L1 KB
I | mongod.cfg 7/25/2019 450 AM  CFG File 1KB
¥ mongod.cxe 772512010 B AM - Application 32,000 KB
[] mongod.pdb 7/25/20195:18 AM  PDB File 353,343 KB
[ mongodump.exe 7/25/2019 457 AM  Application 18,398 KB
[55] mongoexport.exe 7/25/2019 4:55 AM  Application 18,401 KB
[#5] mongofiles.exe 7/25/2019 454 AM  Application 18,246 KB
[ mongoimport.exe 7/25/20194:35 AM  Application 18,584 KB
IrE] mongorestore.exe 7/25/2019 4:56 AM Application 18,965 KB
¥ mongos.exe 7/25/2019 5:08 AM  Application 16,537 KB
D mongos.pdb 7/25/2019 5:08 AM PDE File 184,828 KB
IrE] mongostat.exe 7/25/2019 4:53 AM Application 18,482 KB
[#5] mongotop.exe 7/25/2019 458 AM  Application 18,085 KB
ssleay32.dll 7/3/201910:45PM  Application extens... 330 KB
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Figure 32 — Creation of MongoDB service

4. Go to the mongo folder that was custom created earlier. Inside the directory data, go to the config

folder. Paste the mongod.cfg file here.

This PC » Local Disk (C:) » mongo » data » config

~

() Name Date modified Type Size

D mongod.cfg 7/25/201911:36 AM  CFG File TKE

Figure 33 - Creation of MongoDB service (Cont.)

5. Open the file mongod.cfg (preferably in Notepad++ or Sublime) and follow the below steps:

While editing the file, maintaining indentation in the file is very important.

a. Inthe storage header, change the following field:
o dbPath: Add path till mongo\data\database.
b. In the systemLog, change the following field:

o Path: Add path of mongo\data\log\mongod.log.

Folder mongo\data\log doesn’t have Mongod.log. This will be created automatically when
mongoDB service is created.

c. Inthe net, change the following fields:
o Port: Enter the port for the installation of MongoDB.

o bindlIpAll: true.
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# mongod.conf

# for documentation of all options, see:
$ docs.q nanua

=H ongodbh . org/man

# Where and how to store data.

= H
dbPath: C:\mongo\dacaldatabase
ournal:

enabled: true
# engine:
# mmapvl:
# wiredTiger:

# where to write logging data.
syscemlog:

destination: file

loghppend: true

pathi I\mongs cazlogimenged. log

# network interfaces
T 2

POXT: 27017
bindIpAll: true

Figure 34 - Creation of MongoDB service (Cont.)

d. Save the changes made in the file mongod.cfg.

e. Open the Command Prompt as Administrator and run the following command:

Please make sure to provide correct path for config.

f. MongoDB service with the name MongoDB will be created.

2.15.1.1.5Start MongoDB Service

1. Press Windows+R, and type services.msc and press Enter.
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Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

SEMVICES. MSC

Figure 35 — Start MongoDB Service

2. Search for MongoDB service, then click on MongoDB service and click Start the service on the Left

pane.

~

MongoDB Name Description Status  StatupType  Log On As
1), MessagingService_13ab08 Senvice sup... Automatic (T... Local Syste...
Stert the service &}, Microsoft (R) Diagnostics Hub Standard Collector Service Diagnostics .. Manual Local Syste..
1€} Microsoft Account Sign-in Assistant Enables use.. Running  Manual (Trig...  Local Syste...
Description: G Microsoft App-V Client Manages A... Disabled Local Syste...
Apache/2.4.23 (Winb4) £ Microsoft iSCS! Initiator Service Manages In... Manual Local Syste..
&) Microsoft Passport Provides pr... Manual (Trig... Local Syste...
1€}, Microsoft Passport Container Manages lo.. Running  Manual (Trig.. Local Service
&) Microsoft Policy Platform Local Authority Manual Local Syste...
{6} Microsoft Policy Platform Processor Manual Local Syste...
1€, Microsoft Seftware Shadow Copy Provider Manages so... Manual Local Syste...
{6 Microsoft Storage Spaces SMP Host service... Manual Netwark S...
1€, Microsoft Windows SMS Router Service. Routes mes.. Running  Automatic (D... Local Syste...
6. Mabile Broadband HL Service . Running  Automatic Local Syste...
*hongoDB . Automatic Syste...
&) Mozilla Maintenance Service The Mozilla ... Manual
G MSUPSne MSUPSr Running  Automatic (D... Local Syste...
1€ Natural Authentication Signal aggr... Manual (Trig...  Local Syste...
1), Net.Msmgq Listener Adapter Receives act.. Disabled Network 5...
1€, Net Pipe Listener Adapter Receives act.. Running  Automatic Local Service
§ i Receives act.. Running _Automatic Local Service

Figure 36 - Start MongoDB Service (Cont.)

3. Goto the server that has MongoDB service installed. Open the Command Prompt as Administrator

and execute the below commands by changing the respective IP and port of server.

4, |If the service is running successfully, the connection will be established without any error message.

2.15.1.1.6Enable Authentication

To enable the authentication, perform the following steps:
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1. Go to the server where MongoDB service has been installed. Open the Command Prompt as
Administrator and execute the below command.

2. Execute the below command.
3. Make the following changes in the values before execution:
e user:<user-name >

e pwd :<password>

(choose any password for the corresponding user for MongoDB authentication.)

4, Make the following changes in mongod.cfg. Refer the screenshot below:

$fprocessManagement:

security:
authorization: "enabled™
#operationProfiling:

Figure 37 — Enable Authentication

5. Restart the MongoDB service in the server.
6. Re-open the Command Prompt as Administrator and open the MongoDB terminal using the

following command:

7. Connection with MongoDB should be successfully established.
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2.15.1.1.7Test the Connection

To test the connection, perform the following steps:

Python 3.6 should be present. You should also have the BigFix Runbook Al installer
package as it contains some resources to be used in subsequent steps.

1. Open the Command Prompt as Administrator and execute the following command to install

pymongo:

a. Copy the file named “mongo_connection_community_Non-HA.py” present in the
installer package under iAutomatelnstaller = Resources = Resources.zip folder to any
folder.

b. Open the file in Notepad and change the value of Server IP and Port where MongoDB

service is running.

c. Open the Command Prompt as Administrator mode. Change the current working

directory to the folder that has code using the following command:

d. Execute the code by using the following command.

e. If file executes without any error, then connection is successful.
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2.15.1.2Enterprise Version

This section describes the procedure for installation of MongoDB with authentication and authorization

configured for Enterprise Edition.

e Please ensure the ports that are to be used for MongoDB service is open for
communication with the help of windows administrator.

e During the installation procedure whenever the MongoDB service is restarted,
open the new command prompt window to run the further commands.

2.15.1.2.1Installation steps:

1. Download the file mongodb-win32-x86_64-enterprise-windows-64-4.0.25-signed.mse from the
Path mentioned in the source field of Table 14 — MongoDB Requirements for Enterprise Version.
2. Double-click on mongodb-win32-x86_64-enterprise-windows-64-4.0.25-signed.mse file and

select installation option as Complete and click Next.

ﬁ MeongoDE 4.0.10 2008R2Plus Enterprise (B4 bit) Setup — >

Choose Setup Type
Choose the setup type that best suits your needs

All program features will be installed. Reguires the most disk space.
Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Back Mext Cancel

Figure 38 - MongoDB Installation - Enterprise Version (non-HA) (Cont.)
Please ensure to note the location of the installation directory of MongoDB.

3. The option Install MongoDB as service would be checked by default.
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ﬁ MengeDE 40,10 2008R2P1us Enterprise (B4 bit) Service Custo..,

Service Configuration
Specify optional settings to configure MongeDE as a service.

Bigfix Runbook Al Pre-Requisite Guide

E Install MongaD as a Service
@ Run service as Metwork Service user

() Run service as a local or domain user:

Account Domain: |

Account Mame: |Mu:ungu:uDB

Account Password: |

Service Mame: |MongoDB

Data Directory: IC:‘IProgram Files\MangoDB\Server4. 0ldata’

Log Directory: |c:\Program Files\MongoDE\Server'd. 0Yog)|

[ <Back | mext> | cancel

Figure 39 - MongoDB Installation - Enterprise Version (non-HA) (Cont.)

4, Uncheck Install MongoDB as service and click Next.

ﬁ MangoDEB 4,010 2008R2Plus Enterprise (64 bit) Service Custo,.,

Service Configuration
Specify optional settings to configure MongoDB as a service.

[ tnstall MongeD as a Service

Run service as Metwork Service user

Run service as a local or domain user:

Account Domain: |

Account Name: |MangaDB

Account Password: |

Service Marme: |M|:|ng|:|DB
Data Direckory: |C: \Program Files\MongoDB\Server\d.0\data),
Log Direckory: |c:\Program Files\MongoDB\Server\4.0Yog)

| <Bak | MNext> | | Cancel

Figure 40 - MongoDB Installation - Enterprise Version (non-HA) (Cont.)

5. Wait till the MongoDB installation is complete.
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2.15.1.2.2Add MongoDB to the Path

To add MongoDB to the PATH, please perform the below steps:
1. Go to the location where MongoDB was installed. For e.g., C:\Program Files\MongoDB.
2. Inside MongoDB, go to folder\Server\4.0\bin.
3. Go to Control Panel->System and Security—> Security.
4. Select Advanced System Settings, click Environment Variables. This will open up a new dialog box.
5. Select the Variable Path in System Variables and add path of MongoDB. For e.g. - C:\Program
Files\MongoDB\Server\4.0\bin.

Edit environment vanable *

Ch\Python36 ~ New
C:\Python36\Scripts

C:\Program Files\MeongoDB\Server\3.2\bin Edit
C\Users\ w0 eslktop' pkg' components

C:\Pregram Files\Githcmd Browse...
C:\Program Files\PuTTY,

Ci\antiword Delete

%S0LR_HOME\kin
C:\Program Files\Java\jdk1.8.0_201bin

C:\Program Files\nssm-2.24YwinB4 Mowe Up
ChProgram Files (xBE)\Windows Kits\8. 1\Windows Performance To..

C\Apache2d\bin Mowve Down
Ch\antiweord

Cihironpython2\netd3

Y hin Edit text...

C\Program Files\MongoDB\Server'd.0hbin
“\Program Files (x
C:\Program Files (x86)\Microsoft SOL Server\ 1300 Tools\Binn',
C:\Program Files (x86)\Microsoft SOL Servert 1300DTS\Binn',
C:\Program Files (x86)\Microsoft SOL Server\ 1304 Tools\Binn\Mana...

130...

W

Figure 41 - MongoDB Installation - Enterprise Version (non-HA) (Cont.)

2.15.1.2.3Creation of Directory Structure

1. Create a folder named mongo. It should not be in the same location where MongoDB is installed.

2. Inside the folder mongo, create a folder named data.
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3. Inside the folder data, create three folders named as config, database, and log.

hare View

ThisPC » Local Disk (C) » mongo > data »

~

A Name Date modified Type Size

config 7/25/201911:00 AM  File folder
database 7/26/2019 3:07 PM File folder
log 7252191111 AM - File folder

Figure 42 - MongoDB Installation - Enterprise Version (non-HA)

2.15.1.2.4Creation of MongoDB Service

1. Go to the location where MongoDB is installed. Refer to the Path set in the PATH environment
variable. For e.g., C:\Program Files\MongoDB.
2. Go to bin folder. for e.g., C:\Program Files\MongoDB\Server\4.0\bin.

3. Locate the file named mongod.cfg and copy the file.
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Mame Date modified Type Size
[ bsondump.exe 7/25/2019 452 AM  Application 17,822 KB
[7] ca.pem B/3/2019 6:08 PM PEM File 4KE
D client.pem 6/3/2019 610 PM PEM File 3KE
& InstallCompass.ps1 7/25/2019 316 AM  Windows Power5... 2KE
libeay32.dll 7/3/201910:43 PM  Application extens.. 2414 KB
22200 S5 A Aoplication 12 04 KB
I | mongod.cfg 7/25/2019 450 AM  CFG File 1KB
¥ mongod.exe 7725/2018 218 AM - Application 32,000 KB
[} mongod.pdb 7/25/2019 18 AM  PDE File 353,343 KB
[ mongodump.exe 7/25/2019 457 AM  Application 18,398 KB
[15] mongoexport.exe 7/25/2019 435 AM  Application 18,401 KB
[#5] mongofiles.exe 7/25/2019 4:34 AM  Application 18,246 KB
[ mongoimport.exe 7/25/2019 433 AM  Application 18,584 KB
[#5] mongerestore.exe 7/25/2019 436 AM  Application 18,965 KB
¥ mongos.exe 7/25/2019 5:08 AM  Application 16,337 KB
D mongos.pdb 7/25/2019 5:08 AM PDE File 184,828 KB
[#5] mongestat.exe 7/25/2019 433 AM  Application 18,488 KB
[#5] mongotop.exe 7/25/2019 4:38 AM  Application 18,085 KB
ssleay32.dll 7/3/201910:43PM  Application extens... 330 KB

Figure 43 - MongoDB Installation - Enterprise Version (non-HA) (Cont.)

4. Go to the mongo folder that was created earlier. Inside the directory data, go to the config folder

and paste the mongod.cfg file here.

This PC » Local Disk (C:) » mongo » data » config

-~
~

MName

D mongoed.cfg

Date modified Type Size

7/25/201911:36 AM  CFG File 1KBE

Figure 44 - MongoDB Installation - Enterprise Version (non-HA) (Cont.)

5. Open the file mongod.cfg (preferably in Notepad++ or Sublime) and follow the below steps:

While editing the file, maintaining indentation in the file is very important.

a. Inthe storage header, change the following fields:
o DBPATH: Add path till mongo\data\database
b. Inthe systemLog, change the following fields:

o PATH: Add path of mongo\data\log\mongod.log

Folder mongo\data\log doesn’t have Mongod.log. This will be created automatically when
mongo service is created.

c. Inthe net, change the following fields:
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o port: Enter the port you want to install MongoDB
o bindlpAll: true

# mongod.conf

# for documentation of all options, see:
$ docs.q ns

=H ongodbh . org/man

# Where and how to store data.

5 H
dbPath: C:\mongo‘daca\database
ournal:

enabled: true
# engine:
# mmapvl:
# wiredTiger:

# where to write logging data.

systemlog:
destination: file
1 nd: true
path! T\mOngS

cailogimongod.log

# network interfaces
£ T 2

POXT: 27017
bindIpAll: true

Bigfix Runbook Al Pre-Requisite Guide

Figure 45 - MongoDB Installation - Enterprise Version (non-HA) (Cont.)

6. Save the changes made in the file mongod.cfg.

7. Open the Command Prompt as Administrator and run the following command.

Please ensure to enter correct path of config).

8. MongoDB service with the name MongoDB will be created.

2.15.1.2.5Start MongoDB Service

1. Press Windows+R, type services.msc and press Enter.
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Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

SEMVICES. MSC

Figure 46 - MongoDB Installation — Start MongoDB Service (non-HA)

2. Search for MongoDB service.

3. Click MongoDB service and click Start the service on the Left pane.

MongoDB

Start the service

Description:

Apache/2.4.23 (Win64)

-~
Mame

£ MessagingService_13ab08

& Micrasoft (R) Diagnastics Hub Standard Collector Service

£ Microsoft Accaunt Sign-in Assistant

& Microsoft App-V Client

£, Microsoft iSCS! Initiator Service

&) Microsoft Passport

&y Microsoft Passport Container

1€} Microsoft Policy Platform Local Authority
1, Microsoft Policy Platform Processor

£l Microsoft Software Shadow Copy Provider
& Microsoft Storage Spaces SMP

£ Microsoft Windaws SMS Router Service.
1, Mobile Broadband HL Service

:Mozilla Maintenance Service
 MSUPSrv

' Natural Authentication
:Net Msmg Listener Adapter
: Net.Pipe Listener Adapter
Net.Tep Listener Adapter

3 451 45: 45 45 45t

Description

Senvice sup...
Diagnostics ..
Enables use...
Manages A.

Manages In...
Provides pr.

Manages lo...

Manages so...
Host service..
Routes mes...

Apache/2.4

The Mozilla ...

MSUPSrv

Signal aggr..
Receives act..
Receives act..

Provide serv...

Receives act...

Status

Running

Running

Running

Running

Running

Running
Runnin

Startup Type

Autematic (T...

Manual

Manual (Trig...

Disabled
Manual

Manual (Trig...
Manual (Trig...

Manual
Manual
Manual
Manual

Autematic (D...

Automatic

Manual
Automatic (D...
Manual (Trig...
Disabled

Autematic
Automatic

Log On As

Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Senvice
Local Syste...
Local Syste...
Local Syste...
Network S...

Local Syste...
Local Syste...

Local Syste...
Local Syste...
Local Syste...
Network S...

Local Service
Local Service

Figure 47 - MongoDB Installation — Start MongoDB Service (non-HA)

(Cont.)

4, Go to the server that has MongoDB service installed.

5. Open the Command Prompt as Administrator and execute the below command by changing

respective IP and port of server.

6. If the service is running successfully, then connection will be established. If not, then follow the

above steps again.
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2.15.1.2.6Enable Authentication

To enable the authentication, perform the following steps:
1. Go to the server where MongoDB service has been installed.

2. Open the Command Prompt as Administrator and execute the below command:

3. Execute the below command:

4, Make the following changes in the values before execution:
e user:<user-name >

e pwd :<password>

(choose any password for the corresponding user for MongoDB authentication.)

5. Make the following changes in mongod.cfg and refer to the screenshot below.

$fprocessManagement:

security:
authorization: "enabled™

#operationProfiling:

Figure 48 - MongoDB Installation — Start MongoDB Service (non-HA)
(Cont.)

6. Restart the MongoDB service in the server.

7. Re-open the Command Prompt as Administrator and open the MongoDB terminal using the

following command:

Copyright © 2023 HCLTech 55|Page



0 Big FiX Bigfix Runbook Al Pre-Requisite Guide

8. Connection with MongoDB should be successfully established.

2.15.1.2.7Enable SSL Authentication

To enable SSL authentication, perform the following steps:

Please ensure that only one ca.pem should be generated. From the same ca.pem,
server.pem for each server should be generated. From the same ca.pem, client.pem
should be generated.

1. Generate the ca.pem, server.pem and client.pem by referring to the Generate ca.pem and
server.pem and Generate client.pem.
2. After the ca.pem, client.pem and server.pem are generated, copy these files and paste them in the

following path:

3. Go to folder mongo/data/config, open the file mongod.cfg and make the following changes:

Please preserve the space and indentations as shown below. Ensure that editing is done
in notepad++.

a. Inthe net header, enter the following values:

Z0
21 # network interfaces

22 net:

B port: 27017

24 hindInphll: true

25 ==l:

26 mode: allow33L

27 FEMEeyFile: C:%Program Files'\MongoDEhSerwverh4.0%bin'server.pem
28 CAFile: C:%WProgram FileshMongoDEYServerh4.0Vbin ca.pemw

29

30

31 f#processManagement :
32

Figure 49 - MongoDB Installation — Enable SSL Authentication (non-HA)

b. Save the file for changes to be reflected.
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4, Open the Command Prompt as Administrator on the server and execute the below command:

5. This will establish the connection with MongoDB.

6. Execute the below commands:

7. Restart the MongoDB service on the server.

2.15.1.2.8Test the Connection

To test the connection, perform the following steps:

Python 3.6 should be present. You should also have the BigFix Runbook Al installer
package as it contains some resources to be used in subsequent steps.

1. Open the Command Prompt as Administrator and execute the following command:

2. Copy the file named “mongo_connection_enterprise_Non-HA.py”, present in the installer package
under iAutomatelnstaller = Resources =>Resources.zip folder to any folder.

3. Open the file in Notepad and change the value of IP, port, username, password, path of pem files

where MongoDB service is running.
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4, Open the Command Prompt as Administrator. Change the current working directory to the folder

that has code using the following command:

5. Execute the code by using the following command:

6. If the file executes without any error, the connection is successful.

2.15.2MongoDB Installation Procedure — with HA mode

High Availability in MongoDB is enabled using concept of replica set where at least three MongoDB
instances are used to configure clusters. For BigFix Runbook Al, we will have three MongoDB instances
where one instance will be Primary and rest of them will be Secondary. HA in MongoDB works as per
below guidelines.

1. If primary node is down, then one of secondary node will be promoted to become primary node.

2. If secondary is down, then system will work as it is.

Replication amongst nodes is handled by MongoDB itself.

Replication provides redundancy and increases data availability. With multiple copies of data on different

database servers, replication provides a level of fault tolerance against the loss of a single database

server.
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SECONDARY

-

replicatic%,
writes (\1
APPLICATION
| -
reads

PRIMARY

replication%

SECONDARY

Figure 50 - Representation of MongoDB Replication set

For MongoDB in HA, at least three servers are required. If more than three servers are to be configured,
ensure that they are odd in number. Please make sure the ports that are going to be used for MongoDB

are open for communication.

2.15.2.1Community Version:

This section describes the procedure for installation of MongoDB with authentication and authorization

configured for Community Edition in HA mode.

Important note:
— Please ensure the ports that are to be used for MongoDB service is open for communication with
the help of Windows administrator.

— During the installation procedure whenever the MongoDB service is restarted, open the new

command prompt to run the further commands.
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2.15.2.1.1Installation steps:

1. Download the file mongodb-win32-x86_64-2008plus-ssl-4.0.25-signed.mse from the Path

mentioned in the source field of Table 14 — MongoDB Requirements for Community Version.

2. Double-click on mongodb-win32-x86_64-2008plus-ssl-4.0.25-signed.mse file, then select

installation option as Complete and click Next.

ﬁ MengoDB 4.0.17 2008R2P1us 550 (B4 bit) Setup — >

Choose Setup Type
Choose the setup type that best suits your needs

All program features wil be installed. Reguires the most disk space.
Recommended for most users.
Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Figure 51 - MongoDB Installation - Community Version (HA)

3. The option Install MongoDB as service would be checked by default.
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ﬂ MongoDB 4,017 2008R2PIus 55L (64 bit) Service Customization —

Service Configuration
Specify optional settings to configure MongoDE as a service.

[+] tnstall MongeD as a Service
@ Run service as Metwork Service user

(_JRun service as a local or domain user:

Account Domain: |

Account Name: |Mu:ungu:uDB

Account Password: |

Service Name: |MongoDE
Data Directory:  [c:\program Files\MongoDB\Server\d.0\data)
Log Directory: |z Program Files\MongoDB\Server\4.0Yog\

[ <Back | mext> | | cancel

Figure 52 - MongoDB Installation - Community Version (HA) (cont.)

4, Uncheck Install MongoDB as service and click Next.

ﬁ MengoDE 4.0.11 2008R2PIus S5L (B4 bit) Service Customization —

Service Configuration
Specfy optional settings to configure MongoDE as a service.

[ 1nstal MongaD as a Service

Run service as Metwork Service user

Run service as a local or domain user:

Account Domain: |

Account Mame: |MongeDE

Account Password: |

Service Mame: IMDngDDB
Data Direckary: |c; \Program Files\MongoDBY\Serverid.0ldata’
Log Direckary: |c:\Program Files\MongoDB\Server\4.0Yog)

| <Back | MNext> | | Cancel

Figure 53 - MongoDB Installation - Community Version (HA) (cont.)

5. Wait till the MongoDB installation is complete.
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2.15.2.1.2Add MongoDB to the Path:

To add MongoDB to the PATH, please perform the below steps:

1.

2
3.
4

Bigfix Runbook Al Pre-Requisite Guide

Go to location where MongoDB was installed. For e.g., C:\Program Files\MongoDB.

Inside MongoDB, go to folder\Server\4.0\bin.

Go to Control Panel -2 System and Security = Security.

Select Advanced System Settings and click Environment Variables. This will open up a new dialog

box.

Select the variable Path in System Variables and add path of MongoDB. For e.g. - C:\Program

Files\MongoDB\Server\4.0\bin.

Edit environment variable

C:\Python36

C:\Python38\Scripts

C:\Program Files\MongoDB\Server\3.2\bin

Ch\Users' e Desktop'\pkg\components

C:\Program Files\Git\cmd

C:\Program Files\PuTTY

Chantiword

HSO0LR_HOME%\bin

C\Program Files\Java'jdk1.8.0_201\bin

C\Program Files\nssm-2.248\wing4

C:\Program Files (x86)\Windows Kits\8. 1\Windows Performance To...

Ch\Apache2d\bin

Cih\antiword

Chirenpythen2inetds
. iRy hin

C:\Program Files\MengoDB'\Server\d.0hbin
AProgram Files (x 130...
C:\Program Files (xB6)\Microsoft SQL Server\ 1300 Tools\Binn',

C:\Program Files (x86)\Microsoft SOL Server\ 1300DTS\Binn',

Ch\Program Files (xB8)\Microsoft SCL Servery 130 Tools\BinnMana.., v

New

Edit

Browse...

Delete

Move Up

Mowe Down

Edit text...

Figure 54 - MongoDB Installation - Community Version (HA) (cont.)

2.15.2.1.3Creation of Directory Structure:

1. Create a folder named mongo. It should not be in the same location where MongoDB is installed.
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2. Inside the folder mongo, create a folder named data.

3. Inside the folder data, create three folders named as config, database, and log.

nare View

ThisPC » Local Disk (C) + mongo » data »

~
A

Name Date modified Type Size
config 7/25/201911:00 AM  File folder
database 7/26/2019 3:07 PM File folder
log 7/25/201911:11 AM  File folder

Figure 55 - MongoDB Installation - Community Version (HA) (cont.)

2.15.2.1.4Creation of MongoDB Service

1. Go to the location where MongoDB is installed. Refer to the Path set in the PATH environment
variable. For e.g., C:\Program Files\MongoDB.
2. Goto bin folder. for e.g., C:\Program Files\MongoDB\Server\4.0\bin.

3. Locate the file named mongod.cfg and copy the file.
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Name Date modified Type Size
[ bsondump.exe 7/25/2019 452 AM  Application 17,822 KB
D ca.pem 6/3/2019 6:08 PM PEM File 4KB
D client.pem 6/3/2019 610 PM PEM File 3 KB
& InstallCompass.psi T/25/2019 516 AM  Windows Powers... 2 KB
libeay32.dll 7/3/201910:45 PM - Application extens... 2414 KB
m 7’3"\'30105-1§Mr=ﬁnn 12 (41 KB
E maongod.cfg 7/25/2019 450 AM  CFG File 1KB
¥ mongod.exe 7/25/2019 518 AM  Application 32,000 KB
D monged.pdb 7/25/20195:18 AM  PDB File 353,348 KB
[#5] mongedump.exe 7/25/2019 457 AM  Application 18,208 KB
[55] mongoexport.exe 7/25/2019 455 AM  Application 18,401 KB
[] mongofiles.exe 7/25/2019 454 AM  Application 18,246 KB
[#E] mongoimport.exe 7/25/2019 455 AM  Application 18,584 KB
[55] mongorestore.exe 7/25/2019 4:56 AM  Application 18,965 KB
¥ mongos.exe 7/25/2019 508 AM  Application 16,537 KB
[] mongas.pdb 7/25/2019 508 AM  PDB File 184,828 KB
= mongostat.exe 7/25/2019 4:53 AM Application 18,488 KB
[#5] mongotop.exe 7/25/2019 458 AM  Application 18,085 KB
ssleay32.dll 7/3/2019 10:45 PM  Application extens... 350 KB

Figure 56 - MongoDB Installation - Community Version (HA) (cont.)

4. Go to the mongo folder that was created earlier. Inside the directory data, go to the config folder

and paste the mongod.cfg file here.

This PC » Local Disk (C:) » mongo » data » config

-~

) MName Date modified Type Size

[] mongod.cfg 7/25/201911:36 AM  CFG File 1KB

Figure 57 - MongoDB Installation - Community Version (HA) (cont.)

5. Open the file mongod.cfg (preferably in Notepad++ or Sublime) and follow the below steps:

While editing the file, maintaining indentation is very important.

a. Inthe storage header, change the following fields:
o dbPath: Add path till mongo\data\database
b. Inthe systemlLog, change the following fields:

o path: Add path of mongo\data\log\mongod.log

Folder mongo\data\log doesn’t have Mongod.log. This will be created automatically when
mongo service is created.

c. Inthe net, change the following fields:

o port: Enter the port you want to install MongoDB
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o bindIpAll: true
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Please do not user Port Number 27017 as it’s the default port.

d. Inthe replication, change the following fields:

o replSetName: Enter the name of replica set

# mongod.conf

# for documentation of all options, =see:

# Where and how to store data.

= H
dbPath: C:\mongohdata‘\database
ourmal:

enabled: true
# engine:
# mmapvl:
¥ wiredTiger:

# where to write logging data.
systemlog:

destination: file

loghppend: true

path: t\mongo\datailogimongod. log

# network interfaces
.t E

PorT: 27017
bindIpAll: true

Figure 58 - MongoDB Installation - Community Version (HA) (cont.)

31 #operationProfiling:

32

33§ replication:

34 replSetHame: "DEYiCEReplicaSet™
35

36 eyEEETOIg.

37

Figure 59 - MongoDB Installation - Community Version (HA) (cont.)

6. Save the changes made in the file mongod.cfg.

7. Open Command Prompt as Administrator and run the following command.

Please ensure to enter the correct path of config file.

8. MongoDB service with the name MongoDB will be created.
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2.15.2.1.5Start MongoDB Service

1. Press Windows+R, then type services.msc and press Enter.

= Run >

Type the name of a pregram, folder, document, or Internet
= resource, and Windows will open it for you.

Open:

Figure 60 - MongoDB Installation - Community Version (HA) (cont.)

2. Search for the MongoDB service and click MongoDB service.

3. Click Start the service on the Left pane.

~

MongoDB Name Description  Status  StatupType  Log On As

16}, MessagingService_13ab0g Senvice sup... Automatic (T... Local Syste.
Stert the service £ Microsoft (R) Diagnostics Hub Standard Collector Service Diagnostics ... Manual Local Syste...
&), Microsoft Account Sign-in Assistant Enables use.. Running  Manual (Trig.. Local Syste...
Description: £ Microsoft App-V Client Manages A.. Disabled Local Syste...
Apache/2.4.23 (Winbd) ) Microsoft i5CS! Initiator Service Manages In... Manual Local Syste...
&, Microsoft Passport Provides pr... Manual (Trig... ~ Lecal Syste...

{6 Microsoft Passport Container Manages lo.. Running Manual (Trig... Local Service
&) Microsoft Policy Platform Local Authority Manual Local Syste...

&l Microsoft Policy Platform Processor Manual Local Syste..
16, Microsoft Seftware Shadow Copy Provider Manages so... Manual Local Syste...
£ Microsoft Storage Spaces SMP Host service... Manual Network S...

{6} Microsoft Windows SMS Router Service. Routesmes... Running Automatic (... Local Syste...
£, Mobile Broadband HL Service Provide serv... Running  Automatic Local Syste...
e B . ocal Syste...
1) Mozilla Maintenance Service The Mozilla ... Manual Local Syste...
G MsUPSH MSUPSr Running ~ Automatic (D... Local Syste...
1€, Natural Authentication Signal aggr... Manual (Trig... Local Syste...
Net.Msmg Listener Adapter Receives act.. Disabled Netwark S...

16, NetPipe Listener Adapter Receives act.. Running  Automatic Local Senvice
Net.Tcp Listener Adapter Receives act... Automatic

Automatic Local

Runnint Local Service

Figure 61 - MongoDB Installation - Community Version (HA) (cont.)

These steps must be performed on all the servers which are part of the replica set.

4, Go to all the servers that have MongoDB service installed.

5. Open Command Prompt as Administrator and execute the below command by changing respective

IP and port of server.
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6. If the service is running successfully, then connection will be established without any error

message.

2.15.2.1.6Configure Replica Set

Once the MongoDB service is up and running, perform the below steps to configure the replica set for
MongoDB.
1. Go to one of the servers that is a part of the replica set.

2. Open the Command Prompt as Administrator and execute the below command to open the

terminal.

3. Inthe same terminal, execute the below commands:

4, Here, add the hosts that are part of the replica set and mention the respective host IP and port on

which MongoDB service is running. Ensure that the ports are open for communication.

5. Enter the below command to identify the Primary and Secondary server:

6. Execute the below command on the Secondary servers:
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2.15.2.1.7Enable Authentication

Authentication needs to be enabled only on the Primary server. All the secondary replica server will

automatically be updated with the same.

To enable the authentication, perform the following steps:
1. Go tothe Primary server in the replica set.

2. Open the Command Prompt as Administrator and execute the below command:

3. Execute the below command:

4, Execute the below command. Make the following changes in the values before execution:
e user:<user-name >

e pwd :<password>

(choose any password for the corresponding user for MongoDB authentication.)

5. After this is successfully executed in the primary server of replica set, make the following changes

in mongod.cfg of all the servers that are part of replica set. Refer the screenshot below:

#processManagement :

security:
authorization: "enabled™

#operationProfiling:

Figure 62 - MongoDB Installation - Community Version (HA) (cont.)

6. Close the terminal and restart the MongoDB service of all servers in the replica set.
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7. Re-open the Command Prompt as Administrator on all the servers in the replica set and connect

to MongoDB using the below command:

8. Connection with MongoDB should be successfully established on both Primary and Secondary

servers.

2.15.2.1.8Test the Connection

To test the connection, perform the following steps:

Python 3.6 should be present. You should also have the BigFix Runbook Al installer
package as it contains some resources to be used in subsequent steps.

1. Open the Command Prompt as Administrator and execute the following command to install

pymongo.

2. Copy the file named “mongo_connection_community_HA.py”, present in the installer package
under iAutomatelnstaller = Resources = Resources.zip folder, to any folder.
3. Open the file in Notepad and change the respective IP, port, username, password where MongoDB

service is running.

Please preserve spaces and indentation.
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ssl=False)

db = client['DRYiCE db']
db collection = db['DRYiCE Collection']

db collection.insert ({"name":"xyz"})
print ("Connection to Mongo Database successful")

4. Open the Command Prompt as Administrator mode and change the current working directory to
the folder that has code using the following command:

cd <folder path>

5. Execute the code by executing the following command:

python <file name.py>

6. If file executes without any error, then connection is successful.

2.15.2.2Enterprise Version

This section describes the procedure for installation of MongoDB with authentication and authorization

configured for Enterprise Edition in HA mode.

Important note:

— Please ensure the ports that are to be used for MongoDB service is open for communication with
the help of Windows administrator.

— During the installation procedure whenever the MongoDB service is restarted, open the new
command prompt to run the further commands.

2.15.2.2.1Installation steps:

1. Download the file mongodb-win32-x86_64-enterprise-windows-64-4.0.25-signed.mse from the

Path mentioned in the source field of Table 14 — MongoDB Requirements for Enterprise Version.

2. Double-click on mongodb-win32-x86_64-enterprise-windows-64-4.0.25-signed.mse file, select

installation option as Complete and click Next.
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ﬂ MengeDE 40,10 2008R2Plus Enterprise (64 bit) Setup — *

Choose Setup Type
Choose the setup type that best suits your needs

All program features will be installed. Requires the most disk space.
Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Figure 63 - MongoDB Installation - Enterprise Version (HA)

3. Please ensure to note the location of the installation directory of MongoDB.

4. The option Install MongoDB as service would be checked by default.

ﬁ MongoDB 4.0.10 2008R2P us Enterprise (84 bit) Service Custo.., —

Service Configuration
Specify optional settings to configure MongoDE as a service.

Install MongaD as a Service
@ Run service as Metwork Service user

() Run service as a local or domain user:

Account Domain: |

Account Mame: |Mu:ungu:uDB

Account Password: |

Service Name: |MongoDE
Data Directory:  c.\program Files\MongoDB\Server\4. 0\data)
Log Directory: Jc:\Program Files\MongoDB\Server4.0Yog\

[ <Back | mext> | cancel
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Figure 64 - MongoDB Installation - Enterprise Version (HA) (Cont.)

5. Uncheck Install MongoDB as service and click Next.

ﬁ MongoDEB 4,010 2008R2Plus Enterprise (64 bit) Service Custo,., —

Service Configuration
Specify optional settings to configure MongoDB as a service.

[ tnstall MongeD as a Service

Run service as Metwork Service user

Run service as a local or domain user:

Account Domain: |

Account Mame: |Ml:|ng|:|DB

Account Password: |

Service Marme: |r~'1|:|ng|:|DB
Data Directory: |c:\Program Files\MongoDB\Server\4.0\data)|
Log Directory: |c:\Program Files\MongoDB\Server\4.0Yog)

= Back Mext = Cancel

Figure 65 - MongoDB Installation - Enterprise Version (HA) (Cont.)

6. Wait till the MongoDB installation is complete.

2.15.2.2.2Add MongoDB to the Path:

To add MongoDB to the PATH, please perform the below steps:

Go to location where MongoDB was installed. For e.g., C:\Program Files\MongoDB.
Inside MongoDB, go to folder \Server\4.0\bin.

Go to Control Panel - System and Security - Security.

Select Advanced System Settings, click Environment Variables. This will open a new dialog box.

LA

Select the variable path in System Variables and add path of MongoDB. For e.g. - C:\Program
Files\MongoDB\Server\4.0\bin.
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Edit environment variable

C:\Python36 ~
C:\Python36\Scripts

C:\Program Files\MeongoDB'\Server\3.2\bin dit
C\Users\veena-m\Desktop'\pkg\components
C:\Program Files\Git\.cmd

C:\Program Files\PuTTY

Chantiword Delete
%SOLR_HOME\bin

C\Program Files\Java\jdk1.8.0_201bin

s

C:\Program Files\nssm-2.24\win64 Maove Up
C:\Program Files (x86)\Windows Kits\8. 1"\Windows Performance To...
Ch\Apache2d\bin Move Down
Chantiword
Cihironpython2\netd3

. _\Winfdyhin Edit text...

C\Program Files\MengoDB\Server\d.0hbin
“\Frogram Hiles (x

C:\Program Files (x86)\Microsoft SOL Servery 1304 Tools\Binn',

C:\Program Files (x86)\Microsoft SOL Servert130MDTS\Binn',

C:\Program Files (x86)\Microsoft SOL Server\ 1304 Tools\Binn\Mana...

Cancel

oK |

Figure 66 - MongoDB Installation - Enterprise Version (HA) (Cont.)

2.15.2.2.3Creation of Directory Structure:

1. Create a folder named mongo. It should not be in the same location where MongoDB is installed.
2. Inside the folder mongo, create a folder named data.

3. Inside the folder data, create three folders named as config, database, and log.
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hare View

ThisPC » Lecal Disk (C:) » monge » data »

-

A Name Date modified Type Size
config 7252019 11:00 AM  File folder
database T/26/20193:07 PM  File folder
log 7/25/201911:11 AM  File folder

Figure 67 - MongoDB Installation - Enterprise Version (HA) (Cont.)

2.15.2.2.4Creation of MongoDB Service

1. Go to the location where MongoDB is installed. Refer to the Path set in the PATH environment
variable. For e.g., C:\Program Files\MongoDB.
2. Goto bin folder. For e.g., C:\Program Files\MongoDB\Server\4.0\bin.

3. Locate the file named mongod.cfg and copy the file.
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Mame Date modified Type Size
[ bsondump.exe 7/25/2019 452 AM  Application 17,822 KB
[7] ca.pem B/3/2019 6:08 PM PEM File 4KE
D client.pem 6/3/2019 610 PM PEM File 3KE
& InstallCompass.ps1 7/25/2019 316 AM  Windows Power5... 2KE
libeay32.dll 7/3/201910:43 PM  Application extens.. 2414 KB
22200 S5 A Aoplication 12 04 KB
I 7| mongod.cfg 7/25/2019 450 AM  CFG File 1KB
¥ mongod.exe 7725/2018 218 AM - Application 32,000 KB
[} mongod.pdb 7/25/2019 18 AM  PDE File 353,343 KB
[ mongodump.exe 7/25/2019 457 AM  Application 18,398 KB
[15] mongoexport.exe 7/25/2019 435 AM  Application 18,401 KB
[#5] mongofiles.exe 7/25/2019 4:34 AM  Application 18,246 KB
[ mongoimport.exe 7/25/2019 433 AM  Application 18,584 KB
[#5] mongerestore.exe 7/25/2019 436 AM  Application 18,965 KB
¥ mongos.exe 7/25/2019 5:08 AM  Application 16,337 KB
D mongos.pdb 7/25/2019 5:08 AM PDE File 184,828 KB
[#5] mongestat.exe 7/25/2019 433 AM  Application 18,488 KB
[#5] mongotop.exe 7/25/2019 4:38 AM  Application 18,085 KB
ssleay32.dll 7/3/201910:43PM  Application extens... 330 KB

Figure 68 - MongoDB Installation - Enterprise Version (HA) (Cont.)

4. Go to the mongo folder that was custom created earlier. Inside the directory data, go to the config

folder. Paste the mongod.cfg file here.

This PC » Local Disk (C:) » monge » data » config

-

~

Name Date modified Type Size

7/25/201911:36 AM CFG File TKE

D monged.cfg

Figure 69 - MongoDB Installation - Enterprise Version (HA) (Cont.)

5. Open the file mongod.cfg (preferably in Notepad++ or Sublime) and follow the below steps:

While editing the file, maintaining indentation in the file is very important.

a. Inthe storage header, change the following fields:
o dbPath: Add path till mongo\data\database.
b. Inthe systemlLog, change the following fields:

o path: Add path of mongo\data\log\mongod.log.

Folder mongo\data\log doesn’t have Mongod.log. This will be created automatically when
mongo service is created.
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c. Inthe net, change the following fields:

o port: Enter the port you want to install MongoDB.

o bindIpAll: True.

d. Inthe replication, change the following fields:

o replSetName: Enter the name of the replica set.

# mongod.cont
# for documentation of all options, see:
$ 1/ /docs  mongodb . org/man

) 16 ongodb

# Where and how to store data.

= H
dbPath: C:\mongo‘\dacajdatabase
ouEnal:

enabled: true
# engine:
¥ mmapvl:
# wiredTiger:

# where to write logging data.
systenlog:

destination: file

loghppend: true

path: T\mongo\darailogimongod.log

# network interfaces
-

PoxT: 27017
bindIpAll: crue
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Figure 70 - MongoDB Installation - Enterprise Version (HA) (Cont.)

31 #operationProfiling:
32

33 replication:

34 replSetHame :: "DEYiCEReplicaSet™
35
36 LUy .

Figure 71 - MongoDB Installation - Enterprise Version (HA) (Cont.)

6. Save the changes made in the file mongod.cfg.

7. Open the Command Prompt as Administrator and run the following command.

Ensure to enter the correct path of config file.
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8. MongoDB service with the name MongoDB will be created.

2.15.2.2.55tart MongoDB Service

1. Press Windows+R, type services.msc and press Enter.

= Run >

Type the name of a pregram, folder, document, or Internet
resource, and Windows will open it for you.

cernvices.msg

Figure 72 - MongoDB Installation - Enterprise Version (HA) (Cont.)

2. Search for MongoDB service, then click on it and click Start the service on the Left pane.

. Senvices (Local)

MongoDB Mame . Description  Status  Startup Type  Log On As
£ MessagingService_13ab08 Service sup... Autematic (T.. Local Syste..

Start the service {6, Microsoft (R) Diagnostics Hub Standard Collector Service Diagnostics ... Manual Local Syste...
1€ Microsoft Account Sign-in Assistant Enables use.. Running Manual (Trig...  Local Syste..

Description: &), Microsoft App-V Client Manages A.. Disabled Local Syste...

Apache/2.4.23 (Wintd) £, Microsoft iSCS! Initiator Service Manages In... Manual Local Syste...
&) Microsoft Passport Provides pr... Manual (Trig..  Local Syste...
1€} Microsoft Passport Container Manageslo.. Running Manual (Trig... Local Service
&) Microsoft Policy Platform Local Authority Manual Local Syste...
1€} Microsoft Policy Platform Processor Manual Local Syste...
{6 Microsoft Software Shadow Copy Provider Manages so.. Manual Local Syste...
{6}, Microsoft Storage Spaces SMP Host service... Manual Network ...
£ Microsoft Windows SMS Router Service. Routesmes.. Running  Automatic (D... Local Syste...
1€}, Mobile Broadband HL Service Provide serv... Running  Automatic Local Syste...
#1MongoDB Apache/2.4. Automatic Local Syste...
1 Mozilla Maintenance Service The Mozills ... Manual Local Syste...
&) MsuPSN MSUPSr Running  Automatic (D... Local Syste...
£l Natural Authentication Signal aggr... Manual (Trig..  Local Syste...
1€, Net.Msmq Listener Adapter Receives act.. Disabled Network S...
£l Net.Pipe Listener Adapter Receives act.. Running Autamatic Local Service
1), Net. Tep Listener Adapter Receives act.. Running  Automatic Local Service

Figure 73 - MongoDB Installation - Enterprise Version (HA) (Cont.)

These steps must be performed on all the servers that are part of the replica set.

3. Go to all the servers that have MongoDB service installed.
4. Open the Command Prompt as Administrator and execute the below command by changing

respective IP and port of server.

Ensure that the port on which MongoDB service is running is open for communication.

mongo --host <IP> --port <port on which mongoDB service is
running (mentioned in config file)>

for e.qg.
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5. If the service is running successfully, then connection will be established without any error

message.

2.15.2.2.6Configure Replica Set

Once the MongoDB service is up and running, perform the below steps to configure the replica set for
MongoDB.
1. Goto one of the servers that is a part of the replica set.

2. Open the Command Prompt as Administrator and execute the below command to open the

terminal.

3. Inthe same terminal, execute the below commands:

4. Here, add the hosts that are part of the replica set. Also mention the respective host IP and port on
which MongoDB service is running. Ensure that the ports are open for communication.

5. Enter the below command to identify the Primary and Secondary server.
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6. Execute the below command on the Secondary servers.

2.15.2.2.7Enable Authentication

Authentication needs to be enabled only on the Primary server. The Secondary servers are automatically

updated as they are part of the replica set.

To enable the authentication, perform the following steps:
1. Go tothe primary server in the replica set.

2. Open the Command Prompt as Administrator and execute the below command:

3. Execute the below command:

4, Execute the below command. Make the following changes in the values before execution:
e user:<user-name >

o pwd :<password>

(choose any password for the corresponding user for MongoDB authentication.)

After this is successfully executed in the primary server of replica set, make the following changes

in mongod.cfg of all the servers that are part of replica set. Refer the screenshot below:
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#processManagement

security:
authorization: "enabled™

#operationProfiling:

Figure 74 - MongoDB Installation - Enterprise Version (HA) (Cont.)

5. Close the terminal and restart the MongoDB service of all the servers in the replica set.
6. On all the server’s part of the replica set, open the Command Prompt as Administrator and open

the MongoDB terminal using the following command:

7. Connection with MongoDB should be successfully established on both primary and secondary

servers.

2.15.2.2.8Enable SSL Authentication

To enable SSL authentication, perform the following steps:

Please ensure that only one ca.pem should be generated. From the same ca.pem,
server.pem for each server should be generated. From the same ca.pem, client.pem
should be generated.

If this is not done properly, it may result in failure of SSL Authentication and replica set
server may become unreachable.

1. Generate the ca.pem, server.pem and client.pem by referring to the Generate ca.pem and
server.pem and Generate client.pem.
2. After the ca.pem, client.pem and server.pem are generated, copy these files, and paste them in the

path below:
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server.pem generated for the respective servers should be placed in the same server.

3. Go to folder mongo/data/config, then open the file mongod.cfg and make the following changes.

Please preserve the space and indentations as shown in the screen shot below. Ensure
that editing is done in notepad++.

a. Inthe net header, edit the following:

Z0
21 # network interfaces

22 net:

B port: 27017

24 hindInphll: true

25 331:

26 . mode: allowSSL

27 PEMEeyFile: C:%Program Files'MongoDEhSerwverh4.0%bin'server.pem
28 CAFile: C:%WProgram FileshMongoDEYServerh4.0Vbin ca.pemw

29

30

31 #pro-cessﬂanagement:
32

Figure 75 - MongoDB Installation - Enterprise Version (HA) (Cont.)

4. Save the file for changes to be reflected.
5. After making the changes in all the servers of the replica set, Restart the MongoDB services on all
the servers.

6. Open Command Prompt as Administrator on all the servers and execute the below command:

7. Add the respective IP, port, path of the pem file in all the servers.

This will help in establishing the connection with MongoDB.

8. Execute the below commands in all the servers of the replica sets.
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9. Restart the MongoDB service on all the servers in the replica set.

2.15.2.2.9Test the Connection

To test the connection, perform the following steps:

Python 3.6 should be present. You should also have the BigFix Runbook Al installer
package as it contains some resources to be used in subsequent steps.

1. Open Command Prompt as Administrator and execute the following command:

2. Copy the file named “mongo_connection_enterprise_HA.py”, present in the installer package
under iAutomatelnstaller - Resources = Resources.zip folder, to any folder.
3. Open the file in Notepad and change the value of IP, port, username, password, certificate path

where MongoDB service is running.

4. Open Command Prompt as Administrator and change the current working directory to the folder

that has code using the following command:
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cd <folder path>

5. Execute the code by using the following command:

python <file name.py>

6. If file executes without any error, then connection is successful.

2.16Apache SOLR

Table 15 — Apache SOLR Requirements

Version Solr 8.5.0

It is used an indexer for searching information from documents. It is also used for
Purpose

maintaining pre-downloaded repository document mappings.
Prerequisites Installation of Java

This is available as part of BigFix Runbook Al installer package.

For Solr: Follow the below path:
Source Pre-Requisite Software = solr-8.5.0.zip

For NSSM: Follow the below path:

Pre-Requisite Software = nssm-2.24.zip

Available as part of BigFix Runbook Al installer package. Follow the below path:
Config

Pre-Requisite Software = Solr_8.5_Prereq.zip

Apache Solr is an open-source enterprise search platform. It is being used as indexer in BigFix Runbook
Al to search for relevant document based on context. In BigFix Runbook Al, it is used to provide the
relevant knowledge articles based on the ticket descriptions. Users can also search for the knowledge

articles proactively.

Apache Solr can be configured in two modes i.e., HA or non-HA mode. In non-HA mode, user will need

to configure only one instance of Solr in Cloud mode where zookeeper will be in-built provided by Solr.
However, in HA mode user will need to configure separate zookeeper cluster. Zookeeper cluster should
have at least 3 servers and if user wants to further increase the same then it should be odd in numbers.
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Please ensure that the user has at least two Solr instances which are connected via load balancer. In HA
mode, all instances of Apache Solr have point in-time data replication i.e., all Solr instances are in read

and write mode.

2.16.1SOLR Installation — High Availability (HA) Mode

This section describes the procedure for installation of Solr in HA mode which is integrated with

Zookeeper. This is applicable only for Windows Sever.

For Apache Solr in H.A, configure Zookeeper on at least three different servers because for ZooKeeper
cluster to be active, there must be a majority of non-failing machines that can communicate with each
other. For this reason, ZooKeeper cluster is usually made up of an odd number of machines. It runs as an
ensemble of ZooKeeper servers i.e., Zookeeper cluster. User must integrate Zookeeper cluster with two

Solr node running on different servers that are connected with Load Balancer.

Minimum configuration for each of the servers are explained below:

—  Windows Server 2016 with 64-bit Processor
— 2 GB of RAM, and 80GB HDD hard drives

— 2 Cores
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.

LOAD BALANCER ]

ZO0KEEPER CLUSTER

Z0OKEEPER 1

Z0OOKEEPER 2

Z0OOKEEPER 3

Figure 76 - Installation of Solr in HA — Architecture

2.16.1.1Installation of Zookeeper

Table 16 — Zookeeper Requirements
Available as part of BigFix Runbook Al installer package. Follow the below path:

Source

Pre-Requisite Software = zookeeper-3.6.3.zip

This section describes the procedure for installation of Zookeeper. Please perform the below steps:

1. Download zookeeper-3.6.3.zip file from the path mentioned in the source field of Table 16 —
Zookeeper Requirements on all three servers.

2. Copy the zookeeper.zip folder in the desired location and extract it.
e.g. - D:\zookeeper

3. Ensure that Java version 1.8 or higher is configured in the system and JAVA_HOME variable is set.
To check the same, open the Command Prompt and type the below command:
Java -version
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All ri

-version

ed mode)

Figure 77 - Installation of ZooKeeper

4. Proceed with the installation if the Java version is displayed. If not, please install Java as mentioned
in section Java.

5. Go to the zookeeper installation directory where zookeeper was extracted.

6. Go to <zookeeper_install_dir>/conf folder, rename the zoo_sample.cfg file to zoo.cfg.

7. Create a folder inside zookeeper directory with name dataDir. For doing this, go inside the
zookeeper installation directory, open the Command Prompt as Administrator and type:

mkdir dataDir

8. Goto<zookeeper_install_dir>/conffolder and open zoo.cfg file. Change the below parameters and
add details of three zookeeper servers. Here you need to select three distinct zookeeper ids for

three distinct servers. (Keep it numeric).

tickTime=2000

dataDir— <zookeeper install dir=/dataDir

clientPort=<port of zookeeper on which it needs to be configured>
InitLimit=>5

syncLimit=2

server.<Zookeeperl Server ID>=<Zookeeperl IP>:2888
server.< Zookeeper2 Server ID>=<Zookeeper2 IP>:2889:
server.< Zookeeper3 Server ID>=<Zookeeper3 IP>:2890:3890

Figure 78 - Installation of ZooKeeper (cont.)

9. Enter the same parameter details in zoo.cfg file.
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"1 zoo.cfg - Motepad — O e
File Edit Format View Help

# synchronization phase can take ~
initlimit=5

# The number of ticks that can pass between

# sending a request and getting an acknowledgement

synclimit=2

# the directory where the snapshot is stored.

# do not use /tmp for storage, /tmp here is just

# example sakesJ

dataDir=C: /zookeeper/dataDir

# the port at which the clients will connect

clientPort=2181

# the maximum number of client connections.

# increase this if you need to handle more clients

#maxClientCnxns=6@

Be sure to read the maintenance section of the
administrator guide before turning on autopurge.

http://zoockeeper.apache.org/doc/current/zookeeperidmin. html#sc_maintenance

EE S

The number of snapshots to retain in dataDir
#autopurge.snapRetainCount=3

# Purge task interwval in hours

# Set to "@" to disable auto purge feature
#autopurge.purgelnterval=1

server. 1=xxx.xxx.xxx.xxx: 2888 : 3888

SErver. 2=xx. 0. Xxx .. xxx : 2889 : 3889

server. 3=x00. XXX . XxX. xxx: 2898: 3898

Figure 79 - Installation of Zookeeper (cont.)

For Reference, zookeeper will use these ports (2888, 2889,....) to connect the individual follower
nodes to the leader nodes. The other ports (3888, 3889,....) are used for leader election in the
ensemble. Make sure all these ports must be different from each other.

10. Go to <zookeeper install_dir> and open Command Prompt as Administrator and type the below
command:

(echo<Zookeeper Server ID>)>dataDir/myid

e.g. — (echo 1)>dataDir/myid
This command will create a file inside dataDir folder with name myid and add the server ID. The
server ID is a number between 1-255, and it must be unique. Also it must correspond with

server.5{id} in the zoo.cfg files.
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« v > ThisPC » Local Disk(C:) > zookeeper » dataDir
=) Pictures "~ Name Date modified Type Size

L TRl R Y . S SR

n op 3
conf I.j myid 7/24/20194:03PM  File 1KB I
dataDir

Figure 80 - Installation of Zookeeper (cont.)

11. In above example followed, there are 3 server IDs 1, 2 and 3. So, for the respective server, it’s

zoo.cfg should contain its respective id.

12.Go to the bin folder and open the Command Prompt as Administrator inside
<zookeeper _install_dir>.

13. Start Zookeeper by executing the following command:
zkServer.cmd

14. Now Zookeper is running at </P_address>:<port> (User can change the port in the zoo.cfg file with

field name i.e., client Port).

15. User may see some error in the terminal, if other two zookeepers were not started. Ignore this
error for now, until all three Zookeeper starts.

16. Configuration is ready for the first Zookeeper node.

2.16.1.2Enabling Zookeeper as Windows Service

This section describes the procedure for enabling Zookeeper as a Windows service. Please perform the
below steps:
1. Download nssm-2.24.zip file from the path mentioned in the source field of Table 15 — Apache SOLR
Requirements and unzip it.
2. Copy nssm.exe from nssm-2.24\win64 to <zookeeper_install_dir >\bin.
3. Go to the bin folder i.e., < zookeeper_install_dir >\bin and open the Command Prompt as
Administrator.
4. Execute the below command:

nssm install zookeeper

5. The below window will be displayed.
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NN MS5M service installer =

Application I Detailsl Log -:nnl Dependenciesl Process Shutduwnl E:-cit;l_"l

Application

Path: I |
Startup directon: I |

Argurments: I

Semnvice name: Izu:u:ukeeper Install service | Eanc:ell

Figure 81 - Enabling Zookeeper as Windows Service

6. Click Application tab and enter the information as mentioned below:

N M5SM service installer >
Application | Detailsl Log u:unI Dependenciesl P'ru:u:essl Shutdu:uwnl E it 1 | ’l
—&pplication
Fath: |E:hzuukeeperhhin'\szerver.cmd |
Startup directory: IE:'\znnkeeper'\.bin |
Arguments: I
Semvice name: Izu:u:ukeeper Inztall zervice I Cancel |

Figure 82 - Enabling Zookeeper as Windows Service (cont.)

7. Click Details tab and enter the information as displayed in the image below:
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M M55M service installer it
dpplication  Details | Lo u:unl Dependenciesl F"ru:u:essl Shutdnwnl Exit 4 I "I
— Detailz
Digplay name: Izu:u:ukeeper
Drescription: Zookesper Service
Startup type: I.-’-'-.ut-:umatin: LI
Service name: Iznnkeeper | Inztall service I Cancel |

Figure 83 - Enabling Zookeeper as Windows Service (cont.)

8. Click Install Service.

9. Upon successful installation, following message will appear.

ME5M s

s
=

% Service "zookeeper” installed successfully!

=
&

Figure 84 - Enabling Zookeeper as Windows Service (cont.)

10. Press Win+R, type services.msc and press OK.

= Run *

E Type the name of a program, folder, document, or Internet
resource, and Windows will epen it for you.

Open: | services.msc v |
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11. Search for zookeeper service and click on zookeeper service.

12. Click Start the service on the left panel to start the service.

Bigfix Runbook Al Pre-Requisite Guide

Figure 85 - Enabling Zookeeper as Windows Service (cont.)

{é";Windu:uws Managernent Inst...

Provides a c... Running  Automatic Le
-J’.‘E';Winduws Meobile Hotspot 5. Provides th... Manual (Trig.. Lo
Q;Windnws Meodules Installer  Enables inst... Manual Lo
Q;Windu:uws Presentation Fou...  Optimizes p... Manual Lo
{é";Windu:uws Push Motification... This service .. Running  Automatic Le
-J’.‘E';Winduws Push Metification...  This service ... Manual Lo
Q;Windnws Push Metification... This service ... Manual Lo
Q;Windu:uws Rernote Manage.. Windows R..  Running  Automatic M
{é";Windu:uws Search Provides co... Dizabled Le
-J’.‘é;Windu:uwsTime Maintains d... Running  Automatic (T... Lo
-.,‘.‘é;Windu:uws Update Enables the ... Manual (Trig.. Lo
-.f.‘('{";WinH'I_I'P Web Proxy Auto-.. WinHTTP ..  Running  Manual Lo
{é";Wired AutoConfig The Wired ... Manual Lo
Q;WMI Perforrmance Adapter  Provides pe.., Manual Lo
Q;kastatiu:un Creates and... Running  Automatic Me
-.f.‘é";)(hnx Live Auth Manager Provides au... Manual Lo
{é";)(hnx Live Game Save This service ... Manual (Trig... Lo
%zmkeep er Zookeeper ... Automatic | Lo

Figure 86 - Enabling Zookeeper as Windows Service (cont.)

2.16.1.3Installation of SOLR

This section describes the procedure for installation of Solr. As per the best practices, Solr instances
(preferably two or more in number) should be configured on different servers, different from the servers

where ZooKeeper cluster has been set up.

Please follow the below steps for each of the Solr instances:
1. Download the folder solr-8.5.0 .zip file from the Path mentioned in source field of Table 14 —

Apache SOLR Requirements.

2. Extract zip file to desired location.
e.g.: D:\solr
3. Ensure that Java version 1.8 or higher is configured in the system. And JAVA_HOMIE variable is set.

To check the same, open the Command Prompt and type the below command:
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java -version
4. Proceed with the installation if the Java version is displayed. If not, please install Java as mentioned
in Java.
5. Set SOLR_HOME environment variable and add to PATH environment variable. Follow the below
steps to set the SOLR_HOME and PATH.
a. Go to Control Panel = System and Security = Advanced System Settings.

b. Click Environment Variables. A new dialog box appears.

Edit System Variable X

Varizble name: | SOLR_HOME |

Variable value: | Chsolr-8.5.0) |
Browse Directory... Browse File... Cancel

Figure 87 - Installation of SOLR

c. Select Path in System Variables and add the respective path of Solr mentioned above.
d. Set the environment variable as depicted in the image above.

e. Add %SOLR_HOME%\bin to PATH environment variable.
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Edit environment variable

%USERPROFILEZ AppDatatLocal\Microsoft\WindowsApps
Ch\Program Files\Python37

Ch\Program Files\Pythen3 T\ Scripts

CA\Prograrm Files\Java'jdk1.8.0_181 \bin

el

%S0LR_HOMEE\bin

Figure 88 - Installation of SOLR (cont.)

6. Navigate to SOLR_HOME\bin. Open the Command Prompt as Administrator and execute the

below command:

7. Enter the IP address and the Port as shown in below example in the respective fields:

8. Create a folder named iAutomateSolr in the directory path SOLR_HOME\server\solr\configsets.
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9. This step requires the two conf folders (that contains schema.xml and solrconfig.xml) from path

mentioned in Table 14 — Apache SOLR Requirements. Please reach out to iAuto-Product-

Supp@hcl.com to get access to the folder.

10. Copy the two conf folder received to the ‘iAutomateSolr’ folder created in previous steps.
11. Navigate to SOLR_HOME\server\scripts\cloud-scripts. Open the Command Prompt as
Administrator and execute the below command for all three Zookeeper servers, for each of the two

conf folders with different schema names, respectively.

e ForiScrape and iKnowledge: Enter the Solr IP and ZooKeeper Port that has been configured

earlier. Set Schema Name as ‘ticketschema’ for Basic Knowledge and iScrape conf folder

named as ‘conf_iscrape_knowledge’.

e For Indexer: Enter the Solr IP and ZooKeeper Port that has been configured earlier. Set
Schema Name as ‘documentschema’ for Advance iKnowledge conf folder named as

‘conf_indexer’.
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2.16.1.3.1Authentication

1. Create security.json file with the content mentioned in the file named security.json, present in the

installer package under iAutomatelnstaller - Resources —>Resources.zip folder and store in

system.
e.g., D:\solr\solr-8.5.0\security.json.
2. Upload the security.json file to each of the ZooKeeper instances. Open the Command Prompt as

Administrator and execute the below commands to upload configuration file to each of ZooKeeper

instances:

This will create one user with name Solr and password as SolrRocks.

3. Execute the below command in browser to ensure that Solr is running with authentication and

authorization enabled.

4. Enter the username ‘solr’ and password ‘SolrRocks’ when prompted for authentication.
If the message “authorization.enabled”:true is displayed, it confirms that authorization has been

enabled successfully.
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5. If the message “authentication.enabled”:true is displayed, it confirms that authorization has been

enabled successfully.

6. Execute the below command as POST request on any of rest clients such as Postman or Curl. Select
Basic Authentication and provide Username and Password as created in above steps under
authorization tab. This creates a new user with UserName to be further used as <user_name> in

credentials.

URL: Error! Hyperlink reference not valid..

In Basic Authentication use the below credentials.
e Username: solr
e Password: SolrRocks

e Inthe Body tab, select input as Raw JSON (application/json) and provide the below input.

Now, a Solr user has been created with UserName as ‘solradmin’ and Password as ‘Admin098’.
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Figure 89 - Installation of SOLR (cont.)

7. This step provides admin rights to user which is mentioned in <username> tab and sets the user
role using Post request with the URL specified below:
Execute the below command as POST request in any of rest client such as Postman or Curl

In Basic Authentication use the below credentials.

e URL: http://<IP>:<SOLRPORT>/solr/admin/authorization

e Username: solr

e Password: SolrRocks

e Inthe Body tab, select input as Raw JSON (application/json) and provide the below input.

8. This step grants all permissions to the admin role as is mentioned below:

Execute the below command as POST request in any of rest client such as Postman or Curl.

Select Basic Authentication with Username as solr and Password as SolrRocks and this step will

set the user permission.

9. Enter the respective IP and Solr Port.
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Error! Hyperlink reference not valid.

10.In the Body tab, select input as Raw JSON (application/json) and provide the below input.

This grants all permissions to the users with admin role.

11. Open the Command Prompt as Administrator and run the below command:

12. Go to path where Solr is installed < SOLR_HOME >\bin.
e.g. - C:\solr\solr-8.5.0\bin.
13. Open solr.in in Edit mode. Uncomment the two lines mentioned below and edit <user-name> and

<password> as mentioned in below example:

2.16.1.4SOLR as a Service

This section describes the procedure for enabling Solr as a service.

Please follow the below steps:

1. Download nssm-2.24.zip file from the path mentioned in the source field of Table 15 — Apache SOLR

Requirements and unzip it.
2. Copy nssm.exe from nssm-2.24\win64 to SOLR_HOME\bin.

3. Open the Command Prompt as Administrator and Navigate to SOLR_HOME\bin.

4. Execute the below command:

The following window appears:
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M MS5M service installer *

Application |Details| Log u:unl Dependenciesl F'ru:u:essl Shutdnwnl Exit 4 I *I

— Application

Path: I D
Startup directon: I m

Argurnentz: I

Service name: Ihnlrservice Install service I Eancell

Figure 90 - Enabling Solr as Windows Service

5. Click Application tab and enter the information as mentioned below:
e Path: C:\solr\solr-8.5.0\bin\solr.cmd
e Startup directory: C:\solr-8.5.0\bin

e Arguments: <As mentioned below>

™ MSSM service installer e
Application | Detailsl Log Dnl Dependencies F'n:nc:essl 5hutdnwn| Exit 4 I "I
Application
Path: |I::'\Su:ulr'xSDIr-E.5.I:I"-.I:uin"~$|:||r.|:mu:| |
Startup directony: IEZ"\SDlI"\SDl[-B.E.D'\hin |
Arguments: |start - 29 -cloud -h localhost £ -p 8983 -2 C:hsolrveol-8.5
Semrvice name: I&Dlrsewicel Install zervice I Cancel |

Figure 91 - Enabling Solr as Windows Service (cont.)

6. Click Details tab and enter the below information:
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™ MSEM zervice installer pe

Application  Details | Liog -:unl Dependenciesl F'rl:u:essl Shutdl:uwnl Exit 1 I "I

— Detailz
Dizplay name: Isu:ulr FErvEr
Dezcription: gervice o gtart and stop the zolr
Startup type: I.i'-.utcumatic ;I
Service name; Isnlrsewice | Inztall zervice I Cancel |

Figure 92 - Enabling Solr as Windows Service (cont.)

7. Click Install Service.

8. Upon successful installation, following message will appear.

M550 =

NE

Service "solr® installed successfully!

ool

Figure 93 - Enabling Solr as Windows Service (cont.)

9. Press Win+R, type services.msc and press Enter.

(= Run >

== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Figure 94 - Enabling Solr as Windows Service (cont.)

10. Search for Solr Server service.
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11. Click on Solr Server service and then click Start the service on the left panel to start the service.

Solr Server MName ” Description Status Startup Type Log On As
. @Shaled PC Account Manager Manages pr... Disabled Local Syste...
%ﬁ:;::e;:rﬁie @Shell Hardware Detection Provides no..  Running  Automatic Local Syste...
Restart the service €. Smart Card Manages ac... Runni A ic (T... Local Service
@Smarl Card Device Enumera... Creates soft.. Manual (Trig... Local Syste...
o @Smart Card Removal Policy  Allows thes... Manual Local Syste...
Ee?v?;r:::art or stop solr @SMS Agent Host Provides ch.. Running  Automatic (D... Local Syste...
@SNMP Trap Receives tra... Manual Local Service

@Suﬂwale Protection

Enables the ... Automatic (D... Netwerk

vice te Running  Automatic

@Sull Server 2 startand st..  Running  Automatic Local Syste...
@soll}aug Running  Automatic Local Syste...
@Spaﬁal Data Service This service ... Manual Local Service
@Spot Verifier Verifies pote... Manual (Trig... Local Syste...
@SQL Server (MSSOLSERVER)  Provides sto...  Running  Automatic NT Service...
161,501 Server Agent (MSSQLS... Executes jo... Manual NT Service...
@SQ.L Server Browser Provides 5C... Disabled Local Service

Figure 95 - Enabling Solr as Windows Service (cont.)

12. Check the below mentioned URL in browser:
http://<SOLR IP>:<SOLRPORT>/solr

13. Enter username as “solradmin” and password as “Admin098” on Solr Portal Login Page.

.

£ 5 C A Notsecurc | nsSlRSsRenssolr/+/ o % ® .

d@ L Instance System [V}
SOl_r (® start about an hour ago

Physical Memory  47.65%

4 Logout solradmin —— |

% solr-spec 8.5.0 16.00 GB
Legaing solr-impl 8.5.0 7ac489bf7ba7b61749b 19fa2ee0dc46274b8dc42 - romseygesk - 2020-03- Swap Space  50.4%
ou ucene-spec  8.5.
£ Cloud 1 8.5.0
|
3 Collections lucene-impl  8.5.0 7ac480bf7b97b61749b19fadeeldc46e74b8dc42 - romseygeek - 2020-03-1
9.26 GB
G Java Properties 18.37 GB
£ Thread Dump -
EE 8 JVM-Memory 10.5%
@ Suggestions
(2l Runtime Oracle Corporation Java HotSpot(TM) 64-Bit Server VM 1.8.0_181 25.181-b13
No collections B Processors 4
% available Args -DSTOPKEY=s0lmocks 215 908
Go and create one -DSTORPORT=7985 2.00G8
-Dhost=10.1.150.85

-Djava.io.tr nboee

ir=C:\colr\solr8. 5\s0lr-8.5.0\server\tmp.

~Dietty. home=C:\solr\solr8.5\solr-8.5.0\server

Go and create one _Dietty.host=0.0.0.0

~Djetty. port=8985

“Dlog4j fonFile=C:\g ,5\solr-8.5.0\server; g4j2.xml
-Dsolr.default.confdir=C:\solr\solrg.5\solr-8.5.0\server\solr\configsets\_default\s

5 No cores available

Figure 96 - Enabling Solr as Windows Service (cont.)

14. Create collection named as ‘ScriptKnowledgeData’ in Solr for Basic Knowledge and iScrape using

the URL below:
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15. On successful creation of the collection following response is received.

16. To check the Successful creation of collection in Solr. Navigate to Solr Home Page as mentioned in

Figure 96. On Left Pane Select “Collections” tab and verify "ScriptKnowledgeData” collection is

present.
Solf? emo ===
d ] . Shard: iSerape x
. Logout
Shard count: 2 . Shard: Knowledge
i Coshibcard G Create Allas el
L) Logging replication factor: 1
<= Cloud maxShardsPeriode: 4
eomuns o e
~ Java autoAddReplicas: false
- roperties
= Thread Dump
‘W Suggestions
| Selectan Option  *
| Selectan Option  *

|| Documentation 4 Issue Tracker @A IRC Channel [ Community forum o Solr Query Syntax

Figure 97 - Enabling Solr as Windows Service (cont.)

2.16.2Solr Installation — Non-High Availability (non-HA) mode

This section describes the procedure for installation of Solr without High Availability.
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Please follow the below steps:

1.

Copyright © 2023 HCLTech

Download the folder solr-8.5.0 .zip file from the Path mentioned in source field of Table 15 —

Apache SOLR Requirements.

Extract zip file to desired location.

e.g.: D:\solr

Ensure that Java version 1.8 or higher is configured in the system and JAVA_HOME variable is set.
To check the same, open the Command Prompt as Administrator and type the below command:

java -version

Proceed with the installation if the Java version is displayed. If not, please install Java as mentioned
in Java.

Set SOLR_HOME environment variable and add to PATH environment variable. Follow the below
steps to set the SOLR_HOME and PATH.

a. Go to Control Panel - System and Security = Advanced System Settings.

b. Click Environment Variables. A new dialog box appears.

c. Select Pathin the System Variables and add the respective path of Solr mentioned above.

Edit System Variable *

Variable name: | SOLR_HOME |

Variable value: | Cihsolr-8.5.0 |
Browse Directory... Browse File... Cancel

Figure 98 - Installation of SOLR without HA

d. Set the environment variable as depicted in the image above.

e. Add %SOLR_HOME%\bin to PATH environment variable.
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Edit environment variable

TUSERPROFILESS\AppDatatLocalMicrosoft\WindowsApps
C\Program Files\Python37

Ch\Program Files\Python3Scripts

C\Program Files\Java'jdk1.8.0_121 \bin

2650LR_HOME2\bin

Figure 99- Installation of SOLR without HA (Cont.)

6. Navigate to SOLR_HOME\bin. Open the Command Prompt in Administrator mode and execute the

below command:

7. Enter the IP address and the Port as the example below states in the respective fields.

8. Create a folder named iAutomateSolr in the directory path SOLR_HOME\server\solr\configsets.
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9. This step requires the two conf folders (that contains schema.xml and solrconfig.xml) from path

mentioned in source field of Table 15 — Apache SOLR Requirements. Please reach out to iAuto-

Product-Supp@hcl.com to get access to the folder.

10. Copy the two conf folders received to the ‘iAutomateSolr’ folder created in previous steps.
11. Navigate to SOLR_HOME\server\scripts\cloud-scripts. Open the Command Prompt as
Administrator mode and execute the below command for the zookeeper server, for each of the

two conf folders with different schema names, respectively; to upload the config for Solr as

mentioned in the following two steps:

e ForIndexer: Enter the ZooKeeper IP and ZooKeeper Port where ZooKeeper IP is the IP address
of the solr installation server and ZooKeeper Port is SolrPort+1000. Set the schema name as

‘documentschema’ for Advance iKnowledge conf folder named as ‘conf_indexer’.

e For iScrape: Enter the ZooKeeper IP and ZooKeeper Port where ZooKeeper IP is the IP address
of the solr installation server and ZooKeeper Port is SolrPort+1000. Set the schema name as
‘ticketschema’ for  BasicKknowledge and iScrape conf folder named as

‘conf_iscrape_knowledge’.
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2.16.2.1Authentication

1. Create security.json file with the content mentioned in the file named security.json, present in the

installer package under iAutomatelnstaller-> Resources—>Resources.zip folder and store in system.

2. Upload the security.json file to the ZooKeeper instance. Open Command Prompt as Administrator

and execute the below command to upload configuration file to ZooKeeper:

This will create one User with name solr and Password as SolrRocks

3. Execute the below command in browser to ensure that Solr is running with authentication and
authorization enabled.
e http://<IP>:<SOLRPORT>/solr/admin/authentication
e http://<IP>:<SOLRPORT>/solr/admin/authorization

4, Enter the username “solr” and password “SolrRocks” when prompted on browser. If the message
“authorization.enabled”:true is displayed, it confirms that authorization has been enabled

successfully.

If the message “authentication.enabled”:true is displayed, it confirms that authorization has been

enable successfully.
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5. Execute the below command as POST request on any of rest clients such as Postman or Curl. Select
Basic Authentication and provide Username and Password as created in above steps under
Authorization tab. This creates a new user with UserName to be further used as <user_name> in
credentials.

e http://<IP>:<SOLRPORT>/solr/admin/authentication

In basic authentication, use below credentials:
e Username: solr
e Password: SolrRocks

e In Body tab, select input as Raw JSON (application/json) and provide the below input
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POST *  hapifl mmaigolrfadminfauthorizacion “ Save -

TYPE 0 v " A — oo dars. To keer s SerLe s colls - »

Figure 100 - Installation of SOLR (cont.)

6. Execute the below command as POST request in any of rest client such as Postman or Curl and
Select Basic Authentication with Username as solr and Password as SolrRocks under Authorization
tab and set the user role using Post request with the URL specified below:

This step will provide admin rights to user which will is mentioned in <username> tab.
e http://<IP>:<SOLRPORT>/solr/admin/authorization

7. Enter the respective IP and Solr Port.

8. Inthe Body tab, select input as raw JSON (application/json) and provide the below input.
{ "set-user-role": {"<user-name>":["admin"]}}

e.g. — This will provide admin rights to solradmin
{ "set-user-role": {"solradmin":["admin"]}}

9. Execute the below command as POST request in any of rest client such as Postman or Curl and
Select Basic Authentication with Username as solr and Password as SolrRocks and set the user
permission.

e http://<IP>:<SOLRPORT>/solr/admin/authorization

Now, a Solr user has been created with UserName as ‘solradmin’ and Password as ‘Admin098’.

{

"set-permission": { "name":"all","role": "admin"}

}

10. Open the Command Prompt as Administrator and run the below command:
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11. Go to path where Solr is installed < SOLR_HOME >\bin
e.g. - C:\solr\solr-8.5.0\bin

12. Open solr.in in Edit mode. Uncomment the two lines mentioned below and edit them:

2.16.2.2S0LR as a Service

This section describes the procedure for enabling Solr as a service.

Please follow the below steps:

1. Download nssm-2.24.zip file from the path mentioned in the source field of Table 15 — Apache SOLR

Requirements and unzip it.
2. Copy nssm.exe from nssm-2.24\win64 to SOLR_HOME\bin.

3. Go to the SOLR_HOME\bin. Open the Command Prompt as Administrator.

4. Execute the below command:

5. The window shown in below image appears.
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M MNS5M service installer e

Application | Detailsl Log u:unI Dependenciesl F'ru:u:essl Shutdu:uwnl Exit 4 I *I

— Application

Path: I D
Startup directony: I m

Arguments: I

Service name: Ilsc'lrservin:e Inztall zervice I Eancell

Figure 101 - Enabling Solr as Windows Service

6. Click Application tab and enter the information as mentioned below:
e Path: C:\solr\solr-8.5.0\bin\solr.cmd
e Startup Directory: C:\solr-8.5.0\bin
e Arguments: <Enter values as mentioned below>

start -m 2g -cloud -h <SOLR IP> -f -p <SOLR PORT> -s
<SOLR_HOME\server\solr>

e.g.

start -m 2g -cloud -h localhost -f -p 8983 -s C:\solr\solr-
8.5.0\server\solr

N MSSM service installer et
Application | Detailsl Log u:unI Dependenciesl F'ru:u:essl Shutduwnl Exit 4 I *I
—Application
Fath: IEZ"-.SD|["-.SEI|I-E.E.D'\bin"\SDh.Cl'l'ld |
Startup direchany: IE:"-.SDIrhsu:uIr-E.E.I:I'xI:uin |
Arguments: Istart -m 2g -cloud -h localhost £ -p 8383 -2 Chaolteol-3.5
Service name; Isnlrservictﬂ Install service I Cancel |

Figure 102 - Enabling Solr as Windows Service (cont.)

7. Click the Details tab and enter the information as displayed in the below image:
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™ MSSM zervice installer x
Application  Details I Log l:unI Dependenciesl F'rcu:essl Shutduwnl Exit 4 I *I
— Detailz
Dizplay name: Isu:ulr gerver
Dezcription; gervice o start and ztop the zolr
Startup type: I.-’-'-.utu:umatic ﬂ
Semnvice name: Isnlrservice | [hztall zervice I Cancel |

Figure 103 - Enabling Solr as Windows Service (cont.)

8. Click Install service.

9. Upon successful installation, the following message will appear.

M55M }{

B

Service "solr® installed successfully!

ool

Figure 104 - Enabling Solr as Windows Service (cont.)

10. Press Win+R, type services.msc and press Enter.

= Run *

=7 Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | senvices.msc V|

Figure 105 - Enabling Solr as Windows Service (cont.)

11. Search for Solr Server service and click on it.
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12. Click Start the service on the left panel to start the service.

Solr Server MName ” Description Status Startup Type Log On As
. @Shaled PC Account Manager Manages pr... Disabled Local Syste...
%ﬁ:&::z‘;&ie @Shell Hardware Detection Provides no..  Running  Automatic Local Syste...
Restart the service €. Smart Card M ac... Runni A ic (T... Local Service
@Smarl Card Device Enumera... Creates soft.. Manual (Trig... Local Syste...
o @Smart Card Removal Policy  Allows thes... Manual Local Syste...
Ee?v?;r:::art or stop solr @SMS Agent Host Provides ch.. Running  Automatic (D... Local Syste...
@SNMP Trap Receives tra... Manual Local Service

@Suﬂwale Protection Enables the ... Automatic (D... Network 5.
Running  Automatic
@Sull Server 2 startand st..  Running  Automatic Local Syste...

@soll}aug Running  Automatic Local Syste...
@Spaﬁal Data Service This service ... Manual Local Service
@Spot Verifier Verifies pote... Manual (Trig... Local Syste...
@SQL Server (MSSOLSERVER)  Provides sto...  Running  Automatic NT Service...
161,501 Server Agent (MSSQLS... Executes jo... Manual NT Service...

@SQL Server Browser Provides 5C... Disabled Local Service

Figure 106 - Enabling Solr as Windows Service (cont.)

13. Check in browser, if Solr is properly configured.

& 5 C A Notsecure | MESSSSSmess/solr/#/ o fr @ .

"@ L Instance System [
Solr (& Start about an hour ago

Physical Memory 47.6%

4 Logout solradmin [ versions _
7.62 GB
Ll R -

) 8.3.0 16.00 GB
Logaing solr-impl 8.5.0 b97b61749b19fa: d 74b8dc42 - romseygeek - 2020-03-1 Swap Space  50.4%
Zp Cloud #_lucene-spec 8.5.0
(5l Collections lucene-impl 8.5.0 7; b97b61749b19fa 74b8dc42 - romseygeek - 2020-03-:
9.26 GB
|| Java Properties 18.37 GB
= Thread Dump -
o IvM s JVM-Memory 10.5%
4 Suggestions
@ Runtime Oracle Cerporation Java HotSpok(TM) 64-Bit Server VM 1.8.0_181 25.181-b13
No collections [ Processors 4
& available Args -DSTOP.KEY=solrrocks 215.50 MB
Go and create one -DSTOR.PORT=7985 2.00 GB
-Dhost=10.1.150.86 2.00 GB
i -Djava.io.tmpdir=C:\solr\solrg8.5\solr-8.5.0\server\tmp B
g, "o cores available ~Dietty.home—C:\solrsolr8. 5\solr-8.5.0\server
Go and create one _Dietty.host=0.0.0.0

-Djetty.port=8985
-Dlog4j.cenfigurationFile=C:\solr\selr8.5\solr-8.5.0\server\resources\log4j2.xml
-Dsolr.default.confdir=C:\solr\solr8.5\solr-8.5.0\server\solr\configsets'_default\s

Figure 107 - Enabling Solr as Windows Service (cont.)

14. Create collection named as ‘ScriptKnowledgeData’ in Solr for Basic Knowledge and iScrape using

the below url:

15. On successful creation of the collection, the following response is received:
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2.17Certificates

Table 17 — Certificate Requirements

Purpose Install certificate for communication

Available as a part of iAutomate installer package. Follow the path below:

Source Pre-requisite = Python certificate.zip

2.17.1Installation Process

1. Download the file Python certificate.zip from the Path mentioned in the above section. Copy the

extracted contents from the zip file and copy it to “C: \Programfiles\certificate” folder.

Create folder if not available.
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() BigFix

2.18DLL Configuration for IRecommend:

Table 18 - DLL Configuration for iRecommend multi-process

Version As per DLL versions released by BigFix Runbook Al team.

Purpose This configuration is required to run iRecommend module in multi-process mode.
DLLs are available as part of BigFix Runbook Al installer package.

Source Pre-Requisite Software = Newtonsoft.Json.DII

Pre-Requisite Software = HCL.iAutomate.EncryptDecrypt.Dll

1. Make sure to add downloaded DLLs files in the path <pythonpath>\Lib\site-packages.
e HCL.iAutomate.EncryptDecrypt.dll

e Newtonsoft.Json.dll

S » This PC » Local Disk (C:) » Python36 » Lib » site-packages

.

Marre Date modified Type Size
L Mmoo s e weeewie T L e
D ahiso2601-1.2.0-py3.6.egg 6272019431 P EGG File 2o kB
[# bzzfile 6202019 44 P Python File 18 KB
[# cir 6122019 701 P Python Extension ... 6 kB
B configparser 6202019 £:40 Ph4 Python File 2KE
[# decorator 62042019 g2 P Python File 16 KE
B easy_install 6202019 £:43 PR Python File TEKE
[ easy-install.pth 6272019432 P PTHFile 1KE
[# flask_classful 6202019 @d2 PR Python File 18 KB
ID HCL.idutomate. EncrgptDecrypt.dil 6/16/2027 5:39 PR4 Application extens... 14 KBI
[# ipaddress 672042079 £:44 P4 Python File TOKE
E; itsdangerous 6/20/2019 £:40 PR Python File 32 KB

D Mewtonsoft.)son.dll

61642021 5:38 P4

Spplication extens...

Figure 117 - Screenshot of the DLL Configuration

2. Now Start/Restart iRecommend service as per the steps defined earlier.
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